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Note 


A S this booV was origirially written in Europe. 

all measurements follow the internaHonal 
metric system. No measurements are abso¬ 
lute. however, as they always must be adapt¬ 
ed t o the measurements of the actual lock or 
device you are working cm. 

1 miMim eter = 0.039 in. 

1 centimeter = 0.39 in. 

1 meter = 39.37 in. 

10 meters = 32,81 ft 
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Introduction 


B realung and enterirtg is a fairly common intelli¬ 
gence technique employed in all types of secret 
warfare. There have been many successful entry 
operations that have been of vital importance. 
One such operation, now well documented, took 
place inChicagoin 1941. 

A team of operatives led by naval intelligence agent 
V^TiUis Geo^ performed a covert entry into the office of 
Stephen Ziggly, a German spy who posed as a business¬ 
man. The scardt of his office produced sufficient ex’idence 
to break up one German spy ring and put Ziggly in jail. 
(After the vrar, Willis George wrote a book abom his experi¬ 
ences as a gov emmerrt burglar. This b ook has n ow b e en 
reprinted by Paladin Press under the original title 
Entry.) 

On ffie odvr hand, a failed or, even worse, detected and 
exposed eidry (^ration could easily be a public hum illa¬ 
tion for the intelligence service employing the exposed 
field operatives. This has happened on several occasions, 
always mth serious consequences. 

For these reasons, every entry operation must be pre¬ 
pared and executed effidently. Although the situation and 
the target area always will be different from one opera bon 
to the next, this volume aims to point out the most com¬ 
monly used entry techiuques and explain how to employ 
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them j n the most expedifnt mannei; whatever the sihiatian. 
The field operative must himself consider which options 
would be val id a nd whidt ernes would be unsuitable. 

Aa entry operation necessarily demar>ds that the opera> 
tlves somehow oranage to enter the premises of the target. 
This is usually not easy, as there will be locking devices and 
possibly abo alarm devices to prevent intruders from 
entering or sound wh^ an intruder has beert detected. The 
first priority b therefore usually to bypass the alarm sys- 
tern, and then to defeat the locking dev ices. The latter will 
be accomplished either by picking locks or breaking 
through them. 

This book does not Haim to teach everything about lock 
picking. That is an extremely specialized suli^ect, demand' 
ing a complete knowledge of the mechanic of all locking 
devices as well as a year or more of constant practice. 
Consequently, lock picking b best left to the experts, who 
devote aH their time to it This book does, however give an 
overview of the techniques available to the operative who 
b called up on to perform an entry operation, including 
detaib on how to pick most common types of locks. This 
book also details many not so well-kncn^ techniques for 
clandestinely entering a house. Once a resourceful opera¬ 
tive has studied this information, the existence of an alariii 
system or security system will provide rut guarantees of 
keeping him out- 

Lock picking will be fully described in Ch^l!^2 and3, 
while otlUr entry methods are described in Chapters 4 and 
5. Most of the latter half of the book is devoted to alarm sys¬ 
tems and alarm sensors. The text ei^lainshow alarm sys* 
terns can be circumvented (i.e., defeated) by avoiding all 
sensors and switches and how they can be defeated by 
o^r means, such as frustratir^ them. These two methods, 
circumvention and counteraction, are detailed for most 
types of current alarm systems, as well as a few tipcoming 
types, which we will probably see more of in the fuhiie. 

It b remarkable that so many present-day alarm sys¬ 
tems, including mimerous American do-it-yourself securi¬ 
ty systems, are characterized by anun^thcmable naiv6t^. 


Although he electronics might be highly advanced and 
truly state-of-the-art, the actual application of these sys¬ 
tems is generally easy to defeat. This Is most likely the 
result of the extreotely large number of cesnpanies wishing 
to <3sh in on the security market, each one trying to attract 
attention with the latest gimmick, whether it works under 
actualfield conditions or not. In the future, other access 
control systems might turn out to be more common than 
the leading ones today Devices for identifying people by 
fingerprints and handprints, as well as voice identification 
systems, aie cunently being developed. Some of these sys¬ 
tems are already in limited use. Despite this, it is quite cer¬ 
tain that the present alarm and locking devices will remain 
in use for a very long time indeed. After aU, the present 
locking tedinoiogy for the most part relies on and dates 
back to the nineteenth century. 

It is likely that there will be no clear-cut borderline 
between alai^ devkss and locking devices in the future, as 
these two groups are approaching each other a little more 
each day. This can be seen clearly in the wide variety of 
electronic locks and card locks available today. T expect that 
we will see more of Ihis into gration in the future. Chapters 
2 and 6 include details on these integrated alarm and lock- 
ir^ systems. 


2 


Expedient B&E 


iTiiroduction 


3 


CHAPTER 1 


Tactics in Illegal 
Entry 


The outcome of an entry operation depends on two 
important factors: tactics and techniques. TJ\e chosen tac¬ 
tics determine how to conduct the entry as an operation 
and how to avoid betr^ detected or caught The techniques 
are the actual methods used for bypassing iocks^ doors, and 
other obstacles, such as alarm systems. This chapter will 
concentrate on tactics, while the foUowing chapters will 
detail the actual techniques in use. 

The first thing to do when planning an entry operation 
is lo reconnokter the target the actual building or instal- 
lation to be entered) and the area around it. This is the 
recoitraissance phase. 

Target Reconnaissance and Ixmai Planning 

First oi all, the foUovrtr^ factors about the target must be 
determined. 

1) Protection: 

• number of guards, if any 

* location of guards at partxular tin^ 

* their equ i p m e nt and armament 

• technical details on alarm and controUed-entry sys¬ 
tems, if any 
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2) Layout: 


• number aitd locations of entrances and exits (both 
ordinary and emergency exits) and halhvays or stairways 
suitable for a quick escape (and possibly windows/ 
rooftops, and sevs'ers—even dmtcs in an emergency) 

• location of important offices cor other rooms of impor¬ 
tance 

• method of smuggling entry team and equipneni into 
the building if ordinary access is denied 

• possibilities of temporarily cutting off the entire build¬ 
ing from the telej^wne fretwork and other ways of prevwt- 
ing communication with outside, for mstance, with cel¬ 
lular telephones or radio transmitters 

3) Personnel: 

• number of staff in the building during and after ordi¬ 
nary office hours 

• their location at particular times 

4) Tuning: 

• when the target is most vulnerable 

• if there are any outside factors which will influence 
the accomplishment of the entry operation 

Most targets are most vulnerable between 2 a jn. and 4 
A.M./ as most people are asleep at that time, and any securi¬ 
ty guards tend to be sleepy and therefore less d\ir- 

ing these hours. It is, however, vital to check die guards, as 
different individuals keep difterent habits. 

There are many types of outside factors which might 
affect the mission. If breaking into a government building 
or an industrial complex, espedally one of miliiary import 
tance, consider, for instance, the possibility of a surprise 
insp ectlon by a senior official surrounded by a la rge num¬ 
ber of guards- This is perhaps a worst-case scenario, but 
other things may also affect the operation, such as foe sud¬ 
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den removal or installation of important machines. Such 
work, and also regular maintenance work, is often per- 
foimed outside ordinary office hours so as not to delay the 
regular work. 

The vidnity of the target boulding must also be carefully 
reconnoiteted. Suitable escape routes must be prepared, 
both foruseaftera successful entry and in the case of fail¬ 
ure. If several operatives are available, it is advisable to 
or^nize an outer security ring around the target during 
the actual entry. The members of the outer security ring will 
be positioned some distance away from the actual taiget. 
They will observe access routes and warn of the approach 
of poiioe or enemies, either on foot or in vehicles. Warnings 
are generaUy passed on by radio, preferably through the 
use of irmocent-sounding code words, so that the transmis¬ 
sion cannot be identified i f it is monitored. 

One way of obtainmg information on the tenants of a 
particulacbuildingisto play the role of a private detective. 
Such detectives sometimes pry into the comings and 
goings of tenants, especially in divorce cases. This is more 
common in certain countries than in others, however, so 
operatives should be careful when assuming tius role. 

Another way of getting information on tenants is to go 
throu^ tbeii trash. An ofBce especially yields a surprising¬ 
ly large amount of trash, most of it in ffie form of discarded 
documents. This can give much valuable information. This 
method is highly useful in determining w'hether an entry 
operation is called for or not. 

Tom or burned scraps of letters might be foimd that will 
indicate whethe r a n e ntry and a search will be fruitful or 
r»t Burned « dirty pieces of paper can be read through the 
use of special equipment. It is not unheard of for a busi¬ 
nessman to very carefully destroy his important letters, 
while his secretary simply discards her stenographic note¬ 
books in the wastepaper basket, where they are found by a 
delighted operative who is trying to piece together the 
bi^inesanan's activities. 

At this ^age, it U al^ prudent that every member of the 
entry team familiarize himself with the appearance of 
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everybody workiitg in the building at the proposed tizne of 
entry, as well as that of every resident or employee of the 
target apartment or office. In this way> the members of the 
outer security ring cart easily recognize any potential threat 
and sound the alarm in time to warn the entry team if 
somehody is approaching the target area. 

This familiarization process has frequently been accmn- 
pushed by sending the members of the team to 0ie buBding 
in daytime, dressed as cleaners, maintenartce crew, or 
repairmen. They can then Spend plenty of time Hxing some 
minor problem or paint ing a wall or another c^^ject, and at 
the same time get a dose look at the entire staff cd the build' 
ing. One good way of identifying everybody is lo litter the 
floor with tools and ttei warn even* passer-by not to stum¬ 
ble on them. Of course, a sufficient cover is required for dtis 
kind of job, including tl^ address and telephone immbet of 
the company which is supposed to have sent the repaicmen 
there, and somebody on the premises who has called for 
them in the first place. The name of the company should 
also be displayed prominently on both their car and the 
boxes or bags containing tools the repaiimoi bring into the 
building. The normal amount of traffic in the building at 
the propc«ed hour of entry must also be determined care¬ 
fully. The behavior and patrol pal tern, if any, of the watdv 
man or the security guards must be rtoted in parUcular and 
compensated for in the firtal entry plart 

The reconnaissance phase is followed by the planning 
phase. First of aH it must be decided whether the entry is to 
be covert or overt. 

A covert entry 1$ generally preferred, as a successful 
covert eiTtry will guarantee that the enemy does not realize 
tds seaets have been exposed. The disadvantage, however 
is that a covert entry is difficult—sometimes impossible— 
to execute, and there is a much greater chance of failure. 

A covert entry can also be used by police to acquire 
information without having the proper auOiority to enter 
the target building. 

An overt entry, on the other hand, is mudr easier to per- 
fonn. The disadvantage is, course, that the enemy will be 


alerted to the feet that an entry has occurred. Therefore, in 
order to minimize the chance of his firrding out who execut¬ 
ed the entry, as well as to maximize his concern that vital 
secrete have in fact been lost, the entry is frequently camou¬ 
flaged as a simple btuglary, executed for profit 

In either case, the planning phase consists of more or 
less the same type of work. However, it must be realized 
that tiv planning described in this chapter mig^t take sev¬ 
eral weeks- An entry operation is consequently not to be 
undertaken on the spur of toe moment. 

First of all, if the target is located in an apartment com¬ 
plex, it is necessary to decide how to enter the building that 
contains the target office or apartment. This is frequently 
done by renting an other ap a rtment i n the same bu i Id ing. 
Sometimes it is instead possible to enlist the help of the 
owner or superintendent, or some other worker or resident 
inthe building. The superintendent is the preferable dioice, 
however, as be frequently has a master key to all apart- 
mente in his building. In cither case, toe personal character¬ 
istics and loyalty of the helper must be researched thor- 
oi^ht soasio preclude a securib' leak at a later stage. If the 
man turns out r>ot to be trustworthy, or none of these alter¬ 
natives are viable, tlu team must find a plan to both enter 
the building and tf^ to perform the actual break-in. 

If toe target is a villa, small house, or mansion, the pro¬ 
cedure is more or less the same. A neighbor might be avail¬ 
able, or the entry team must get into the neigboihood and 
perfran the artiial entry at the same time. 

If it U impossible to secure a master key, it might s till be 
possible to <^tain and make a ccppy of the relevant key prior 
to the operation. One way of doing this is to search the 
owner of the key's pockets at a time when he is unable to 
notice the seanto. Such opportunities are not easy to come 
by but mi^t arise in public baths or gyms. A key is not just 
useful wh^ tiering the premises; it is also invaluable if 
the operatives have to make a quick escape. 

As was noted above, a sufficient number of escape 
routes must be pi^^ared. If a master key or the actual key to 
the targ^ area can be secured, a sufficient number of copies 
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should be made to ensure that no member of the entry team 
will be trapped m the building incaseofanemergerKv. 
This might be a vital precautitm. 

The members of the security rir^ must also be experi¬ 
enced Enough to delay any employee or resident of the tar¬ 
get apartment who might want to enter the premises when 
the entry team is working. Sudt a delay can be caused by a 
member of the security ring pretending to be drunk and 
accosting the employee until the entry team has managed 
to withdraw. Another possibility is pretending to be 
involved in maintenance of the elevator. Minor car acci¬ 
dents or similar situations might also be used to effect a 
delay. Initiative is very much in demand here, as nobody 
can plan for every possible situation. 

An inner secu ri t y r ing i s s ometime s also organized 
specifically to deal with such situations. It is not always 
necessary to leave the buildings even if the security ring 
gives warning, however. Sometimes the entry team can 
simply retreat tempoTarily to a rveaiby office or apartment 
and await the moment when they can resume dieir work. 
This option is generally not available during overt entry 
c^eradons, however. 

Every member of the entry team should be supplied 
with a convincing and documented cover story explairdr^ 
wha t he is doing on or near the prem ises. The contents of 
his pockets and his clothes must canform to the covet If 
caught on the premises, he must at least manage to con- 
vince his captors that he is an ordinary buiglat The equip¬ 
ment brou^t onto the premises, as well as all bags, must 
also conform to the cover if at aU pos^le. 

As a final ncHe, it is prudent to rehearse the entry several 
times in a safe location so that every team memb^ knows 
exactly what he is to do and how he will do it. The actual 
entry operation should, if posaibie, be performed without 
talking or even discussing what to do, as kmg asthe teamisin 
hostile territory in the target area. Remember that a chain is 
only as strong as its weakest link, and this also dp^Aies to an 
entry teem. C^ly if every man knou'S exactly what he is sup* 
pos^ to do will the operatkin proceed smoothly 
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OvTfTT Entry 


An overt entry is performed by forced means in which 
the operatives completely disregard the fact that the entry 
will definitely be noticed. The team will simply break any 
lodes, doors, or safes standing in the way using the easiest 
method at hand, without bothering with such niceties as 
picking locks. Alarm systems will be evaded if possible, or 
else disregarded. Speed and force are more important than 
surreptttiousness. 

Alarm systems, if they merely alert a distant security 
conpany ora potke station, can often be disregarded com¬ 
pletely wben using this method of entry. The reason for this 
is that Ihe alerted security team or police wtH not proceed 
fast enough to reach the penetrated area in time to catch the 
operatives. Both police and security companies are reluc¬ 
tant to rush to a site when an alarm system has alerted 
them beouse the vast majority of such calls are false alarms 
caused by defective systems. 

The overt entry team essentially acts as a team of bur¬ 
glars. No finesse is involved—only brute force. In some 
countries, ordir^rv criminals are actually employed by the 
inl^igence service for this purpose, but this is not recom¬ 
mend^ as these individuals generally are not reliable and 
frequent^ ani\ot keep sifent abou t missSons executed. 

The overt entry team should consist of operatives 
equipped with crowbars, sledge hammers, ard a carbQrun> 
dum wheel with circular saw attachment. This is an 
extremely hard aliconorblde grinding wheeL excellent for 
breaJdng through all sorts of hard steel and other strong 
materials, and thus very useful in cracking safes. Ex¬ 
plosives might also be required, although this is less com¬ 
mon nowadays. In the past, explosives were commonly 
used for safe cracking, but a carborundum wheel is much 
more efficient and easy to cor>trol. Batteries for high-volt¬ 
s' power mi^t also be necessary if the fuses in the build¬ 
ing blow because the power load is too high or electrical 
power is uravailabk for some other reason. 

When planning an overt entry, it should be remem- 
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hexed that the normal means of entry—the ficmt door, for 
instance—is frequently nx>pe difficult to break than some 
other part of the building such as a roof ora wall. The for¬ 
mer is often reinforced, which very seldotn is the case 
with od^ parts of the building at least in sinalier houses 
and villas. 

Covert Entkv 

A covert entry 1$ much more difficult to perform than an 
overt entry. Speed is important in this operation, too, as 
every minute in the area of operations brings a diance of 
discovery and capture. But even more important are skill 
and diligence. Every lock must be picked, and the means of 
entry must never leave any marks revealing that an entry 
has occurred. Infact.everypart of the premises must be left 
in exactly the same condition as it was bef<ae the entry. As 
this requires considerable skill, it should not be attempted 
by inexperienced operatives; the charge of the enemy 
noticing the enby is simply too high. Furthermore, a covert 
entry must frequently be called offbecause a certain lock or 
sa fe proves impossible to pick open in the time availdble to 
the operatives- 

V^^len all the detaib of the planning phase are takei care 
of, a preliminary entry is sometimes undertake This erdry 
is executed very cautiously, however, and rw attempts are 
made to find or obtain any interesting documents in the 
target area. Instead, the sole purpose of the preHroinary 
entry Is to make certain that the plan is valid and sufrkient 
expertise is available to perform the actual entry operation. 
At the time of actual entry, the team and its equipment are 
gei^ally too conspicuous to allow for fmlure and the sub¬ 
sequent chance of exposure. 

The preliminary errtry must be made in absolute sO^ice 
and with extreme caution. This is because voice-activated 
tape recorders might be hidden in the target area, and Iheie 
might be any number of innocent-looking traps, such as 
sh ort 1 en gths o f thread or hair, paper dips, books and 
papers, or other small objects positianed in a certain spot or 


arranged in a ^sedal way. Sudi traps are set up to alert the 
ta rge t that soiaebod y has tampered w ith h is t h ing s o r 
entered the premises. Before any object is moved, it is there¬ 
fore necessary to take accurate measurements of the posi¬ 
tion of every objert. This is most easily done with the help 
of a Polaroid camera. 

There mi^ also be more devious traps, such as a video 
camera and recorder initiated by a sensor capable of detect¬ 
ing an indh'idual on the premises. 

The curatives must also remember that many comput¬ 
ers will register the time at which they are turned on or exe- 
oike a commatKl. It is therefore very risky to check the files 
of a compute]^ unless the iterative knows exactly what he 
is doif^. (Of course, this is never a problem with forced 
entry operations. As computers are valuable objects, the 
entise set can be taken easily, without anyb ody won d ering 
why the burglars stole it.) 

Yet another problem is areas covered by dust. The oper¬ 
ative must not remove an object from such an area unless 
he can replace the dust in a coiuincing way. A small atom¬ 
izer filled with talcum powder mixed with powdered char¬ 
coal can sometimes be used to simulate dust. 

During the preliminary entry, the opera live should also 
make a detailed check of the premises. He might find, for 
instance, that dtere will be a need for blackout curtains diu*- 
ir^ the actual entry operation. The operative must then 
detennine eradly how many such curtains are called iot, as 
well as their required size and a method of attaching them to 
the windows. Another point to consider at this time is the 
number and types of safes and file cabinets. As many details 
as posable on them, as well as on all ordinary Locks in doors 
and so forth, must be collected, including any numbers on 
thekxks. It is frequently necessary for the locksmiths to 
kiwiw these details in advance in order to pick the locks suc¬ 
cessfully during the actual entry operatirm. 

It is also impoitarYt to find a safe place to put camera 
equipment and a small, portable Xerox machine during the 
actual operation. Preferably, this will not be inside the 
office or apartment to be searched, as it could preclude or 
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hinder a quick eacape. A smaLi^ nearby cleaning ^oiage 
room is ideal for this purpose. Rest nxais should be avoid¬ 
ed, too, as they m ight be frequented by a pers<»t making an 
unexpected call to his o^ice or apartment during the entry 
operatioa If the chosen camera site is sufftdenfly remote, it 
mi^t even be possible to reliun laker to recover the equip¬ 
ment hidden there if a quick escape is required. 

The successful execi^ion of a covert entry requires very 
careful planning as vt^U as considerable sldll. In addition, it 
is necessary to maintain total security from interruption 
during the search of the target buildi^. This necessitates 
the use of both an outer security ring and probably aninner 
security team able to delay any intruders. 

A covert entry team must consist of several individuaU, 
eachanexpert in his field. Amcmg them should be a Jock¬ 
picking expert, a safe expert, and one or more experts on 
alarm systems in order to execute the actual entry. The 
alarm system experts must be prepared to man^rulate elec¬ 
tronic locks and other electronic systems such as lift 
machinery. 

Furthermore, one or more analysts capable of rapidly 
evaluating any found documents and at least orte photog¬ 
rapher shoiild be present. The photographer must be 
equipped with several cameras, both for copying any 
found documents, and, equally important, snapping 
Polaroid photographs of the originai appearance of the 
rooms to be searched, in order to provide a pattern for 
restoring everything to its original place before lemdng the 
premises. 

Nowadays, as was noted above, it is common to use a 
small, portable Xerox machirte to duplicate any found doc¬ 
uments. Of course, a sufOcient su^ty of film, papei; and so 
on must be included in the equipment brought onto the 
premises. Scxnetimes infrared photography tedmiquescan 
be used, as these require no visile light source. 

The re should also be an e>^rt in opening letters, capa¬ 
ble of opening and resealing any type of letter in a oonvinc- 
ing way. This technique also requires a certain amount of 
equipment. It might even be required to brir^ an infrared 

14 Expedient B&E 


fluorescence detection system in order to detect traps on 
sealed letters or documents, or alterations to passports or 
<^her documents. 

FinaDy, any guns or other means of dealing with indi¬ 
viduals interrupting or noticing the entry must be decided 
upon. Every piece of equipment, including radio transmit¬ 
ters, must be tested and checked so that nothing is fourtd 
missing after the team has entered the premises. Radio 
tran^itteis in particular mi^t require a test in the target 
area before the actual operation is initiated. The range of 
radio transmitters depends very much upon the construc¬ 
tion of the building, as different buildings disturb radio 
transmissions in different ways. It might also be a good 
idea to bring a spare ramera; a broken camera in the middle 
of an opetatim is a bad excuse to pack up and go home. 

Ihrring the actual entry, the premises should be entered 
by only one individual operative- This is to ensure that the 
entile group does not walk into a trap. When this operative 
gives the agreed upon signal, the rest of the group will fol¬ 
low bdm in. 

There are several ways to prepare for a covert entry 
operatirm. One good way, already discussed above, is to 
secure a master key. This is sometimes possible in apart¬ 
ments and office complexes, as the caretaker generally 
needs rme. The same is true of hotels. However, it is gener¬ 
ally impos^ble in villas and mansions owned by private 
indivkkials. 

Another obstacle might be an alarm system. Such sys¬ 
tems, which fiequeruly sound the alarm because of techrd- 
caJ defects, wiU not be taken seriously by investigating 
police patrols or private security companies, however It is 
therefore possible, at frequent time inter\^ls over a period 
of several days or wreeks, to alert the alarm system discreet¬ 
ly and ftren quickly withdraw from the area without leav¬ 
ing any traces. Then, during the actual covert entry, the 
police win be mudi less vigilant This allows the entry team 
a kmger period of time to do what they came for. 

This mighl also be true of an ordinary guard. Ouring the 
ear^ years of dte Seomd World War; Willis George wo deed 
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for the Office of Naval InteUigence. As was mentioned 
above^ he planned and executed several entry operations 
during these years. 

During one of these, he found out that a fordgn consul 
had post^ an armed guard in the private part of the con¬ 
sular o£Rce. Obviously this made a covert seardi impost 
bk. George therefore had to devise a means of gettii ^ rid of 
the guard without exposing his owr\ operatiori. The guard 
had probably been posted there becaxise the consulate ele¬ 
vator operator had become suspicious during a previous 
covert seardi in the build log. 

George finally dedded to try to make the elevahw oper¬ 
ator appear ridiculous by causirxg him to behave in a seem¬ 
ingly overzealous manner. If the consul eventually decided 
that the guard was unnecessary, dienhe would likely dis¬ 
pense such extreme measures for protecting his office. 

With this in miiid, George once again entered the build¬ 
ing fo r the sole purpose of delibe rately making some noise 
in order to alert the elevator operator. Then he hurriedly 
left the scene. 

About half an hour later, the consul arrived by taxi. The 
elevator operator had. just as was expected, called for him. 
They searched the ofhee. of course without finding any 
signs of an entry. The consul was angry and left after the 
fruitless search. 

A few nights Later, George repeated what he had done. 
Once ^ain, upon hearing the suspicious noise the unforfu- 
nate elevator operator called the consul immediately. The 
consul arrived, angry and tired of being awakened every 
other night. Once again, their search produced no indica¬ 
tions at all that an entry had been attempted. 

The next night, as the guard was no Im^er posted in the 
o^e, George and his team were able to continue inepaiing 
for the actual entry. 

In this context. U should also be noted that die majority 
of all false alarms take place in the morning between seven 
and nine and in the evening between five and severL The 
reasc«i for this is that these are the times when the ordinary 
occupants of the bu ildings turn the alarm systems off or on. 
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The police and serious security companies know about this 
and are therefore less vigilant during these hours. 

When on the premises during an illegal entry, the opera¬ 
tives must think of many things. They must not for instance, 
use any toilets or water ^liceta. This could leave traces and 
make noise in the plumbing pipes. Smoking is also pn^bit- 
ed. of course, as this leaves both traces and odor. 

Finally, when leaving the premises after a concluded 
operation, whether successful or not, it is important to 
check that no piece of equipment has been left behind and 
that the appearance of the target building is exactly the 
same as before the entry. This might require polishing or 
even rewaxing the floor; if the operatives have entered with 
theii shoes on. Allfingerprintsmust be wiped dean, 
t^iether on doors, walls, or office equipment. If a safe has 
been opened, the dial must be reset at its original reading. Tf 
the apartment contains thick rugs on the floor, it might 
even be necessary to sweep them upon leaving so as not to 
leave any fi>otprints. 

It is necessary to realize that every situation is different 
from any other, so while the rules above are useful, there 
might be other things to think of, too. Only extreme dili¬ 
gence and caution can make a covert entry remain so. 
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CHAPTER 2 


Locks and 
Lock Picking 

L ock picking can be defined as the method of 
opening a lockmechaniam the intrusion of 
special tools other than the regular key. Lock 
picking is not easy. It iS/ however; possible to 
open any lock without the proper key, but some 
locks axe deHnitely more diffirult to open dian others. In 
this chapter, we will Look at the basic types of locking 
devices and how they can be opened most efficiently with¬ 
out having access to the proper keys. 

The reasc^ lock plck^ is at all possible is that there are 
always certain tolerances built into the design of the lock. 
The various parts of the mechanism never fit perfectly. 
There will always be some diminutive empty space in 
which the lock-picking tools can be inserted. 

An expensive lock is usually, but by no means always, 
designed and manufactured with less tolerances than a 
cheaper one. Less tolerancesmean less space to insert lock¬ 
picking tools. A cheap lock is Ih^fore almost always easi¬ 
er to open, as there wiD be tolerances large enou^ to insert 
whatever tools are required lopick the lock. No lock is 
absolutely pick-proof, atlhou^ today there are i\umeroTis 
types are extxem^ difficult to opecL hi some cases, the 
level of difficulty is so high that the Lock is effectively 
impossible to pick under field oxKlitions. 

However, as the price of the lock dictates the quantity 
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lhatcan be sold^ the vast snajonty of locks are Nkiily cheap 
and consequently easier to pick For this reason^ there 

is a very good chance that the lock encountered during a 
nusslon will be or^ of the cheaper ^^pe& 

The devices used as locks today can be divided into flte 
folkswing general types: 

• warded locks 

• lever tumbler locks 

• disc tumbler locks 

• pin tumbler locks 

• tubular cylinder locks 

• magnetic locks 

• combination locks 


Locks of the types mentioned above appear in the fol¬ 
lowing shapes: 

« luggage locks 

• padlocks 

• vehicle locks 

• mortise Locks 

• surface-mounted auxiliary Locks 


The last two categories are the two general shapes of 
door locks. 'They can be found all over d>e world. Although 

these general types contain 
numerous design variations^ 
all Locks encountered will 
fall within one of these 
groups, with the excep¬ 
tion of those that repre¬ 
sent a melding of two 
different types of lock¬ 
ing devices. 

Luggage locks, pad- 

Figure 1. Rim lock (left) mud 
uiortke lock 



locks, and vehide locks will be described fully later in this 
chapter. The door locks need to be described in more 
detail, however, as you are most likely to encounter these 
in the field. 

There are basica Uy tw'o type s of e xtemal do or locks— 
tim locks and mortise locks (hg. 1). Rim locks are surface- 
mounted, screwed to the surface of a door. They usually 
have a ^ring-operated, beveled latch bolt that automati¬ 
cally sprinp back when the door is shut to hold it closed. 
The door is opened by turning back ^ latch using a key or 
an internal Imob, or by moving a sliding handle. In most 
tim locks, the latdv boh is checked by a safety catch so that 
the door on also be shut without latching. Rim locks are 
also known as lodung bodies. 

Mortise locks mount inside the door, fitting into a mor¬ 
tise, or slot, in the door's leading edge. They are therefore 
very neat and slightly sbwger. However, it is generally the 
wo^ lather than the Lock that gives way during a bre^-zn, 
so this means little, A rim lock is therefore more commonly 
fitted to a thin door to prevent the door from being weak¬ 
ened. For the same reason, the staple of a rim lock wUl not 
weaken the door frame, as it is surface-mounted. However, 
the staple itself is only held by scre^vs and can be broken 
aw^* hom the frame. 

The simple^ rim lock is the night latch. This is an auxil¬ 
iary lock wtd\ a sprir^ latch bolt that holds the door closed. 
The night latch functions inde¬ 
pendently of tltf regular lock 
on the door and cannot be 
deadlocked. The latch Is 
operated by a key from 
the outside and the 
kn<^ from the inside, frt 
this lock, the sprmg bolt 
can be pushed back with 
a piece of flexible plastic. 

(For in^ance, see the sec¬ 
tion on transom entry, 
doors, and door chains in 
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Chapter 4.) Another method is to break a small adjacent 
window in order to reach through and open the lock from 
the inside. 

In practice, most simple tim 
locks no wadays have a deb¬ 
locking mechanism, oper¬ 
ated by a small thumb 
piece from the inside, 
which prevents the 
spring bolt from being 
forced back. 

There are also other 
types of surface^ounied 

figurtl. Cylinder lock. 





autiBary lodes. They include dead latches (locks that can be 
automatically or manually locked against end pressure 
when projeded) and surface-mounted cylinder locks used 
separately from another lock unit- Door chains, surface 

bolts, and chain bolts are also usu al¬ 
ly counted as surface-mounted 
auxiliary locks and will be 
described in later chapters. 
More advanced rim 
locks, such as the ones 
with an automatically 
deadlocking latch (auto> 
matic deadlock) or a 
manually deadlockable 
latdt, always have a spring 


TigureS. taer lock. 
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bolt with a mechanism that prevents the bolt from being 
forced back when the door is shut The intemaJ handle can 
then be deadlocked by lising a key, either from Ihe inside or 
the outside. The lock cannot then be q^ened excq>t with a 
key or by picking it. 

Rim Locks are usually operated by pin tumbler cylin¬ 
ders. A mortise lock, however, is eittwr operated by a pin 
tumbler cylinder (fig. 2) or by fiat levers in the lock case 
itself (fig. 3). The levers are of difierent heights to corre¬ 
spond to the cuts m the key. The number of lever tumblers 
determines the security level of the lock. The more levers 
there are, the greater the number of key variatioie and llv 
more secure the lock. Five-lever locks are common, but in 
many ccruntries the nine-lever lock is considered the start' 
dard today 

Some mortise 1oc3(s also rely on cylinders, if the owner 

wants to have the same key for operating both the front and 

the back door, for instance. Lever-type mortise locks can 
also be designed to have identkralke^ of course. 

No part of the body of a mortise lock is viable whenife 
do or is do sed, as it is c oncealed within the door. For this 
reason, the mortbe lock is generally not foted to doors 
than 44 millimeters thick. 

There ate basically two types of mortise locks: the 
key-operated dead bolt and the two-bcQf mortise lock, or 
sash bolt. 

A dead bolt is a lock bolt that has no ^rzng actioin. R»r 
this reason, it is always actuated by a key or a turn knob. 
Ihis lock is a true deadlock. A sash boH has both a latch bolt 
and a dead bolt. The latch bolt is a beveled spring bolt that 
is operated from either side by the door handle, while the 
dead bolt is operated by the key. Twoboh mortise lods are 
often fitted on back and side doors, while key-operated 
dead bolts are fitted to front doors. The dead bolt can be 
operated from the inside by a thumb piece. 

A deadlocked mortise lode cannot be oper^ from ^ 
inside without a key if it has been lodged fimn the outside. 
The reason is that the bolt cannot be withdrawn into the 

lock case unless the key is used or the lock is picked. 
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Warded locks were first Invented by the ancient 
Romans. The warded lock relies on one or more wards to 
protect the internal lock mechanism. A ward is a protrud¬ 
ing ridge in a lock or on a key designed to permit only the 
correct key to be inserted in the lock. Warded locks are of a 
foirly simple design and can be found all over the world. 
They are still used in door locks in older areas of even 
metropolitan cities such as New York, despite the fact that 
they are very insecure. They are also common in old pad¬ 
locks. Student locksmiths frequently use these locks for 
pfacticif^ lock picking. 

Warded door locks are either of the rim or mortise type. 
Both types of locks operate on the same principle. The sur¬ 
face-mounted rim lock is generally even less secure than 
the mortise lock. 


Normally there are two ir>terior wards in the lock, posi¬ 
tioned directly aaoas from each othet One is on the inside of 
the covers vddle the ofiier is on the inside of the backing plate. 

The Irey fora warded lock is cut to correspond to the sin¬ 
gle or multiple wards that have been designed in the lock. 
The key will only come in contact with the actual locking 
mechanism after it has passed all of the wards. Then the 
culs on the key will lift the leve r to the correct height and 
throw the dead bolt into the locked or unlocked position, 
As long as the dead bolt is retracted, turning the doorknob 
win aefivate the spindle and release the dooc 

The wards are of three possible types. One type of side 

ward is designed to 
aU ow onl y a key with a 
/ tD \ slot milled on the edge 
(ill ^ Another 

L N I type is desigr>ed instead 

\ '^\ / to allow only a key with 
the slot milled on the 


^ wari. 




Lodsar^ Ljck Pidsng 


25 



skle of (he key to pass (fig. 5). Aq end ward, finally, will 
only allow a key with a slot iniDed on the end to pass (fig. 
5). End wards are commonly milled on both en^, as t^ 
key then can be used frccm bedsides of the Jock. 

Side wards, at least, can genendJy be passed sucoessliil' 
ly by inserting a skeleton key—a key that has been ground 
down on the sides to become thin enough to bypass these 
ward s (hg. 6). Such a skeletcm key can be helpful in open¬ 
ing d\e lock, althoi^dus is by no means assured. Sk^tem 
keys can be bought in variety stores, but generally not from 
reputable locksmiths. A property made skeleton k^ will 
operate almost any warded lock whose key way accepts it. 

All the ward cuts in a skeleton key have beev opened 
up so that only the tip that is necessary to operate the 
latch spring remains. Most warded locks can also be 
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Figure 6. SingU-keaded und 
double-headed skeleton keys, 
seen from the f dge (ri^t) and 
from the side (left). 


picked with a T-shaped lock pick, of course. 

N’owadays many lock manufacturers try to raise the 
security level of their warded locks by adding another 
spring ialA with a ward between them. Then a double- 
headed sketehmkey can be lised. The prindpLe remains the 
same, but this skeleton key is designed to handle that extra 
coo^bcatkm as well. 

A good kxdcsmiih with plenty of time can make a dupli¬ 
cate key to the lode using the technique known as impres- 
siortii^ This is the method of determining the shape of the 
key by ^ply rtudying the lock bom the outside. The lock¬ 
smith will insert a key blank smoked by a candle into the 
lock. A key blank is a Icey that has not yet been cut or 
shaped to oj^rate a specific lock. The smoked key blank, 
vfheti extruded, will show several small marks where the 
candle black has been removed. These marks will tell the 
locksmith what cuts to make, where to make them, and 
how deep 4)ey must be. This is a ^rly lengthy process, and 
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it requires some skill. Nevertheless^ il is sometimes 
extremely useful, as process will provide ^ entry team 
witha truecopyofthekey they need to use. 

Because of tbeii aknplidty warded locks are veryea^ 
to pick. Sometimes a pair of wire will be suftidentto useas 
lock picks. In that case^ one of the wires will be used for 
throvring the bolt, while the other is used for adjusting Ihe 
lock mechamsm to the proper height for the bolt to be 
moved, if this is required. 

The main difficulty in picking a warded lock is not to 
negotiate the few wards that are ctetructing the pick^but to 
find the correct set of lock picks. Here il is important to 
have picks of the correct size. As was previously men¬ 
tioned, skeleton keys are often easier to use. Precat blank 
keys are therefore often used for this purpc»e instead of 
regular lockpicks- 


Lever Tumbler Locks 

The lever tumbler lock, or lever lock, was first intro¬ 
duced in the eighteenth century. These locks are still com¬ 
mon in light security roles today. They are often found on 
desks, lockers, mailboxes, bank deposit boxes, and similar 
objects. However now a modified, much ntorepkk-resis- 
tant variety of the lever tumbler lock is also in worldwide 
use as a high-security mortise lock. In this case, the lock 
zn^htuse as many asnmelevers ormore. 

It is very iirq)ortant to realize that although the security 
level of the minor lever tumbler locks is lower than, for 
instance, the pin tumbler locks described below, the securi¬ 
ty level of the mortised lever tumbler locks is gen^lfy 
nificantly higher. These locks arc difficult to pick. 

A lever lock (fig. 7) consists of six basic parts. These are 
the cover boss, the cover, the trunnion, the lever tumblers 
(usually two, three, five, but sometimes six, twelve, or even 
fourteen In deposit box locks), the bolt, and the base. The 
lock is operated by a standard flat key. After the key has 
been insetted into the lode, the key b turned, whkh causes 
the key cuts to raise die level tumblers to ffie correct he^ht. 
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As the levers are raised to the correct position^ the gates of 
the lever tumblers will align and release the bolt The boll 
stcpp is allowed to pass through the gates Froin the rear to 
the front or vice versa; this will unlodc or lock the lock. 

The lever tumbler gates must be perfectly aligned, or die 
lock will not functioTL This enhances security, as the key 
m ust be cut perfectly. 

The key to a lever lock is almost invariably flat- Here, 
too, an experienced locksmith can make a new key by 
impressioning. The process is much more difficult, howev¬ 
er, than was the case with the warded lock. Hrst of all, the 
locksmith must do what is ^nerally known as '*readii^the 
lock." With a reading tool—simply a slightly bent {for a 
view of the tumblers), stiff length of wire, about 7oc 8 oen- 
timet e rs long, wi th a w ooden handle (o make it easier to 
hold—he can probe the narrow lock k^way. TIus will give 
him some idea of how to cut and shape the k^. 

The locksmith will then use the positions of the lever 
saddles, the part of the lever tumbler that is in direct con¬ 
tact with the key, as one clue to the design of the lock. The 
wider the saddle, the deeper the cut on the key. This pro¬ 
cess takes considerable skill and tong practice. There are 
also locks that apparently have the same saddle width on 
each lever. These are even more d ifficull to read. Here the 
locksmith must attempt to detennine the deagnby finding 
out how highhe can raise fiv vanous levers. 

In order to pick a lever tumbler lock, begin by inserting 
the torque (or tendon) wrench. This is a special ^-ice used 
to apply pressure on a lock while its tumblers are being 
manipulated with the pick. 

Push the wrench to the 1 owest point within the keyway, 
as this will give the pick maximiim work space. Loc^ tltt 
key notch in the underside of the bolt and apply pressure 
(fig. 8). The bolt stop, which is affixed to the boH, will now 
bring pressure on the tumbkrs. By exerting pressure on Ihe 
Lever tumblers with the torque wrenclv you can manipulate 
them with the pkk. Therefore, insert the pkk into fii key¬ 
way. The levers must be moved into position for the boll 
stop to move through the lever tumblers' ^es. 
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F^trr 8. Picking tiie i^oer tumble tock. 

One tumbler tends to take up most of the tension, and 
this is the cme to work first. this tumbler is raised 
to the right position for the bolt stop to pass through the 
gate (not too hi^ or it will be Impossible), you will feel the 
tendon from the bolt slacken through your wrerxch as the 
boll attempts to force its way iiUo the gates. This is the 
point at whid^ to stop, and then repeat the process with the 
lever tumbler next to the raised «\e- When all levers have 
reached this point, you can get the bolt to pass through the 
gates by shifting the tonfue wrench against it. This will 
open the lock. 

If the pressure from the torque wrench is relaxed at any 
time during the process, all levers in the raised positi on will 
drop back to their original positions- Therefore, always 
keep some pressure on. However, take care not to raise the 
lever tumblers too high, or they will be raised above the 
unlocked podfioa Allow tumbler to retain its drag as it 
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is raised, as this wit) help you feel through your torque 
wrench when you have reached the right position. 

Simpler; desk-type lever locks have two parts that must 
be moved in order to open them. Naturally, the lever must 
be raised, but the bolt must aUo be operated to open the 
lock. This can be accomplished most easily with an L- 
shaped lever pick. Push back the levers and catch the bolt 
by turning the pick until you hnd it. It i$ sooietiines helpful 
to peer into the lock with the help of a flashlight. 

Disc Tumbler Locxs 

Lever and disc tumbler locks are related in design, 
although they were invented at different times. Disc tum¬ 
bler locks are commonly used in garage and trailer doors, 
but also in many types of cabinets, desks, padlocks, older 
vending machines, and cars. These lodes can be recogrxized 
by the fact that the first flat disc tumbler can be seen 
through the key way. Disc tumbler locks are also sometiines 
known a5 wafer tumbler locks because the himbleis are 
shaped like wafers, or discs. 

The common disc tumbler lock is generaTly as secure as 
the lever lock, but less secure tlan a pin tumbler lock. "Htty 
are similar in appearance and in the broad principle of 
operation to the pin tumbler locks; however, the internal 
design is quite different. 

tW disc tumblers are flat circular or oval-shaped steel 
$tampir\gs that are arranged side by side in slots in a blin¬ 
der core, or plug, within the lock {fig. 9>. Every disc will 



have a rectangular cutout in the center, which matches a 
notchonthekeybit. The disc will also have one or more 
side prelections. 

This type of lock employs a rotating core, and this is 
what makes the disc tumble lock look similar to the pin 
tumbler lock. The core is cast so that the tumblers protrude 
throi^ the core and into slots on the inner diameter of the 
cyliruleL As long as the tumblers are in place, the core will 
be locV»d to the cylinder. The key, when inserted into the 
lock, will raise the tumblers high enough to clear the lower 
cylinder slot. They must not ^ raised so high as to enter 
the upper cylinder slot, however, as this will once again 
lock ihe plug in position. When the tumblers have been 
raised to the right position, the plug is free to rotate. This 
will oper^ the bolt. 

The key to a disc tumbler lock looks like a cylinder pin 
tumbler key, but it is usuaDy smaller. Furthermore, Lt will 
alwayshave five cuts, while a cylinder pin tumbler key 
might have six or sevCTi. Therefore, the disc tumbler lock is 
not very secure. As ev^ kxi has no more than five tumblers 
and each tumbler cutout has five possible positions, the 
design technically allows 3,125 different key changes. In 
pradi^ however, scmie variatiems are inappre^hate, so this 
leaves us with only around 500 different key changes. Some 
disc tumbler locks used in offices, for instance in desks, are 
evenampta, with only 200pos5ible key variations. 

Here, too, an experienced locksmith can make a key by 
impiMioning. First, however, he must read the lock, hi the 
case of disc tumbler locks, this is fairly easy. Hist of all, you 
mu^ a reading tool from a stiff wire. Insert read¬ 

ing tool into the lock so that you can observe the discs with¬ 
in the lock. Raise and lower each disc by moving the tool 
until you on see the g^ieral positions of all of them. This is 
generally not difficult, as there are only five variations of 
the disc tumblers (fig. 30), and their position will give you a 
generalidea of the profile to be used for the key. When this 
U determined, the l^y can be impressioned in the usual 
by inserting ablad^ened key. 

Disc tumbler locks are often used in offices. Their con- 
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Figure 10. 71$e fhe dist bmbief ifariwtions and Mr postt m m the 
keyway. 
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sbxictionis usudUy fairly aimpk. Sometimes a simple slid¬ 
ing-bolt lixk will 1^ used with the disc tumbler cylinder. In 
dtese Itxks/ dwboh is grooved to accept a projection on d\e 
back of the plug. The prelection engages the groove and 
converts the rotary motion of the plug into reciprocating 
motion, opening the lock. In some of these locks (the 
stronger ones), the bolt-actuating pin is cast as part of the 
plug (fig. 11). In this case, the plug can usually be released 
with a probe wire. Locks of this type are often found in 
drawers and cabinets. 

A standard disc tumbler lock (ie., one that uses a single- 
sided key) can be opened with the same 
pi cks tha t are re<^u1 re d for a p in tumbler 
lock (these methods will be discussed 
be! ow). The disc tumbler lock, too. can be 
picked by bouncing the tumbler to the 
shear line. The shear line is the space 
between the cylinder and the plug of the 
lock cylinder. Usually a rake pick is used 
for this purpose. 

The bounce method is definitely the 
best for picking double-sided disc tum¬ 
bler locks. This is a lock in which there are 



Figure 11. Siwipie 



disc tumblers protruding through the core in both sides of 
thecyliiwjer (f^. 12). Such locks are also fmiy common and 
sometimes require special lock picks. The imp ortant thing, 
hovravei^ is mt the pick. The picking procedure is the regu¬ 
lar one, although it to be repeated on both sides. After 
the lop disc tiunblers have been located and moved to the 
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unlocked posiCma repeat the process with the bottom otvs. 
Do not forget to insert the torque wrench into the keyway 
and apply a slight pressure to the core as the pick is puUed 
out. 

Pin Tumbler Cylinder Locks 


The p in tumb le r to c k w as fi rst inven ted in ancient 
Egypt. The same principle was used much later in the well- 
known yale \ocK introduced by Linius Yak more than a 
century ago. Today the pin tumbler lockis or« of tte most 

conunon types of locks in the worfd. It is used for bofr tea- 

dential and office building locks, as well as in numerous 
other applications. 

A pin tumbier cylinder lock is so named because it lelks 
on pin tumblers. Pin bumblers are small sliding pins in tt» 
cylinder that work against coil springs and prevent the 
cylinder plug from rotating until the correct key is inserted 
in the keyway. Fully assembled, only the plug of the lock 
(the face of its rotating cylinder) can be seen. Locks of this 
type are generally more secure than the previously 
described locking devices. They can be recognized by the 
first pin that can be seen through the keyway. Even the 
shear point of the pin can sometiines be seen when lookir^ 
into the keyway. 

The pj n tumbler cylinder is a completely self-contained 
mechanism that can be use d with a very large number of 
lock sets. The basic parts of the pin tumbler cylinder are the 
cylinder case or shell the plug or core (the cylindrical 
mechanism housing the key way), tire keyway, the upper 
pin chambers, the lower pin chambers, the springs, the 
d rivers or top pins, and the bottom pins (tig. 13). All parts 
of the cyiinder are housed by the cylinder case. 

The plug is the part that rotates when the proper key is 
inserted into the keyway. The driUed holes across the 
lengfr of the plug can vary in number, but tirere are usual¬ 
ly five or six. Some plup have as few as four or as many 

as se\'en holes. These holes are called tire lower pin cham¬ 
bers. as they each hold a bottom pin. The upper pin chant- 
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bers are the correspond i ng d ril led hoi es in tb e cy I in der 
case directly above the holes in the plug. They each hold a 
spring and a driven 

The sprirtgs and drivers are usually of the same length. 
The bottom pins, however, are of di^erent length, as they 
are designed to match the depth of the cuts in the key to the 
lockbybeii^ raised to the sh^ lire by means of the cuts in 
the key 

Whenever there is no key in the key way, the springs will 
pr^ the drivers partially down into the plug so that it will 
not rotate. As the plug already holds the bottom pins, there 
is not enou^ room to allow more than the iower portions 
of ttre drivers into tire pHig. 

In order for the plug to be able to rotate, there is a small 
amount of space between the plug and the cylinder case. 
This space is called the shear lirre. When a proper key is 
inserted, it will force foe top of all foe bottom pins and the 
bottom of all foe drivers to meet at the shear line. Then, 
finally, the |^ug is free to rotate to foe open position. 

The plug is gerrerally machined with a shoulder at its 
forward ^irfoce, whxfo mates with a recess in the cylinder. 
If this is not the case, however, it will be possible to open 
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the lock by humming 
the pms fsith a str^ 
spring sleel. This 
would ^orce the pins 
out of engagement 
and allow the doc« to 
be opened. Contem¬ 
porary Locks do not 
generally allow this, 
however. 

The pins and the 
drivers will usually 
have a Inoken prohJe 
so as to make die lock 
more difficult to pkk. 
A driver with a bro¬ 
ken profile will general] Y hang up before it passes the shear 
line. A lock with standard cvlindrieai drivers isconse* 




figure 14. Higk‘Seeurrhf drivers. Spool 
driver (left) ttnd mushroorH drwer (ri^rt). 


cpently easier to pick. For this reason, so-calledmudiroom 
and spool drivers are fairly common in pin tumbler locks 
{fig. 14). Mushroom drivers are mushroom-shaped. A 
muduoom driver will interfere with picking the io^ as it 
will engage with the not<died cylinder shell when you 
attempt to raise the pin to the shear line. The ^ool driver 
works in a similar way. 

It is also possible to impression a key to a pin tumbler 
cylinder. The methods are different, however, than for the 
previously merrtuxied warded, lev'er tumbler, and disc lum- 
bter locks. The main di£fa‘erice is that the key blank cannot be 
smoked, as the soot would wipe off when 0 ^ key was insert¬ 
ed into a pin tumbler cylinder. The lodcsmith must ther efo r e 
depend instead on the small marks left on the key blank itsdf 
after it has been exposed to the pin tumblers. For this t&tsoTt, 
it is best to polish the key blank fiioroughly b^cae il is insert¬ 
ed the first time. The tiny saatdie you are looking forwiU be 
impoaaibLe to see ofoervrise 

Picking a pin tumbler lock requires the ability to deter¬ 
mine when the cylinder pins have reached the shear line. 
This can be felt throu^ your tool or tieard as a minute cBcL 
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A federpidc should be used to raise die pin to the shear line 
15). Be carefol not to apply too much pressure, however, 
as ffie pidc fiien will raise the pin above the shear line rather 
than exactly toU. If this happens, the pin will completely 
blodt the attempt to pick the lock open. Furthermore, the pin 
can then easily get studc at the wror^ place. 

Before you attempt to raise the pins, insert a torque 
wrench into the keyway. The reason for this is that moving 
the wrench slightly to the left or right will hold the drivers 
tight against the plug. Then insert the pick and, when all 
the pins are raised to the proper position, use the wrench 
with just the ri^t amount of pressure to rotate the phig to 
theuniocired position and open the lock. Never use too 
much force. L'sually only a delicate but firm touch is 
required to rotate the plug. 

It isy of course, difficult to first raise, and then keep all of 
the pins at ^eat line. But the fact that the cylinder pin 
hol^ in most locks are not perfectly aligned helps the oper¬ 
ative to hold one pin at the shear line with the tendon from 
the wrendi while wooing on the next one with die pick 

The first pin to be raised should preferably be the 
longest. This is usuaUy the tumbler that takes up most of 
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the tension. Beginning with the longest pin aUows the 
locksmith to progress from the smallest amount of pick 
movement up to the greatest. When picking the lock* you 
will notice that the plug will move slightly for every pin 
that reaches the shear line. Remember that this movement 
can abo be felt through the torque wrench. This makes it 
easier to notice when a pin has been raised successfully. 

If one of the pins b raised above (Ik shear line, you must 
release the tension and start again. Less tension is then 
required when you make the renewed att em pt. It is very 
difficulttojudge the amount of pressure cKCessary to raise 
the pins in a lock, as even two locks of the same type can 
react in a totally different way. An experienced iodiL^ith 
will vary the amount of pressure from light to heavy, 
depending on what b required. Thb is more easily said 
than done, of cou rse, but experience will help. 

Mushroom drivers, whtn encountered, present a ^>edal 
problem. It is easy to describe how to pick these lo^ in 
theory, but a brge amount oi practice is required to do it 
successfully on a consistent basis. The secret lies in feeling 
the exact moment at which the driver is engaging the 
notched cylinder, but before h becomes completely stuck. 
At thb point, slightly release the pressure on the pin before 
you once again attempt to raise H. With any hick, the driver 
will have slipped back so that you can now raise it stiaighi 
up until H is above the mushrooovshaped tr^. When the 
pin is safely raised to the unlocked position, immediately 
increase the tension on the wreiKh so that it will not slip 
down again. Some locksmiths use a spring-loaded wren^ 
for thb purpose. 

Another way of picking a pin tumbler lock is to use a 
rake pick or a diamond pick (see Chapter 3) to bounce the 
pins to the shear line. Thb process consists of Inserting die 
pick fully and then quickly withdrawing it while applying 
light tendon on the plug. Thb motion often throws tiK pins 
apart because of inertia. The area at die shear line will open 
up, permitting the plug to rotate. Thb technique does not 
work email types of locks, howevec 

A rake pick is sometimes abo used to rake the lock 


op^ Thb is not recommended, as some Locks will be dam¬ 
aged. AnotlKT point to consider b that merely forcing the 
pick rapidly in and out of the cylinder (raking) w'ill only 
bounce the pins above the shear line. Delicacy b required, 
so if you do not have sufficient skill to pick the 1 ock open, I 
would stron^y recOTuriCTid bouncing in^ead of raking. 

A very worn cylinder, especially one with loose plugs, is 
frequently quite easy to open with the bounce method. 
Mate a few attempts before you try to pick the lock. If four 
or five tries do not open the lock, how'ever, it is probably 
better to stop wasting time bouncing it, as it will not open 
in thb way. 

It should be remembered that some types of high-secuti- 
ly locks are much more difficult to pick or impression than 
ordinary ones. The Me deco locks, for instance, are very 
pick-resbtant, as they are based on a dual-locking princi¬ 
ple. The rotation of the plug in such a lock b blocked by the 
secondary locking action of a sidebar that protrudes into 
the cylinder case. The pins have a slo t along ones ide, a nd 
they must be rotated so that thb slot aligns with the legs of 
the sidebar. The tips of the bottom pins are chisel-pointed, 
and they arc rotated by the action of the tumbler spring 
seating them cm the corresponding angle cuts on the key 
The pin tumblers must therefore be elevated to the shear 
line and rotated to the correct angle simultaneously, to 
aUowtbe sidebar's legs to push into the pins before the 
plug will turn within the cylinder case. Picking such a lock 
succ^fuily in the field b generally not likely, though it 
might conceivc^ly go well under laboratory conditions. 

Medeco cylinders and other cylinders of similar resb- 
tance are also protected from physical attacks, including 

-wrenching and drilling, by hardened, 

drill-resistant steel inserts in the 
lock. Two hardened, crescent- 
shaped plates within the cylin¬ 
der case protect the shear line 

Figure 16. Protective in$ert$ on the 
face ^ kigh-tecuritif eylinders. 
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and the sidebar, whole hardened rods wi^iin the face of 
plug and a bail bearing in front of the sidebar pootect dwse 
areas (fig. 16). These inserts are fairly good forprotecfing 
the lock cylinder against drilling, but of course the do or , 
other parts of the lock set, or even the wait might still be 
easy to breach by physical attack. 

High“Security locks are generally more resistant to 
impressioning th^ ordinary locks as well Another feature 
of many high-securily locks is that the factory usually 
maintains control of the key system- The owi^r must pre¬ 
sent an I.D. card and sign a special order form to obtain 
extra keys. These keys, often known as "registered" keys, 
cannot be marrufactuied without special equ^nnen^ usc^- 
ly available only in a price range prohibitive to ordinary 
locksmiths. The key can therefore only be copied by the 
lock manufacturer or its authorized affiliates. 


TUBIJIAR CrLTCTCR LOCKS 


'The hibular cylinder lock is a variation of the standard 
pin tumbler cylinder lock. As the latter locks became 
extremely popular, that popularity very quiddy extended 
to the tubular cylinder lock aa Today these locks are 

generally relied upon as high-security locks, and as they 
are very dependable for their price range, they can be 
found anywhere in many roles, such as key-in-knob locks 
and desk Ixks. Yet other common variations are the cylin¬ 
der locks used on coin boxes, many coirhoperated wa^ung 
machines, and numerous modem vending machines. 
Larger versions are used as protection on automatic teller 
machines and in some banls. 

der locks is alarm systems. They might be used to ^otect 
control unit or act as a key switch to the erttire system. 
The tubular cylinder lock is a real pin tumbler lock that 
basically works like any ordinary pin tumbler cylinder 
lock. Ibe lock and its key are tubular, however, and die 
pin tumblers arc arranged in a circle (fig. 17). In this 
arTangem«\t, all of the pins can be seen from the outside. 
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figfift 27. Tnhzltr lo<k. 

As is the case with the standard pin tumbler lock, the 
plug will rotate to operate the cam when all the seven or 
eight pins in the plug have been positioned at the shear 
line- A tubular key has a hollow, cylindrical-shaped blade 
that has indentations around its rim. There are usually 
seven or eghl indcntatiana, corresponding to the number 
of pins in die lock. Exactly as in an ordinary pin tumbler 
lock, the pin tumblers will be pressed in position by the 
cut of die key 

A tubular cylinder lock can be picked vrith a stra i^t pin 
and a thin but square-shaped torque wrendi (f^. 18). It is not 
easy, however, as you will generally have to pick it several 
times in order to accomplish the unlocking radius 0(120 to 
180 degrees- Anodier problem is ttiat the cylinder will lock 
after it has been turned sHghtly. Furthermore, if the lock is left 
onfy partially picked, the key will not be able to open it unless 
you pkii it beck to the lodced pcmticn. This wiQ usually take a 
considerable amount of time. Anodier option is to use a spe- 
daJ tubular lock-picking tool, such as is used by regular Icck- 
amiths (fig. 19). Many locksmiths will not bother with this, 
howevecand instead sioq^ly drill out the lock if the key B lost 
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Figure T& Picking the tukvler eyiinderUck. 



Fi^m 19. Tuhultr lock-pkiiii^ toal. 

The tubuJar lock-picking tool is a hybrid thatpidcs and 

ads as a torque wrench at ihe same time. Actual)); it do^ not 
pick a s much as It iinpressjons the lock. Hie tooihas sevm or 
dght (depending on the of lock) sted fingers that ac^ust 

diem selves to correspond to the cut depth of the original key. 
These fir^ers are held in place a rubber sleeve or a sinxig 
rubber band. The rubber band wi\l be tightened, of anotho* 
rubber band will be added^ once the opens, so that die 

sted fingers vdJl remain in the correct position. At this points 
the tool can either be used as a to open the Jock or as a 
pattern to cut a peitnanertt, regularkey. 

Vehicle Locks 

Vehicle locks can be of almost any type, including the 
previously descnl>ed disc tumbler and pin tumbler locks. 
However, it is also quite common that a ^^ehicle lock Instead 
relies on the sideb^ prindpk. The sidebar io^ is a more 




specialized vehicle lock. In fact, it is a variety of the disc 
tumbler lock. Sidebar locks are commonly used for igni- 
Hwv door, and trunk locks. They are fairly simple in con¬ 
struction (fig. 20). There are disc tumblers inside the lock 
whh V-ahaped notches in their sides. When the right key is 
inserted and wigages the tumblers, the key aligns them so 
that the spring-loaded sidebar moves out of the cylinder 
anl into the plug. The plug is free to rotate when the side- 
barhas pa^d the sJ^ar line, whkh will unlock the lock. 

Although the construction of the sidebar lock is simple, 
the sidebarmakes the lock dlMcult and tiiTie<Dnsuining to 
pick. Thera is no way to determine when the sidebar will 
^!1 in place, as it is impossible to hear or feel the tumblers 
align with the shear line. Here experience is necessary, 
unless you want to drill the lock open. Then an L-shaped 
wire can be used to put pressure on the ridebar while you 
rake the disc tumblers into place- Such a method will, of 
course, leave very clear marks, proving that the lock has 
been tampered w^ 
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The sidebar principle is also used on certain pm hirr^kr 
cylinders. Sidebars will only be fotmd inhi^-securitj 
locks, described in Qiapter 1. 

Mac N roc Locks 

Magnetic locks work on the principle that identical 
magnetic polarities repel each other. In a magnetic lock, 
there will be a number of small cnagrvis arranged in a cer^ 
tain Older. The key contains the same number of magnets. 
However, these magr^ts are arranged so as to lepe) the 
magnets in the lock. The polarities wOl therefore be 
arranged in the same way both cm tltf key and ireide fte 
lock. When the magnets inside the lock are repelled^ a 
spring-loaded bolt will be moved to open the lode {fig. 21). 

It is imp ossible to pick a magr^tic lock. In an emerger^ 
however, the lock can be breached by e^^Ksing it to a suffi- 




Figitre 21. Magnetic padlock. 
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dentiy strong, pulsating electTMCiagrietic field. If the shack¬ 
le (most magnetic locks seem to be padlocks) or the bolt is 
pulled repeatedly, the lock will Ih^ spring c^en. However, 
the electrcHnagnetk field is likely to change the magnetic 
properties of the magnets in the lock permanently- If this 
happens, the real key cannot open the lock at a later time. 
Tl^intnision will thus be detected easily. The electronic 
field can be created by a portable field instrument. Of 
couise,a sufficient power source is reeprired. 

ft should be noted that magnetic door locks are also 
used sometimes. They are normally opened by a metal oo 
more commonly, plaiic card containing a magnetic strip 
that has been coded with a certain magnetic combination. 
The interT\al mechanism is frie same, however. 

Simple Suitcase Locks 

Almost all Miitcase Locks are of the single, warded type. 
They have only a primitive bolt mechanism to keep the case 
closed. A very few suitcase locks rely instead on a lever- 
type mechanism- The lever suitcase locks are usually recog- 
ni 2 ed because of tlte fact that the key will go half a centime¬ 
ter or deeper into the lock before turning. A warded lock 
will be mxjch shallower. 

It is easy to make a skeletoi^ key that will open most 
t\^es of warded suitcase locks. Almost any suitcase key 
(^be used for this purpose. AUernalively simple suit¬ 
case locks can be pitied with a special lock pick (fig. 22), 
easily manufactured from a strip of steel. The lock pick is 
merely inserted into thekeyw'ay, and when the bolt is 
located, fiw pick is turned to manipulate the bolt. This will 
cp^ the suitcase. 

Sates and Combination Locks 

A combination lock is one that may or may not be oper¬ 
ated with a key but (an always be operated by entering a 
combination of numbers or other symbols. This is done 
eilt«r by rotating a dial or pushing buttons. 
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The TTiost well-lcnovm cocnbmation lode is the sa^e combi- 
nadon lode Such a lock consists d a series of trrterccmnecting 
wheels that rotate around a central cene. The device is con¬ 
trolled In its revolutions by an outside ccmlBnation fHal 
Ail combination loc^ of the safe type operate on the 
same principle, even though there are internal differentss 
between different types of locks. An internal wheel padcvrill 
be rotated by manually rotating the external coo^ination 
dial. The wheel pack consists of a series—usually flueebut 
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Figyn 23. Diai comZtitMhoM loci. 

sometimes fouiw>f interconnecting wheeb, or tumblers. As 
the dial has one hundred different numbers, or positions, a 
three-wheel mechanism will have almost a million possible 
combinations. The four-wheel combination locks have 
almost 100 million possible combinations. Each wheel is 
designed to aHgn its gate with the bolt-release mechanbm 
only after a certain number of revolutions and a certain 
degree of rotation. This design can be programmed quite 
easily so that the com b ination that will open the lock can be 
changed according to the owner’s wbhes. 

Basically, a combination lock of this type works in the 
following way. In addition to the wheels, the complete 
mechanism also consists of a dial, a spindle, and a driving 
cam (fig. 23). 'n>ese devices form the driving mechanbm 
that moves the wheels into locked or unlocked position. 
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The wheels are moved by driving pins that axe affixed to 
the back of the drivirtg cam as well as to the wheels. These 
driving pins will er^age and disengage the wheels as the 
cam revolves according to the movcmentof the dial When 
the dial (by way of the cam) has set all wheels in the right 
position arul is revolved slowly either back in the opposite 
direction to the last combination rtumber or, in newer safe5> 
revolved back and then forvrard once again, it will <^>erate 
the bolt of the lock to the open, unlocked posihorL 

The wheels are always rotated in order;, and the number 
of turns depend on the number of wheels. The most com¬ 
mon lock type, the one with three wheels, requires a 3-2-1 
rotation sequence, while most high-security combination 
locks have four wheels and require a 4-3-2-1 sequerKe. The 
combination dial is always rotated (in the basic model) firat 
three tuirv?, then two turns in the reverse direction, and 
finally, in the opposite direction again or^ him. lAosl four- 
wheel combination dials are designed to begin rotating to 
the left, but this is not universally true. Likewise^most 
Ihroe-wheel combination locks are designed to begin rotat¬ 
ing to the right. There are, of course, differences between 
different types of safes. As the wheels are rotated, tlte gates 
will be aligned by stops, one for each wheel and one oo the 
wheel-pack mountir>g plate. The boh will be free to release 
only when all gates are aligned. 

Older and inferior types of combinatron locks can be 
distinguished by audible clicks when the wheels rotate. 
This allows a sldlled individual to manipulate the lock 
without knowing the combination in advance. Con¬ 
temporary combination locks have at least three false gales 
in every wheel (fig. 24), so that manipulation will be much 
more difficult- It can still be done, but only by an expert 
who has had lots of practice as v/eW as special trainnig and 
knows the pecuiiaritiesof the particular type of lock he is 
working on. 

Maniptilaring a combi ration lock in this >vay is a matter 
of touch as well as hearing. The latter is usually assisted by 
using an electronic stethoscope, but the sense of touch can 
only be developed by lor^ training. The proces s can be de- 
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Figure 24. Vfheel with six false 
gates. 




S scribed in the following 

\ way. although the 
inexperienced should 
I i ^ I ii attempt il during 

I V ) W ( a real operalion- 

\_ / Rotate the combi- 

/ / nation dial slowly 

\ I until you hear a very 

\ faint c I i clo You will then 

\ feel that the bolt is he si tat- 

-ing, touching tbejitr side of the 

gate. At this point, move back one number on the dial and 
note this nun^er. This is the first number of the combina¬ 
tion (unless it happens to be a felse gale, of course). Then 
turn the dial in the reverse direction and proceed slowTy 
ufUU you have passed the first number two or three times, 
depending on type of lock you are working on. As you 
continue to turn the dial, you will notice that the bolt touch¬ 
es tl« tar side of another gate. Once again, note the number 
preceding the one at which this occurs. This is the second 
number of the combination. Then turn the dial in the 
reverse direction—die original direction—once again until 
the process repeats itself. 

After following this procedure, if you have not been 
tricked by any false gates, you will have the correct num¬ 
bers of t^ combinalkm. However;, il is by no means certain 
tlvt you will l»ve them in the right order. This is no great 
problem, though, as you can delermine the right sequence 
simply by varying the sequence of the numbers until you 
hit tttt right combination and the lock opens- 

TTie existence of several false gates will rxaturally delay 
this process considerably, but the working principle 
remains the same. Remember, though, that practice and 
more practice is the only key to success. No type of lock 
picking can be learned properly in a short time, and this is 
espedaily true for combination lock manipulation. 
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Another important thing to remember is that there wiU 
alsvays be at least a certain number of divisions on the dial 
between the different numbers of a genuine combinalioTL 
This is to avoid any possible malfunctioning within the 
combi nation lock mechanism- This means that if you have 
determined two numbers that are too dose to each othe^ or 
to zero, then one of them will almost cei tainly be false. 

Or\e important point that will assist the oianipiilalor 
s h oul d b e mentione d here. 1 1 is v ery common that the 
owner of the safe does not realize that the dial imisl be 
revolved completely a number of times (four times for a 
three-wheel lock and five times for a four-wheel lock) in 
order to lock the safe properly. If the dial is only partially 
rotated, the lock will not be lodged properlyv as cmly last 
wheel will have been disengaged from the unlocked posi¬ 
tion. The rema ining wheels will, of course, remain in the 
unlocked position. Naturally this will greatly benefit the 
intruder who tries to manipulate tlv lock open. 

Of course, the int ruder will not know if it is locked prop¬ 
erly or noL He will also be unaware of whether the dial, if 
the lock was improperly locked, was last turned to Ihe left or 
to the right. To find out these important details, he must first 
of aD turn the dial very slowly in either directim, simply to 
feel whether the driving cam is engaging the wheel or not U 
it is, he must rev'erse the direction of the dial at otkx without 
going further, or he will lock the lock. If he cart turn the dial 
in the opposite direction without the driving cam engaging 
the wh^l, the lock is not locked correctly. 

When it is in this way determined that the lock is 
improperly locked, the operative will move the dial to the 
position which he knows from prev'ious study is the one in 
which the gate of the cam will be aligned opposite to the 
fence. This is geneiaDy position five or ninety-five, but it 
varies in different types of safes. By depressing the dial 
and possibly moving it sligluly to the left or rigid, he now 
attempts to cause the wheel to align itself in order to open 
the lock, if the wheel is only slightly disen^ged from the 
unlocked position, and if the operative is lucky, the simple 
procedure mi^ open the lock. 
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Figure 25. Pvsk-buH»* 
combinmtiou locks iiof) 
sad M digital keypad lock 
(atri^X 




Unfortunately, it is much more common that the last 
wheel of an improperly locked combination lock is com¬ 
pletely disengaged. Then the intruder must concentrate 
instead on findir^ the correct number on the dial that will 
bring this wt«el to the unlocked position. This can be done 
in regular way described above. Only one number need 
dien be four)d in ordo to unlock the safe. 

Yet another point to consider is that somebody who is 
too careless to lock his exper^aive safe properly will proba¬ 
bly use an easily remembered combination. Certain num¬ 
bers, such as his birthday, might have some meaning for 
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him, or he might have used numbers divisible by five or 
ten. Combination lock manufacturers advise against such 
combinations, but because easy combinations are easy to 
remember, careless individuals still use them. It might 
be worthwhile to search the room for a written note of the 
combination. Often such a note can be found in a desk 
d ravs'er or in a notebook ofi a nearby table. 

Some combination locks are interlocked with timer 
locks. This will effectively keep the lock dosed until a cer¬ 
tain time. Such advanced Locks are generally ordj found in 
bank vaults, however, so they rardy present a prc^lem. 

NWadays pusWjuttGncontoation locks (fig. 2^ and 
digital keypad locks are also in widespread use. The digital 
lock is an electicmic lode that can c«ily be evened by keying 
in the appropriate number code. The push-button combi¬ 
nation locks usually consist seemin^y of only a control 
knob and a number of push buttons to control the lock. 
They are sometimes electronic, but not always. Mechanical 
versions are also common. Nevertheless, these locks are 
classed as combination locks, as they have no key. Push¬ 
button combination locks are now becoming more and 
more common in hotels, motels, and government institu¬ 
tions, for instance. Mar^ comparues also use t N*m , 

In companies and institutions, some higlwisk areas can 
be protected by two locks, an ordinary one locked after 
ofike hours only and a keyless push-button lock alio wir^ 
access by the staff during the daytime. Hotels and motels 
frecpiently find that combination locks of these types save 
time and money, so they are becoming more popular each 
day. The combination can be changed every time a guest 
has checked out. Therefore, fl* tevel of security is high. 

Digital keypads are often used at the cominori entrance 
to an apartment or office building. Unlike some pushrbut- 
ton type, these locksare always electrwdc The lock will be 
opened when somebody punches the correct runrdrev code. 

The standard push-button combinatkm lock has five push 
buttons. The com bination, pressed in the ri^ t order; will 
allow he knob to be moved and the lock opened hoot titt out¬ 
ride. This lock cart be epened with die ccanbin^ian only. 
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Aiu>ther mods! is ibe Irey b>pass lock. This lock can be 
opened witfi either the combination or the key. Employees 
or tenants use the emnbinadon, while senior management 
personnel will use master keys. This Lock can be picked. A 
lock of his type has no special advantages, so they might 
be kss common in the future. 

Most, but not alL of d\eselodes wHl include an automatic 
spring latch that locks the door when it is closed. This is to 
ensure that nobody fidgets to lock the door again after enter¬ 
ing Another common feature is a targ plate shield to prevent 
anyotefrom observing d>e push button operation from a dis¬ 
tance in mds to learn the combination. The face plate is the 
visible part of a lod: and therefore the weak link if somebody 
is observing the area. Yet another option is to eliminate the 
latch hcdd-back feature so that the lock can never be kept 
open. It will dwn remain kx^^ed at all times, except for a brief 
moment y/hen the correct combination is used. 

Certain locks will also allow' two pushbuttons to be 
pushed at the same time, in effect producing a different 
number, in order to raise the security te\'el. However, these 
locking unite cannot use the same push button more than 
once in a given combustion. 

The majority of the push-button locks work in the fol¬ 
lowup vfsy. First turn the control knob to the left to activate 
the pushbuttons. Then press the push buttons in the cor¬ 
rect combmation. Finally, release the last pushbutton or 
push buttons before turning the control knob to the right. 
This will open the 1 ock- The lo ck can then be relocked by 
tumirp tl^ control knob to the left, or, aLtenialh'ely, celock- 
ing wlUbe an autcanatic tenure. 

The lock cannot be opened by removing the control 
knob, as this knob is connected to the lock by a friction 
dukit The internal mechanism of the lock will therefore be 
damaged if the control knob is forced or removed. 

Odvr push-button combmation locks employ four-digit 
or seven-^it combinations. In tivse locks, dtere are usual¬ 
ly ten push buttons to choose betweert. These unite can fre- 
quenliy be unlocked by either a four-digit change combina¬ 
tion or a six-di^t master combination. The master combi- 
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natioTi might work for seyerai different locks in exactly the 
same way as a master key. Al&oxigh these lo<^ maybe 
electronic, they are often mechanical. We will deal with 
electronic locks in more detail in Chapter 6. 

Sesame locks (fig. 26) are extremely simple CDcnbinatkm 
locks that are frequently found cmbriefcases and suitmses. 
These consist of three diab numbered from zero to nine. 
The number of possible combinations is very low—only 
one tboiisancL This means that the correct cmntrinatiwi can 



Figun 26 Stsamt eombhuttiOi lock. 


be found b y trial and e rror if sufficient lime is available. 
Expect to spend about half an hour logo thiou^ all po«i- 
ble combinations. Less time is usually enough^ as cor¬ 
rect combination is often found long before you have 
checked all of them. 

Begin the process by setting all three dials to zero. Then 
move dial C to 1,2,3,4,5,6,7,8, and 9, cme after the other, 
while pressing the catch after each change in number. 
Unless the cone<S combination has been found, char^ the 
setting of dial B to 1. Dial A will remain on zero. Once 
again, repeat all numbers on dial C while pressii^ the mtch 
as before. If the correct combination has not been found, set 
dial B to 2, and repeat the process. Continue the process 
until dial B has been set to all possible numbers. Then set 


dial A to 1 and repeat the entire operation once again. EHal 
A is set to 2, and the process is repeated. 

This process, although boring, is in fact easy to perform 
and will sooner or later result in the lock being opened. Do 
not try to dunk of what you are doing; simply learn the pro¬ 
cess rote ar>d do it. 

Combination padlocks with a dial can be opened in 
basically the same way as other dial-type combination 
iocks, but they are usu^y simpler in construction and are 
consequer^y ea»er to oper t . For this reason, they are often 
used for practke. Remember, though, that it is easier to 
locate the gates within the combination padlock if you pull 
out tfw shackle as you rotate the wheels. It is also easier to 
open combination padloda that ha\'B been in use for a long 
time because the gates on the wheels will have become 
smoothed down, which will simplify the manipulation of 
the vowels. 

Yet another type of combination padlock is the sesame 
padlock (fig. 27). This padlock has no dial but works 
instead on the same principle as the sesame lock described 
above. Howe\'ei, the sesame padlock has four corr^ination 
wheels, numbered from zero to nine. The method used to 
<^>en a sesame lock w5d\ only three wheels is therefore not 
very practical on this padlock, as the required time to check 
all possible combinations would be approximately ten 
thnes as long, or five hours. There is, however another way 
to opo) this kxk. 

The four>wl^L sesame padlock is designed to unlock the 

shackle only when 
each wheel is posi¬ 
tioned so that a flat 
spot on each wheel 
is aligned with the 
CQrres]>ondmg flat 
spots on the other 
wheeb. Each wheel 


Figvrg 27. S$»Ame 
padlock. 
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Figure 2& MarupuJatingHuu^amg^odlock. 


has a changeable hub wUh such a Qat spot These Hat sp(As, 
when aligned toward the side of the 1o^ stamped with the 
trademark, will unlock the padlock. The current combina* 
tlofi of the padlock determines where the flat spots wiH be 
located on die wheels. 

A specie 1 tool (Kg. 28) ma de of v ery than steel can be 
used to Locate these flat^ots. Insert the tool into the lock 
between the w'heel and the housing. Turn (he wheel slowly 
and try to locate the flat spot. When it is found, either add 
or subtract five from the indicated number. This will give 
the correct ccMnbination number of that wheel 

Another, not very obvious type of combination lock is 
the remote-control lock. Such a lock is activated by an 
infrared beam from a hand>he1d device. Remote^onlrol 
locks are generally used only on garage 6o<a& and drive¬ 
way gates. Although the signal opening the lock is sup¬ 
posed to be unique^ these locks are not very secure, this 
makes no diKerence, as these devices are nei'er used to pro¬ 
tect really important positions. See Chapter 6 for more 
information on remote-control locks. 

Padlocks 

The padlock was first invented by the ancient Romais. 
Today a variety are in ccoomon use, including warded, 
levei^ disc tumblo; pin tumble^ and combfnatkm types. 

Padlocks can usually be picked quite easily. Hold the 
padlock with the same hand with which you are using the 
torque wrench. It is generally easiest to do dtis by holding 
the padlock between the thumb and the foreKr^r. Then 
you can hold the wrench with your rmg and little fingeL 


Your main hand is then free to work the lock pick. Take 
some time practicing how to hold the padlock, though, and 
make certain that it is easy to work on it. Different people 
sometimes prefer to hold the padlock in different ways. 

Padlock are not really that different from standard 
lodes of (he same type. Some smaller and simpler warded 
padlocks, for instance, have a single ward only and take 
very simple keys. Otherwise they are designed in the same 
w*ay as other warded Locks. The majority of the warded 
padlocks have three wards, or at least two. The key must 
pass throu^ die wards beiore it can disengage the spring 
bar from ihe slot in the shackle erud. 

A warded padlock can be defeated by a skeleton key. 




T^net 2& Wardei paJlock tvith tiu intental wirds iUustrafed uni a 
SiOtuifie skeleton key. 

This is an ordinary key, but it is ground down (fig. 29). Note 
thal^cektookeysare illegal in many locations. There area 
few basic shapes, one of wtwh will almost certainly defeat 
the lock. See the first section of this chapter 

Most warded padlocks can also be picked with an 
improvised T-shap^ wire pick (fig. 30). Such a pick is easi¬ 
ly improvised from a piece of stiff piano wire. An old 
fuedtod of picking padlocks is to insert a hat pin through 



F(g«rt Jft T-ekaped wire ftkk. 
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the keyway ajid then u$e it to disengage the shackk boH. 
This still works with older types of padlocksrbut not with 
the recent, more secure ones. Voided padlocks can also be 
imp ressi one d easily. The proce du re is the same as with 
ordinary warded lot^. 

The other types of padlocks, including the cylinder 
types, can be picked or impresskmed in roughly the same 
way as the ordinary locks of th^ lyp^- mac turobler pad> 
locks can also be picked, but it takes practice. Another pos¬ 
sibility is soznetimes, but not always, to acquire a set cutest 
keys from a locksmith supply house. Such keys will hictii- 
tate the work. 

Whenever picking a padlock, remember that in some 
padlocks you need to pull the shackle in order to help 
release It tiom the locking spring. If this does not help, 
repeatedly work the shaclde in and out while picking the 
Lock. This will unlock the medtanism eventually. 

Ma^ts Key Sy91TMs 


Master keys can be made because a single key can be cut 
to match several Lock combinations. Master keying alwavs 
relies on coding systenis that allow the locksmith to dist^ 
gu ish various key cuts and tumbler arrangements. In moot 
key coding systems, the tumblers can be set to any of ^ve 
possible depths. Since most locks have five tumblers and 
each one has five possible depth settings, there can be IhoU' 
sands of different coml^nations. 


Warded locks and lever locks may also be master-keyed, 
but the security level will then be low. Disc tumbler locks, 
and especially pin tumbler locks, are mom commonly used 
for this purpose. 

Disc tumbler locks, when adapted to master-4ce^r^ are 
pecuBar in that file master key will use a coo^ktely differ¬ 
ent keyway, located next to the regular one. This can be 
seen by closely inspecting the lock. The master key will 
operate on the left side of the tumbler, while the change 
key, the regular key, vrill operate on the reside (fig. 31). 

Pin tumbler lo^ are master-keyed by adding anotto 
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p in, the ma stc r pdn, b et ween 
the top and the bottom pin in at 
least wtepin chamber. The mas¬ 
ter key will have some cuts 
identical to the change keys, 
but it w'ill operate the lock by 
raising the other pin or pins to 
the ‘'new'* shear line created by 
the master pin (fig. 32). What 
actuaily happens is that there 
will be two breaks for the shear 
line. In effect, this makes the 
lock slightly easier to pick, as 

SI. Disc tumbler prepartifor 
roaster keying. 



Figttrt 32. The Mostrr relies on raising one or rnore master pin 


htmbkrs to a “iterv^sher tote. 


there ate more possible combmations that will raise the 
pins to the shear line. In master-key systems with many 
different locks, there might be one or more such master 
pins between all regular pins. In this case, the system 
allows for numerous locks, and also several submaster 
keys. These systems are usually factory designed and 
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manufactured and can include as many as four breaks at 
the shear line. 

A master key will not open all locks in a building, unless 
it is a so-called bmlding master key or an emergency mas- 
te r key, which is a top-level master key that will operate all 
the locks at all times. It is more common to encounter, for 
instance, an engineer's key, whidi is a selective m^ter key 
that is used by various maintenance persoitnel. It is there* 
fore necessary to ascertain the level of the master key 
copied or otherwise obtained before it is used in an actual 
entry operation. In some low-security systems, the level 
might be stamped onto the key, although today it is m o re 
common to keep a master-key system chart in a safe place, 
detailing aU the various key numbers and the key's posi¬ 
tion in the key hietarchy. The key will then only be identi¬ 
fied by a code. 

A master-key system is always divided into several 
different hierarchies, or key levels <£ig. 33). If a master key 
can be obtained, U is advisable to identify its place within 
the hierarchy, as this will indka te whidt locks ^ni can use 
the key in. 
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CHAPTER 3 

Improvising 

Lock-Picking 

Tools 

P icking a kxrk is not easy, and, with the exception 
of the simplest locks, it takes a considerable 
amount of time. It is therefore usually better to 
rely on an experienced locksmith to make a new 
key to the lock, especially if you have to enter the 
area protected by the lock more than once. He will then utl- 
liae the various impi^toning techniques described in the 
pre^'ious chapter. However, in emergencies it might still be 
ne^ssaiy to pick a bxk. 

A definite prerequisite for lock picking is a very good 
knowledge of the lo^ and how i ts mecha ni sm works. It is 
also usually necessary to have the proper tools—lock 
picks—to do the job. Actually, a pick is nrA usually a special 
look but rather any device that is used to manipulate the 
tumblers in a cylinder into an unlocked position or to 
bypass whatever device is protecting the lock from being 
oper^ed. Lock picks can therefore be improvised easily, as 
lor^ as some basic materials and a few simple tools are 
available. Remember, though, that %vHhout a proper lock¬ 
smith's license, the possession of lock picks is illegal in 
many locatinis. 

& is not really necessary to carry lock picks on one's per¬ 
son exc^t when they are definitely required. Lock picks 
can be made fiom easily obtained ravr material almost any¬ 
where, and the only essential tools are a pair of pliers anda 
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Figure 34. Pickii^ « fin tumbler cytouier ItKk vitii m etfety pin mut « 
small screxvdriver. 


file. These tools, unlQce the actual lock pScks^ do not gain 
the attention of the police or enemy if an c^rabve who is 
in possession of them is seani^. 

in a real emergency whatever is at hand can be used as a 
lock pick, although the work will then often be slightly 
more difficult. It is, for instance, quite possible to use a 
large safety pin and a small, slightly b^t screwdriver 
instead of a pin tumbler lock pick and a torque wrendi. 
Simply bend the tip of (he safety pin at a 45-degcee angle so 
that you can use H inside the lock (fig. 34). If no pliers are 
available, it is easy to bend the saf^ pin with bie help of 
the key way of the lock you are going topck. Tlv saf^pin 
should be quite large, at least four centimetecs Jong, so that 
you will be able to hold it easily while you are working on 
the lock. U helps if the tip is filed flat, as this will make it 
easier to locate and raise the pir«. 

•^Rear lock p icks come in numerous shapes, depending 
on the type of lock to be picked (fig. 35). Lock picks can be 
made eaily from flat, cold-roDed steel that is ]es^ than half 
a millimeter to a little less thait a oulliirtfter thkk. The actu¬ 
al thickness is really not very important, except that the 
pick must be able to enter the lock and work in there. The 
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fip rfg as Various types ef loek ptdts: 1. diamond lock pkk, 2 double 
diamond loek pki^ 3. circular orhuU loek pick, 4. half-round feeler loek 
pkk, 5. nrnnd feeler lock pkk, 6 ftadb^ tool, 7. fiat lever lock pick, S. 
rake, 9. ha^-rake, IS. tubular eytinder lock pick. 
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steel strip should be about 15 centimeters lor^ and at least 
8 to 10 niilliineters wide. Some people prefer lo have one 
end fitted with a handle, while others prefer their lock 
picks to earn,' workir^ surfeces on both er^ls- 

Makfi your lock picks by grinding down the steel strips 
to the conect size with a file (the best optiem) or a grinder 
and a carborundum wheeL the latter is used^ take care 
hiat the metal does not become too brittle because of exces¬ 
sive heat. 

As was mentioned in 
Chapter 2, you will need lock 
picks of slightly differenl 
design for warded lodes (fig. 
36). These picks ate easy to 
make. In many instances an 
old precut key, ground down 
10 pass the wa rds in the key¬ 
holes, is quite suffidenL Then 
it will in effect become a 
skeleton key 

liSure 36. Lock picks for sosrici One of the most useful 

lock picks is the diamond 
pick (see fig. 35). It can be 
used foe most pin and disc tumbler locks. Most experienced 
locksmiths seem lo use this pid; much mote than any othec 
It is really an all-around lock pick. 





Usually some kind of 
torque wrench must be 
used with the lock pick. 
These tools are made of 
hardened spring steel, 
around 7.5 to 12.5 cen¬ 
timeters in length a nd a 
little more than a mil¬ 
limeter thick. Sometimes 
longer torque wrenches 
are required, as these 
tools must be long 
enough to reach the inte¬ 
rior of the lock- There are 


fyg* 3S. Lock frie\s for double^sided 
Use tv/tAUr locks. 



numerous variations, but 
the two most useful ones 
are the basic torque 
svrench and, for the real¬ 
ly delicate work, the steel 
spring WTeoch (fig. 37), 
Certain locks (dou¬ 
ble-sided disc tumbler 
locks, for instance) re¬ 



quire special torque 
wrenches. Such picks 
and v^enches are more 



difficult to improvise 
(fig. 38) but can be 
acquired from a lock¬ 
smith supp ty house. 

The L-shaped lever 
tumbler lock pick can be 
made from spring steel 
no more than 2 to 3 mil¬ 
limeters thick- A torque 
wrench of the same 


39. l-^tktped lever hckpkk, the thickness Is also useful 
same pick mproviseJ from vrire, end a (fig. 39). Some individu- 

saiteUeeonfwmoefi. alsuse a rake pick. As 
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was previousiy m£ndaned, such a pkk knot v^usefuL Tf 
a ra^ pick really is desired, you can just as well use an 
0 rd inary diam ond pick (see Hg. S5) for the same purpose. 
Although sixae people make a living from manufacturing 
and advertising numerous types of lock picks, remember 
that it is not really necessary to have them aH. In most cases, 
a simple pick will be sufficient An operative who caniKH 
pick a lock with a diamond pick is usually no better oH 
widtany other type of lock pick. 

Finally, the device known as a pick gun (Hg. 40} 
should be menticined. This is a hand>held device that can 
be used to bounce the driver out of ^ plt^ in a pintum- 
bier lock and into the cyliitder case. No great skill is 
required in order to use a pick gun, but dus device is not 
necessarily faster; nor even better, dian picking the lock 
manuaUy. The pick gun cannot pick all types of locks and 
is therefore of more limited value than an experienced 
locksmith. The only time the pick gun might be really 
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useful is when you are picking a lock equipped with 
tnushroom or ^ool drivers. 

The pick gun is inserted into the key way so that its pidt 
is barely touching all the bottom pins. VVhen the trigger is 
pressed, the pick gun will rap the pins up to the shear line 
so that a turning force can allow the plug to rotate and the 
lock to open. 




Fi^tn4L Stuff pick. 

There is also a manual version of the pick gun. This is 
louTWTi as a snap pick (fig. 41) and can be made ea^y from 
spring steel Just as with the pick gun, insert the pick por¬ 
tion of tl« <Wvice into the keyway and hold so that it is just 
toudui^ the bottom pins. Then press the upper part down 
with your thumb before quickly releasing it again. This will 
rap all ti« bottom pins. As these pins remain relatively sta- 
tionaiy, the force will be transferred to the drivers, which 
are forced to move upward, compressing the spring. As the 
area at the ^^ar line will then be open for a split-second, a 
alight turning force vrill allow the phig to rotate. 

The principle of both the pick gun and the snap pkk is 
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Olustrated easily by the fact that force will be transferred 
through St ationary m atie r. This can be seen in an experi¬ 
ment with three coins on a table. If the coins a le lined up 
touching each other and the coin in the center is held firmly 
to the table with a Qnger , the coin on one side will move if 
the coin on the opposite side is pushed to strike the station¬ 
ary center coin. The momentary force will be transferred 
thro ugh the stationary coin and instead move the opposite 
coirt In the same way, the drivers will be moved by the 
force applied to the bottwn pins. 

Wh^ working with a pick^ always remember to use the 
narrowest pick you have available, as this will give you 
maximum workix>g space. The -pkk should be held in about 
the same manner as a pencil. No wrist action is desired/ as 
only the fingers are dexterous enough to manipulate the 
pick inside the lock. Wrist acticm will only make you deed. 
Lock picking is not a matter of physical strength. 

It is also helpful to steady your hand by placing your lit¬ 
tle finger against the door when you are workir^ on the 
lock. If the lock is a key-in-knob cylinder, however, steady 
your hand against the edge of the Imob instead. 

The pick should be able to enter the keyway above the 
torque wrench without movir^ any of the tumblers. If this 
is impossible, then the torque wre^ is eidier too xn 

the Lock or the keyway grooves are such that the torque 
wrench must go in at the very top of the keyway. In these 
cases, picking the lock will be difficult 

Eiespite the control apparahis established in order to 
make sure that only professional locksmiths get hold of 
lock-picking tools, there are various ways of acquiring 
them. Most manufacturers and distributors of lock- 
smithing equipment refuse to do busmess with anyone 
but professional locksmiths. However, they are quite 
satisfied to send th^ products by mail to anyhody vdK> 
can prove in any way that he has these qualifications. 1 
sayi n any way" because I have f our>d out that a fancy 
letteri^ead, business card, or photocopy cd a fevged lock¬ 
smith license is usually enough. A photocof^ of your 
advertisement in the Yellow Pages will also be accept¬ 
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able as proof of professional status. After all, money 
does not smell! 

Many lock-pick sets, both commerdally available and 
improvised ones, are designed to be hidden in various 
objects so as not to compromise the user. One popular 
design hides the picks inside a pen cover or in the handle of 
a hobby knife. Ih the latter case, the hobby knife can also be 
used as a handle for the pick, making it easier to hold. A 
lode pick set might also be hidden inside a jackknife handle 
or in arty od^ suitable location; the only limit to the possi¬ 
bilities is fite operative'^s imagination. 

As a final point, always remember that a real key is 
quicker and safer than any Lock-picking skUls. Even if it 
turns out to be impossible to acquire one of the keys to the 
building you need to enter, diere might be ways of at least 
inspecting tite original key. If a key can be handled for some 
time, even if it cannot be taken out of the building, it is 
almost always quite possible to make an impression in wax 
or a fiiltscale drawing, and then make a copy at a later time. 

NahiraUy, the full-scale drawing must be done with 
extreme cam, including detailed measurements of every part 
of the key. This is generally eas)’, although tedious, except 
whenit to the diameter of the ke)'. In certain types of 
locks, the diameter can often be measured instead by wrap¬ 
ping a paper dip arcpund the original 1^. The paper dip can 
then be taken out of the budding. In this w^y, the need for 
special equipment for measuring the key is avoided. 
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Other Means of 
Illegal Entry 

Window tNTKY 

T here are various ways of opening an unlocked 
window fiomihe outside^ depending on the 
type of the window. The easiest one to open is 
the sash mndow. This conasts of tu'o halves, the 
top and the bottom/ toat slide and down. The 
latch is located between these two halves. Orw of the oldest 



Figurt 42. Opena^ sn wtlocktJ sash vmthnv from the outside. 
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tricks of the trade is to sUp a knife shim orsimilai device 
bettveen the sashes, or upper and Icwec halves of the win¬ 
dow, to move the windows' latch to the open position (fig. 
42). The window can then be opened easily. 

If the area between the window halves is too narrow for 
a knife, thenyou can drill a narrow hole at an ar^ through 
the wood molding to base of the latdx insert a stiff wire 
through the hole, and push the latch back. Hide the hole 
with paint or dirt afterwards. Unfortunately, ccertemporary 
fasteners cannot be manipulated in ttds way. The fitch fas- 
tenec for instance, U a pivotir^ device with a anall-like cam 
that cannot be kn«ked back. The Brighton festenca; anoth¬ 
er type, relies instead on a soew-down acom that clairqjs 
the sashes together securely. These fasteners also some¬ 
times contain integral lodes. 

Sometimes the upper and lower window half, or sash, 
will be connected by means of a bolt slipped into a hole 
drilled through the lower sa^ and partially irtto upper 
sash. This was commonly dons in older buildings to con¬ 
serve energy as well as increase the security of die window. 
If this is the case, simply drill a small hole to the bolt and 


Figure 41 Opewinga boltti sdA vnxdow/rom the o%aaide. 
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fiien push the boU out of the upper sash with any pointed 
object, such as a nail (fig. 43). The small hole will usually be 
difiicuH to see, and it, too, can be hidden with putty, paint, 
or dirt 


Ortier typ^ of windows can also be opened from the 
outside if a narrow hole is drilled in order to allow a piece 
of wire to be inserted. Unfortunately, these holes must be 
drilled in locations where they are much more likely to be 
noticed by the inhabitants of the house. Another compli- 
catiofi is that the windows might be locked. All windows, 
including sash windows, can be fitted with locks. These 
come in various types, but all of them are of fairly simple 
construction. This is of little help, however, as ihe locks 
are in^ss^le to open from the outside except by break¬ 


ing the window. 


Transom Eniry, Doors, and Door Chains 


liking a lock is not the only means of entering through 
a locked door. There are various other methods, most of 
which have been in use for quite some time. There ate, for 
instance, ways of entering through a transom and ways of 
entering by manipulating the lock construction without 
actually picking Ibe lock. 

If a door warbles dightly and the lock is of an older con¬ 
struction that lacks a deadlocking function, the bolt can be 
retracted with a celluloid strip by the process known as 
''loiding." This process involves slipping a flat object 
between the bc^t and die strike. The strike, or striking plate, 
is the part of fee locking arrangement that receives the bolt, 
latch, or f^tener. It is recessed in the door frame. A little 
pressure might allow space enough to insert a celluloid 
strip between fee lock an d the striking plate. Then only a 
slight pressure on the inserted celluloid str^ will force the 
latch back and release the lock. This will open fee dooc. 

The door might, however, be fitted with a so-called 
antipick latch. This is a spring latch fitted with a parallel 
bar that is depressed by the strike when the door is dosed. 
The depressed bar will prevent the latch from responding 
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to external pressure of any kind. THsnaturaUy makes loid* 
ing impossible. 

A variation of this method is to insert a thui knife, a 
linokuin one, for instaru%, between the door and the janab. 
The knife’s point should be tipped upwards. Then insert a 
pry bar above the linoleiun knife in order to spread the 
door slightly. Then the latch can be diser^ged. Bring the 
linoleum knife forward, push the latch bolt back into the 
locking assembly, and open the door. Of couTse, if there is 
sufficient space between the door and the frame, the 
linoleum knife alone is suffiDent to move the bolt back. 

If, however, there is no space to insert a pry bar, wooden 
wedges must be used. One wedge should be inserted cm 
each side of the bolt, about 10 to 15 centimeters away bum 


the bolt assembly. 'TViis will spread the door away from the 


jamb suffidently to insert die pry bar. 

Modem doors and jambs sometimes fit so well that ii is 


impossible to even insert a 
wedge. In this case, a 
stainless-steel ^tim can be 
used. Force the shim into 
the narrow crevice be¬ 
tween the door and its 
frame and attempt to push 
the bolt back. 

Another way of open¬ 
ing a door is to use a so 
called Z-wire (fig. 44). This 
is a tool made from a stiff, 
thick wire, 25 to 30 cen¬ 
timeters long. Insert the Z- 
wire between the door and 
the jamb until the short 
end is all the way in. Then 
rotate it toward you at the 
top. This will cause the 

FigKrr 44. Openti^ a door vHk 
tfu Z~wire, 
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oppc&te end to rotate between the door and the jamb, con¬ 
tacting and hope hilly retracting the bolt. When the bolt 
binds, exert preswre on the knob to force the door open. 

Another problem sometimes encountered is a locked 
door chain. When you have managed to open the door, you 
wilJ find that the dcKH chain prevents the door from opening 
fulfy and that you cannot leach the diain in order to remove 
it. Forhmalely, you can solve this problem by removing the 
diain witit a rul^>erband. Reach inside and stick a tack in the 
door b^dnd the chain assembly. Attach one end of the rub¬ 
ber band to the tack and the other end to the end of the chain 
(fig. 45). Make <^rt3 In th at th e rubbe r ba n d i s ta ut. Then 
doee the dooi> talcing care not to lock it again. If this is diffi¬ 
cult, secure the lock with adhesive tape so that the mecha¬ 
nism cannot work before you close the door. 

When the door is closed^ the rubber band will piill the 
chain back. If il is not completely pulled off the slide, shak- 
ir^ the door a little should do it 

The rubber band metiiod is effective and easy to use, but 
it leaves an undesirable mark that can be seeneasQy on arty 
well-kept door. It is then much better to use a bent coat 


Figure 45. « door ehorn wttk a rubber band and a tack. 
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Figun 4$, Uitiocking « door duth triUt c rMer bind aud m bmt coat 

hanger to stretch the rubber band (fig. 46), rather than a 
tack. The coat hanger muslbe properl 7 bent and long 
enough so thatttvdooicanbedoWdasfaraspoa^k. 

An even easier method that can be used on doors with 
la rge enough sp ace between the door and the jamb is to 
insert a thin wire to move the dtainback. 

If a transom has been left open or tmlocked, there are a 
number of ways to enter. If die transcon is CMT^lelely open, 
simply crawl through* stepping on the docff knob if neces¬ 
sary. If the transom is only partially open/however, it might 
be impossible to crawl through. Then lower a le^th of cord 
through the transom to form a loop wludv when wrapped 
and drawn taut around the inside doorknc^, might twist it 
enough to open the lock If you draw upwards on one of the 
two ends (fig. 47). 

It is often ea^r to use two kuigpeces of string connect¬ 
ed by a strip of rubber inner hiding or art electric cable cov¬ 
ered by a strip of rubber than to use ordinary cord. The tub¬ 
ing should Ik 20 to 25 centimeters long. It is possible to 
open both a regular door knob and an auxiliary latdt unit 
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witli this method, as 



long as a key is not 
required from the inside 
as well 

Yet another means of 
covert entrj' is to gently 
pry loose the molding 
around one of the door 
panels with a thin, flat 
chisel If the panel can be 
removed without dam¬ 
aging it, the operative 
can crawl through the 
opening or at least reach 
through it and release 
the lock in thedooL 

It is also possible in 
some cases to open a 
door simply by bending 
it open b y sp reading the 
door frame. This can be 
done unless a very long 
bolt is used or the frame 
is very rigid. Take care 
that the door is not dam¬ 
aged, however, as this 
luq^pens easUy. 

In certain countries, 
especially tropical ones, 
doorsteps are not very 
common. It might then 
happen that the owner 
of the house locks his 
front door from the 
inside and then leaves 
the key in the lock. An 
old but still reliable trick 


Figun O. Tmtsorn entry. 


is to insert a paper sheet, 
an old newspaper, for 
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instance, urder ihfi door-Then push the key out of 
w ay w ith a wire. As the key falls down an d lands on the 
piece of papers you can easily pull both paper and key back 
and thfiniiselhe keytoopen the door. 

File Cabenuk? and Disk Daawess 

There are various ways to open file calnnets and desk 
drawers, so you have to determine the best me^iod based 
on the construction of the cabinet or drawer and the type 
of lock used in the object. With the exception of most slid¬ 
ing cabinet doors, however, the design is more or less 
staitdardized. 

File cabinets are found in most offices. The locking 
device of such a cabmet relies upon a boh that extends from 
the top of the lock body. The bolt manipulates the centred 
bars that lock each drawer of the cabinet in place. As the 
bolt is spring-driven, it will extend out of the lock at all 
times, unless the Lock plug is turned. The plug has a cam 
attached to the back, wtudtrotates inctt^unction with 
plug. This cam worla in a ru>tch on the side of the bolt, thus 
operating the bolt (fig. 48). The cam can also be the actual 
lock bolt, especially in many drawer lod®. 



Fi^rt4S.The ernnef^ffugoptrattiOitMtin masf/UrcAbmrfis. 

Locks of this type are generally not very secure. They 
usually have open teyways, with the keyway running from 
the face all die way the body This means 
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that the lock ca q be o pe n ed mo st e a sil y by jimmy in g. A 
jimmy is a pointed tool made of a thin strip o£ spring steel 3 
to 5 miHimeters wide. Slip the jimmy through the keyway 
and manipilate dte bolt directly, pulling thelwlt downward, 
withoutbothe rin g to actually pick the lock (fig. 49). 



Fip^a 49. PuJTiag 4cixm tht belt vnth a fiinn^. 


Sotw conloDporary Locks of this type do contain some 
kind of protection against jimmying the lock open- For 
instance, the keyway might be blocked by a piece of metal 
or a pin so thatrv> access to the bolt is allowed. These locks 
mu^ be picked, oi; alternatively, a rod of stiff wire not more 
than 5 or 6 millimeters in diameter and at least 30 centime¬ 
ters with one end turned 90 degrees, can be inserted 
between the drawer and the cabiiwt face, The bolt mecha¬ 
nism can then be forced down with this wire (fig. 50). The 
tod slwuid be turned counterdockwise in most cases. 

Yet another method also involves prying the drawer 
open with, for instance, a thin piec e of str in g $te e 1 or a 
wedge, far enough to allow direct manipulation of the b olt. 
A strip of steel, about 45 centimeters long and between 1 
and 2 centimeters wide and 1/2 millimeter thick, or even 
an ordinary letter opener, can then be used between the 
drawer catch and the bolt mechanism to pull the drawer 
open. The opening tool will create a bridge for the drawer 
catch of die mechanism to hde upon and pass the bolt (Hg. 
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Fiprre :?Q. Forcing the ftoit mnhaviwm dovnt to rcUtse tkt Grower 
ctOeh. 


Figure SL The inewer C4CcA poitts Hu bolt iMchsmMv riHug on om 
hwrted strip of sttel 

51). UsuaUy you must pull quite hard. Older types of file 
cabinets can Ik opened by simply ^reading the 51e cafrinet 
from Its frame with a screwdriver, while a thin but strong 
tool, say a hacksaw blade about 30 c^timeters long^ is 
inserted in order to lift the bolt mechanism away fitan the 
drawer catch. 

Certain types of file cabinets function in same way, 
but with the mechanism effectively out of reach, hiddeit in 
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the rear portion of the cabmet. Then it is sometimes possi¬ 
ble to tip the file and in this way gain access to themecha- 
rusm, forcing it upward to release the drawers. If the cabi¬ 
net is deigned in this way, the mechanism can be seen pro- 
trudir^ through the bottom partition of the cabinet 

Yet aiwther method, one that works with certain types 
of file cabinets, is to tilt the cabinet backw’ard about 15 to 20 
wiUimeters off the floor and then suddenly release it so 
that one drawer catch will disengage itself from the catch 
Oft the mechanism rod. The drawer will then be released, 
and the operative wiQ be able to open the remaining draw¬ 
ers by hand. Simply leadi inside tte cabinet and release the 
rodtt^at keeps them in the locked po^on. 

Certain file cabinets instead have gravity-type vertical 
engaging bolts. These can be released most effectively by 
inverting the entire structure. 

Although most file cabinets have the lock in the same 
position, ttttre are various ways of arranging the locking 
bar and locks in a group of desk drawers. This makes it 
important to choose the best way when it comes to opening 
a drawee If all other metiiods fail, it is always p oss ible to 
pick the lock itself. The best option, of course, is to find an 
identical obinet artd practice cm U before the actual opera¬ 
tion takes place. 

Desks with locking drawers controlled from the cen¬ 
ter drawer can be opened in another way. Many of these 
are omstructed so that there is a space between the back 
panel of the desk and the back of the desk drawers. The 
locking bar is usually designed to engage the desk by 
either upward or downward pressure- Whether it is 
upward or downward will depend on the style of bolt 
used in the design. The spring-loaded bolt will be 
pushed automatically into the locked position by the 
motion made when the locking drawer is closed. To 
open tfK side drawers, frie operative must push the bolt 
up by hand from under the desk, reaching up between 
fileiMck panel and ttie back of the desk drawers. When 
the bolt is raised, the hook catches will be released and 
the «de drawers can be opened. The center drawer will 
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have its own lock, of course, which might have to be 
picked open. 

Other types of desks might require the use of a litfle 
force coupled with pulling outward on the center diawer. 
TMs wiD push the bolting mechanism downward just 
enough to open the various drawers. 

The center drawer 1 ock can be opened in the following 
way- First insert a screwdriver or another prying tool 
between the drawer and the underside of the desk. It mi^ 
be necessary to protect the underside of the desk from 
saatdung vrith some cardboard or thick tape. Then pry the 
drawer away from the desk lop. Now use anotha; simUar 
tool to pull the drawer outward to open it. Be careful, 
thou gh, as this process might damage tti drawer. 

A final way ot opening the lock, which is not really rec¬ 
ommended as will leave dear traces of the attempt,is to 
drill a small hole in the drawer above the lock. Insertastiff 
piece of wire, such as a paper clip, into the hole to pu^ 
down the plug retainer ring- This will pull the phtg free of 
the lock, which will cause the bolt to drop down into the 
oper\p<»ition. The resulting hole can be partially tdddenby 
inserting a wooden plug of the right material, but it will 
ahvays be revealed by a careful investigatimi. 

A sliding cabinet door is often 
locked by a plunger lock (fig. 52). 
I J - Su ch a lo^ is moimted on the out- 
^ door. The bolt is a pr^ection 
from the rear of the plug unit that 
I engages a hole in the other sliding 

doorof the cabinet Neither door can 

each othet’n.ephigwiU be returned 
to the c^>enpofiiticcRwben the correct 

key is inserted into the Lock artd turned. Ihe actual lode will 

be either a disc tumbler lock (in old buildings) or, more 
commonly, a pin tumbler lock. The easiest way to open 
these locks is to spread the two doors fax enough apart to 
disengage the bolt. Altsmativdy, the lock cart be pidaed in 
the ofinary way. 
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ViHicLE Doors, Windows, and Trunks 

Ihere are numerous ways of entering the average car. 
The door tvindows, the front and rear ventilation windows, 
the doors, and the trunk are all possible entrances. 
Sometimes the locks will be easy to pick, while at other 
times it will be easier to use some other method of entry. In 
this chapter we wiO look at some of these other methcKls. 
The methods used for picking the locks are described in 
Chapter 2. 

The most vulr«rable parts of the car are usually the win¬ 
dows. One reason for this is that most vrindows allow the 
door release push-button lever to be reached easily. This is 
espedalh' true for the conteiiq>orary car models that have a 
single pane of glass. You can most easily reach and lift the 
pushbutton with the help of a bent coat hanger. The coat 
hanger should be strai^tened out and then b^t in a loop 
ora triangle on the end {%. 53). 



Bjvrr 53. CoM hangat bent m ioop and trtangie. 

First of all, as the vrindow will usually be rolled up tight, 
force a paint saaper or a similar object l^tween toe edge of 
toe window and the weather stripping (fig. 54). This will cre¬ 
ate an op&dng large enough to allow the coat hanger to be 
inserted in theresultiftg crevice. The loop or Irlar^e can then 
be used to catd\ tttepu^>button lever and pull it up. This will 
open the doev. 

Anotoer possibility is to use a gun cleaning set instead of a 
coat hanger. As the gun cleardng set comes in sections, it is 
to make a rod kmg enough to reach across the inside of 
the car. In this case, always work on the window or door 
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Figurt 54. P*wrt scraper forced behveen the edge of tfw wmdw oxd 
weather stripping. 


oppoMteof *he side where you insert rod. 

Fust of an, make a loop with sooie nyloftline and fixit to 
the end of the rod on the slotted cleaning attachment 
included in the gun set (fig- 55). Then insert the riband 
catch the lever or the door handle in»de the car with the 

loop Pull on e>e line and liftup the rod to raise die lever or 

^ the handle caught 

the loop to the open 

pontiMt 

If the car has a 
rear ventilation or 
wing w-indow, this 
can also be used to 
gain entrance. These 
windows come in 
two types—those 



Figure 55. A loop cf nylon laiefaed to the 
slotted ckening gtteckment. 


wltit a locking button 
on the swivel and 
those without. If 


there is no locking button, it is easy to force Ae swivel lode 
up and into the unlocked position. Simply insert a paint 
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scraper or a similar object between the window and the 
frame. Then bend the tool slightly in order to make an open¬ 
ing tvide enough to allow a thin piece of wire through, take 
care to loop this wire around the swivd level and then pull it 
upward. This is acromplished most easily if the wire i s slight¬ 
ly bent cm the end so dut it does not slip off the lever. 

The jmbkm, however, is that most cars nowadays have 
locldng push buttons in addition to the svrtvel levers. There 
are specia i tools available to take care o ( them. Tw o to ols 
are required, and they are inserted on different sides of the 
lock. Depress the button by pulling the first tool toward 
you, while twisting the second one slightly to push the 

lever into the 
unlocked posi¬ 
tion (fig. 56). 

The front ven¬ 
tilation window 
is another popu¬ 
lar way of gain¬ 
ing entry to the 
vehicle. The rea¬ 
son is that it 
allows access to 
both the door 
handle and the 
window roller 
handle. Here, too, 
spedal tools are 
avaUable that are 
very simple to 
use. Only pry the 
wrir>d 0 W sightly open, insert the tool, and turn the handle 
(fig. 57). Which typie of tool is chosen generally depends on 
the amount of working space available, as their function is 
the same. 

The trunk of the or is a completely d if fe rent matter. As 
the same key is often used both for the door locks, the igni¬ 
tion, the trunk, and even the glove compartment if it is 
locked, it is often helpful to deal with all of these locks at 
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S6. Ro9 to apply toots for opening rear 
vaitSatioH imdoses wrtb lockii^ buttons. 










fiffiTt 57. TooUfor openutg Vte front oenttiatioT vnndow. 

the same time. Ficking is the most common method of 
opCTiing these locks, but it is often time-amsumir^ If you 
choose to drill the lock open, remember that many manu¬ 
facturers have protected their locks by installing various 
steel plates or pins in front of the catch in order to make 

drilling more difficult If drilling is required, it is often casi- 
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et to break the tnmk open or to drill beside the catch lock 
and then manipulate the catch with a bent piece of wire. In 
cither case, the intrusion wiD naturally leave very clear 
marks on t!« cat 

A few trun k or tail ga te cylinder 1 ocks, a s weD as many 
gkwecompartmGit locks, can be cpened in a much easier way. 
Examine the lock to see if this method is possible. A simple 
lock that is possible to open in this way is designed to be 
secured with a retainer accessible from toe front of the lock. 
This lock can be by inserting a special L-shaped tool, in 

effect a 5- to 6-mi Oi m eter hook i n the end of a pi ece of stiff 
wire, through toe keyway (fig. 56). The retainer can then be 
pulled down and worked free. Then the en tire plu g ca n be 
pulled out of toe lodt and removed. To d o this, force toe retain¬ 
er (usually installed wito its open ends towa rd the passenger 
door) toward the center of the car to disengage it. When the 
ph^ has been extracted, the catch mechanism can be pushed 
bati and reteased with the help of any pointed tool. 



5 

F^m 58. Rtmoong tht c^Uitdfr from tfu oirtside with ike L-shaped 
tool. 

There are, in fact, two different locks that can be opened 
vrith such an L-ahaped wire. TT^ lock in which toe plug can 
be removed has already been described. The other lock is of 
an evenaimpkrconstructicwx By inserting the vrire into the 
keyway, you can engage the catch mechanism itself and 
open it by merely pushing it downward, 
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CHAPTER 5 


Methods of 
Forced Entry 

D uring a kneed entry, ^ a^ual lock U usually 
not the target of the Intruder The other com- 
ponenb of the lock set and the door (le., the 
striking plate, the hinges, the door frame, 
and the panels in the door) are generally 
much weaker. Even the wall next to the door might be 
weaker and thus more vulnerable than the door itself. The 
same might apply for the roof or ceiling, or even the floor. 

In most buildings built in a warm climate, the vralls 
Lack insulating materials. The wall very often consists 
only of an empty shell, extremely easy to break through 
wi^ heavy-duty tools. Floors and ceilings are notori¬ 
ously weak in most countries, whether the climate is 
warm or cold. 

All of these facts help to iadlitate a forced entry. The 
lev el of force employed in the opera tion can vary consid- 
erably, depending on the circumstances. Sometimes, a 
low degree of force turns out to beenougK In a few cases, 
however, the door or the wall area around the main door 
are smashed through by ramming the building with a car 
or a heavy truck. A tractor might be used for the same 
purpose. These are very efficient and quick, if somewhat 
noisy, approaches to forced erttry. Less violence might be 
sufficient but in every forced entry operation, it is impor¬ 
tant to choose the most expeditious mediod. 
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The door is often theweaklink intheprotectwnof the 
building. The simple fact that the door has to be opened 
frequently ensures that it cannot be made completely 
safe. It is important to determine which is the weakest 
part of the door. If the door is massive, then *e lock will 
^ the weakest part, but intact it is much more ownmon 
that the door itself is of a weaker construction than flie 
lock installed in it 

If a lock is installed in the wrong way, however, or snn- 
ply in^alled carelessly, it may be easier to break ihrou^ 
the lockup mechanism. Watdi for m^r gaps between the 
door and its frame. If one of these gaps is large enough, it 
might be possible to simply insert some suitable object os 
prj'ing tool through it and wrench the door open. 

A cylinder lock is incorrectly installed if the cylinder 
protrudes more than Z millimeters- If this is so, then the 
lock can be forced open by either pulling out *e cylinder 
with heavy-duty tongs or drilling through the now 
exposed weaker side of flie cylinder in order to destroy the 
locking mechanism 

A lock can almost always be drilled opert In a very few 
cases, the lock can then be replaced without the owner 
notidng, at least if it is a cylinder lock. If only dw cylinder 
plug is drilled, the cylinder itself can be saved. Only the 

inner core reeds then to be replaced. However, it is not pofr- 

sibic to reconstruct the key afterward. The core has lobe a 
new one, although the external appearance will be the 
same- When a cylinder lock is driikd open, the lower sets 
of pins just below the shear line are destroyed, which 

allows the plug to be turned, as the upper pins can be kept 

above the shear line with a wire inserted into the lock. 
There are also various other wa>^ of drilling open a lodt, 
but these will all destroy parts of the lock set that are 
exposed and cleariy visiWe. The intrusion is therefore obvi¬ 
ous and extremely con^icuous. If force of this kind has to 
be used, then it is better to plana regular forced ertlry and 
simply wreck the entire door 
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The area oroumi the lock ^ also a good choice for break¬ 
ing open. If, for instance, two mortise locks are installed in 
the same doot, toe locks should be at least 40 centimeters 
apart or the door structure ■will be weakened significanHy: 
Even though the locks might be strong, the door is then 
easy tobreak. 

to other cases, the screws attaching the lock to the door 
m^ht be visible, and the}' might even be possible to remote 
from the outside. This is another major construction error 
that maiss if easy to force the door epen. 

Some doors have been reinforced with steel plates fitted 
on the most exposed parts. If these plates are thick enough 
and the frame is not agnifjcantly weaker, they vs'ill cause 
problems during a forced entry. A carborundum wheel 
m^ht be necessary to cut through the steel. 

Doors with rebated w'ooden panels and most other 
types of parcelled doors are very weak and can easily be 
broken with a hefty kick or a hadksaw blade. Aim for the 
panel next to the lock so that you can reach in with your 
harfcd and unlock the door. Be aware, however, that some of 
these doors have been reinforced by steel sheeting on the 
inside catoer than the outside. If this is the case, the door 
m^t have to be treated as a steel door, despite its inviting 
exterior ap^rearance. 

Some front doors do, in fact, have very flimsy lower 
(Kmels. They are not only easy to break in thiough, but they 
can also be used to push larger objects out of the building. 
This is a tedmique often employed by burglars. However, 
when you are attacking one of these doors, make certain 
that the i^nels have not been reinforced on the inside by 
strong!^ and thicker wood panels. Such reinforcements can 
sometimes be detected by the appearance of a number of 
screws. Wood reinforcea:>ents, unlike steel reinforcements, 
are possible to break torou^ with ordinary tools, but the 
job will take time and create noise. 

Patio doors and sliding doors, especially those with 
either woodoi os aluminum frames, are usually very easy 
to break through by simply lifting the doors out of the fit- 
tir^. A patio doot lock is a security device designed to bolt 
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the sliding door to its frame. It is never very 
Some patio doors are even made of plastic today. 

Glazed doors are extremely vulnerable. It is not neces¬ 
sary to break a big hole, however. A small hole, ajfficientto 
allow the operative to reach in and open the lock, is quite 
sufficient. A small area of glass is broken mere ea^—ar^ 

safely_than larger ones. A French door, for instance, is 

likely to open outward, ar>d the latch can be readied and 

opened easily by breaidng one of the small panes of ^ass m 

the door- Such a small pane can be broken quktiy wlhout 
the risk of the neighbors heating it 

Most doors with a mail slot are very vulnerable to an 
attack through this opening, amply put a crowbar 
the mail slot and break open tl« part of the door below the 
mail slot- This job takes only a few seconds. The lah* can 
sometimes also be reached through the mail slot itself- 
^>edal eqxiipincnt can be made for fliis purpose. 

Xo door is stronger than its frame. A softwood frame is 
easily broken. Exposedhinge pins can also be worked upon 
to open the door. If a wedge was not fitted between the 
frame and the wall opposite the lock when the house was 
coi^strucled. th«i die frame will be weakened agnificanfiy. 
In diis case, the frame can often be simply spread away from 
the door, thus allcwing the door to be opened without both¬ 
ering with the lock medianism. This is even true of most 
steel frames, at least those not thicker than 2 mimmeters- 

Most outward-opening ^- 

doors can be opened by 

knocking out the hinge / .<fl7rC> 

pins and then prying / ^^1 1 ' 

the door openonlhe / r^iiS ^ H i f" \ i 

hinge side. Alter- ij 

natively, if the pins j IrJfel I ' 

cannot be knocked ' IQJjtf I . 

out, the hinges can [ I I 

be sawed off. There- \ ol , W j 

fore, a strong door \ il f r j I 
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may also be protected by a hinge bolt (fig. 59) fitted m the 
hinge edge of the door close to the hinge positions. These 
are studs set into the hinge edge of the door which engage 
into corresponding sockets, or recesses, in frte frame when¬ 
ever the door is closed. The door cannot then be forced 
open or lifted simply by sawing off the exposed hinges. 
Sadi a door ran only be forced by removing either the lock 
or the frame area around the hinges and the hinge bolts. 
Hinge bolts are always installed in pairs, one usually below 
(he top hinge and the other above the bottom hinge. 
Mortise rack bolts are sometimes used for a similar pur¬ 
pose, as for external doors. Such bolts are fitted at the top 
a nd bottom of a doo r and ran be loc ked from the insid e 
with a universal splined key (fig. 60). The lockable bolt is 
the type most commonly used today. Once again, these 
bolts can only be locked from the inside. The mortise bolt is 
a deadbolt, so it cannot be released without a key. 

ft is w'orth mentioning that in older houses some doors 

and FreT>ch windows are 

[ __ usually secured with an 

espagnolette bolt that 
extends the full length of 
— the d oor an d consists of 
^ two vertical sliding 

bolts, one covering the 
Nw top half of the door or 

I ^ j window and the other 

I co\'ering the bottom half. 

0 Both are operated by a 

I ^ u central handle, which is 

LsJl CU often lockable. This 

works according to 
I roughly the same system 

and is used to keep the 
Fiffin64.MorHurtdiMthektdfr^m door in place even if the 
^ hinges are destroyed. 

Bane] bolts are used 


in many buildings for a similar purpose. These bolts are 


screwed onto the surface of die door and usually shoot into 
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a staple on ^ door 
frame, "niey are usu¬ 
ally not fitted with 
locks. If they aie 
used with a staple, 
the staple is the 
weak point, and it 
can often be foiced. 
If the bolt instead is 
mounted so that it 
^oots into fhe head 
or sil] of the frame, it 
is much stronger 
(fig. 61). Scanetimes 
two barrel bolts are 
used, one for the 
head and one for the 
sill. Door chains and 
door limiters (fig. 
62 ) are devices that 
pose similar prob¬ 
lems for the intrud- 
er.trutonlyifsome- 
body is at h(xne and 
Bgirre it. Barrel boir. has put the chain OT 

limiter in position. 

The limiter is similar to the door chain, but it uses a slidir^- 

rod device instead of a chain- Both these devices are sup¬ 
posed to keep door safely and effectively dosed, even if 

it has to be slightly oper«d, ’such as whenrecdving a small 
parcel 01 a letter. The chain will allow the door to open to 
about 5 centimeters, but no mora. 

Certain door chains do in &ct have a key^rpeiated lock¬ 
able staple on the door frame, which allows the occupant to 
use the chain even when leaving the hotise. On return, he 
can open the doco* sufficiently to unlock ttie chain from the 
staple. These door chains can cause a problem for an 
intruder, unless ^ staple is weak. 

As a matter of fact, many door chains are very weak. 
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Fipoe 62. Door Uimter. 


There have been 
cases when door 
chains have been 
broken as a re¬ 
sult of someone 
merely opening 
the door without 
first removing 
thechain, 

Somelimcs 
the door will not 
be locked proper¬ 
ly because of a 
faulty door dteck. 
A door check, or 
door closer, con¬ 
sists of a heavy 


spring and arm 

coi^ded to an air or oil cylinder that automatically doses the 
docx. The door (he<k also OHitrols the which thedoor 

doses. If the door check is not working properly, there is a 
good charge that ^ doi^ remains unkxked. 

It is also important to plan the break-in properly. In 
some buildings, for instance, the front door might be very 
difficult to break through, but a ga rage will be attache d to 
the side of the house. Inside the garage there wiD then be 
only a ligihtly protected internal door linking the garage 
wid\ the luxne. This door might well turn out to be a much 
target ^\ar\ the front door. 


Windows 


Windows always present a special problem. There are 
numerous types of udndow locks for casemerrt windows, 
sash windows, and most odwr types. These locks can gen¬ 
erally be picked from the inside, as they are extremely sim¬ 
ple and sometimes even all use the same uiuversal splined 
key. From the outside, however, the only means of entry is 
to break the window or lock open. Fortunately, the very 
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construction of a window makes it relatively weak and 
easy to break A forced entry through the wmdow is almost 
always easy- If the window is only dosed and not locked, 
the easiest way to gain entry is to simply smash a small 
pane to allow one's hand through to release the caU±L The 
window can then be opened. 

Window locks will unfortur^tely prevent the window 
from being opened in this way. Even if the window is 
gnashed, the frame will remain closed. Climbing dirough 
this frame will necessitate noisily breaking a large amount 
of glass; this is quite dangerous, since the operative is likdy 
to cut himself- Naturally, both these problems should be 

avoided if at all pos^Je. 

In many houses in whidi the windows are locked, the 
owner will keep the key to the lock of one w'indow dose to 
the window incase there is a sudden fire- If this key can be 
recovered or reached, then the window is effectively 
unlocked. This should be remembered ifa window ertfry is 


being considered. 

Louver windows are 
notoriously easy to force, 
especially from a flat 
roof, such as on a garage, 
that offers easy access to 
the window. The louver 
window can simply be 
levered out of its frame, 


unless it is glued very 
firmly w ith ep oxy resin, 
In this way, whole strips 
of glass can be removed 
from the metal clips. 
Modem louver vrindovrs 
might have locking 
devices installed (fig. 63). 
Sometimes the louver 
blades are also made of 
laminated safety glass. 
Still, a louver window 



Figure 6S. lock. 


will be a good pc^ at which to attempt a forced entry. 

Metal window frames in older houses are generally 
made from steel or galvanized steel and, consequently, are 
quite difficult to breakthrough. Modem aliunirrum-framed 
window^ however, are made of such a thin, soft aluminum 
alloy that the frames can be distorted easily writh a lever of 
some kind- The self-tapping (self-threading) screws used in 
these constructions tend to pull out easily, and the locks, if 
any, are often of a very poor quality. This is especially true 
of horlzonlal sliding wirKiows, wtiich work by sliding on 
an aluminum track It is often relatively easy to lift such a 
window out of its track, using the same technique 
deserfljed above for Hfting a sliding door. 

The important thing to consider when It comes to enter¬ 
ing Ihrou^ a window is the type of glass used in the win¬ 
dow. There are several different types of glass available. 
'The lowest quality is sheet glass, a cheap glass with imper¬ 
fections. ft is also often referred to as horticultural glass, as 
it is used for glazing greenhouses. It is gen era lly not used 
for domestic glazing. A sheet is 3 millimeters in thickness 
and will break easily. 

'The standard m^ri al for domestic glazi ng is float glass, 
which is flat and free from imperfections. It generally 
comes in thicknesses ranging from 3 to 10 millimeters. 
Glass that is 4 rrullimeters thick is very common, but the 
fiuckness is always related to the size o f the ^vindo w; a la rg- 
er window requires thicker glass. 

Wired glass is a rolled glass in which a wire mesh is 
embedded during manufacture. It is 6 millimeters thick 
and can come both with square or diamond-pattern mesh. 
1 £ the wired glass is hit by something, the wire wUl hold 
Ore glass together. Its resistance to impact is high, so it is 
often used where fire-resistance is important, as well as on 
glazed roofs on which snow and ice are likely to fall. 
Wired glass is generally not used for security glazing, 
however, as the mesh can be broken through once the 
g^ass has been sma^red. 

Laminated glass is true safety glass. It cracks but does 
not break imder impact. This glass is formed by two sheets 
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of float glass with a thin sheet of crystaJ-deac pkstk sand> 
wkhed between them. It Is very strong. Al^u)ughthe glass 
will crach under heavy impact^ the plastic will hold it 
together very fUmly. This is the most cmunon type of secu¬ 
rity glass. 

Tempered glass, also knosvn as toughened glass or 
armor-plate glass, is heat-toughened safety glass riiat b 
both impact- and flre-resistairt. When it does break, it shat¬ 
ters into numerous but harmless pieces with no sharp 
edges. Tempered glass is four to rive times stronger than 
ordinary glass of the same thklmess. 

Many other types of glass, such as patterned glass, solar 
control glass, etc., are also in common use but are not 
encoimtered very often during a break-in. They fulfill no 
spedai security purpose. Of these various types of glass, 
only wired, laminated, or tempered glass wUl resist a 
sledge hammer, and the wired glass can still be broken 
through with the help of other tools. Most types of glass 
can be broken eventually, but doing so is sometimes too 
time<onsuining and noisy to be tnily effluent. 

The intruder breaking into a window must also look out 
for Venetian blinds. These create two different prc^lems. 
First of alb H is often very difricult to see through them to 
determine whether a room is occupied or not. Secondly, 
breaking through them makes a terrible noise. For these 
reasons, windows with Venetian blinds should be avoided. 

Security Baks 


Another problem for the intruder will be the existence of 
security bars. Sudi bars,used as reinkecement next loan edit¬ 
ing do^ or as a decorative grille for a window, are very diffi¬ 
cult to remove, except through bmte force or the noi^ use of a 
carborvmdum wheel. Grilles, e^edaiiy large sliding grilles 
(fig. 64), are commonly used in many countries for protecting 
lai^ areas of or doorways. Oths ^mesareafthedetadi- 

able type, locked in place with only fixed locks or padlocks. If 
this is the case, the locks are flw weak Imks in the construction. 

Some older buildings rely on solid woodert shutters 
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instead of sleel grilles. Wooden shutters of the louvered 
type are especially easy to break through, so they present 
no sjredal prc^lem. 


Safe Cracxjnc 


There are many different types of safes. Some of them 
are built to be resistarU fo burglars, while others ace resis¬ 
tant to fire. Some are designed (o resist both. Most safes can 
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figure 6s. Floor safe. 


be cracked without too much trouble, although the contem¬ 
porary models are more difficult than the older ernes. The 
main problem with cracldng a safe is that it creates a la^ 
amount of noise. Furttiermore, most safes are too heavy to 
move firotn their location, so the work must ta3;e place on 
the premises. If the safe is small and U^t enough and not 
fixed to the wall or to the floor, then by all means remove it 
and open it at leisure. 

The most reliable safe in a house is the floor safe, as 
this of safe is out of sight and can be permanent^ set 

in a reinforced concrete floor (fig. 65). A floor safe is 
recessed into the floor s o that the small but strong 1 id is 
jus t bel 0 w or at the floor level, a n d it is made of thick 
steel. E>ifferent sizes are available, depending on the 
depth available under the floor, but the opening will 
almost always be relatively smaU. 

A safe of this kind is generally positioned in a comer 
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near the wail, so that it can be covered with the carpet or 
linoleum and still reached with a minimum of inconve¬ 
nience. A corner location will also give the intruder less 
room to woHc even if he happens to discover the safe. 

A floor safe will not be found in a room where the floor 
is likely to get wet, such as in a bathroom or a laundry 
room. Even though it is usually hidden under the carpet, 
other hiding places should not be disregarded, such as a 
false floor in the base of a cupboard, for instance. Such a 
cupboard can be located easily, even in a room with a 
tiled floor. 

A floor safe can also be found fitted in a suspended 



Fig t r e66. Floor iw u woo^ floor. 


wood floor (fig. 66). Such safes are in effect secure boxes, 
often wUh combir^tion locks, which fit between adjacent 
joists and are bolted or screwed to them. The screws or 
bolts are fastened from the inside of the safe. The floor¬ 
boards will be removable in order to allow access to the 
safe. TTw safe itself generally is covered with a sheet of ply¬ 
wood or hardboard to bring the surface level with the sur¬ 
rounding floodxiards. 

In an apartment complex, the equivalent of the floor safe 
is the wall safe (fig. 67), which Is also easily ccmcealed. A wall 
safe is a small security box that is set into the wall, replacing 
one or more existing bricks. The size of the wall safe is mea- 
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sured ty the 
number of bricks 
it replaces. Wail 
safes are Ihere- 
fere commonly 
^ three 

jf \,^ bricks high and 

9 yy brick deep< 

fe? - althcjugh douWe- 

[| I "'' depth models are 

J alMsn’ailaWe. 

^1?:^ ^ WaUsafesare 

1 scanctimes very 

cleverly hidden, 
although it is 
amazing how of* 

Figure $7. Woii s^. ^^ill ac¬ 

tually be positioned behind a painting or antAherpicture. 
Therefore, th is is the first place to kw k for a wall safe. Tf the 

wall <afi» is not in 



such a place, the 
owner has been 
clever, and it 
could be any¬ 
where. There is 
even a commer- 
dal wall safe the 
size ofa cash box 
that is disguised 
to look like an 
electrical power 
$od!£t(fig.6S). 

A wall safe is 
easier to breach 
than a floor safe, 
as the latter is 


more difficult to 

Figure 6S. Small eaft disguised as lever OolofpOSi* 
etectricei pouter soekst. tion. It is also 
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quite easy to knock out a masonry wall, especially in an 
older house where the mortar is cruinbly- The bricks 
around the safe can be chopped out with a bolster chisel. 
The wall safe is then remov^ and brought to a safe place to 
be opened. 

Certain buildings might have a strong room instead ofa 
safe. These are sometimes difficult to break operu but the 
principles are the same as with ordinary safes. A strong 
room is generally less secure than a bank vault, which is 
veiy difficult to forts open, 

The methods suitable for cracking ordinary safes should 
be help fu I for breaking into a b ank va u it, too. Another 
interesting point about a bank vault is that it often has a 

hWden emei^ency entrance in the fonn of a hatch-This is to 

ensuie access even if the main door has become impossible 
to open beouse of a failed burglary or a mechanical prob¬ 
lem. IKs hateh wiD of oxjrse also be heavily protected, but 
as it is smaller and usually hid den behi nd a steel plate, it is 
not as protected as the main door. 

Free-standing safes, especially if not prohibitively 
heavy> are often secured to the floor, and sometimes to the 
wall, too. If the safe is not secured in this way. the best 
option is to simply remove it and crack it open at leisure in 
some safe ^ot. All safes are cracted most easily with the 
help ofa carborundum wheel. The disadvantages of this 
method are that a steady supply of electricity is required 
and it makes a terrible noise. Fortunately, sufficient power 
is in fact available in most bouses, although it is p rudent to 
bring an extra set of fuses in case the regular ones have 
been removed in order to prevent this method from being 
used cm the safe. 

Many types of safes rely upon combination locks. These 
can be m^upulated to the open positiorv but it is difficuU. 
The technique is described in Chapter 2. Combinatitm locks 
can also be opened by drillmg, however, The lock cannot be 
opened coQ:q>letely by sin:q)ly drilling but the drilled holes 
wiD help the intruder manipulate the wheels of the combi- 
nahonlock. 

U this method is resorted to, drill two S-miHimeter holes 


Methods <f Forced Entry 


105 



in thfi bacV of thfi locK Then hm Ibe dial aivd obseive what 

is happening inside flie lock throu^ these holes. The gate 

canbe se«i through the hole with the help of eflashh^ or 

a piece of piano wire can be inserted through the hole as a 
probe- When you have found the gate and aligr«d it wi^ 
hole, you can note the number on the fece of fecomW- 
nation dial- Then determine ^ distance, expressed in divi¬ 
sions on the dial, between the bolt and the gate aligned 
with the hole. Subtract this distance from your readmg. 

This will give you tte combination number for that particu- 

lar wheel- After obtaining the first number of the cmnbina- 
bon, reverse the rotation of the dial and repeat the process 
with the second wheel- The combination of the dtird and 
the fourth wheeb (i f the latter is present) canbe determined 
in the same way- 

There are numerous cruder ways of cracky a safe. 
Explosives, for instance, can be used- Then it is most com¬ 
mon to drill a hole above the dial and insert a finger of a 
glove or a small plastic bag wlh explo^'es. An explo^on 
here vnll destroy the lock mechanism. Howwer, it is by no 
means guaranteed that the door wiD open because of this, 
as it is fairly common for the door to jam during Ihe explo¬ 
sion- This method is therefore not completely reliaUe. 

Another method, almost as old, is to use nitroglycerine. 
First drive a steel ^vedge into the lop seam of the door. This 
allows nitroglycerine to seep around the inner edge of 
the door so that the door will be blown off the safe when 
fre nitroglycerine is detonated. 

None of the methods requiring exploaves are really rec- 
orruneiided, as they are both dangerous and create too 
much alarming noise. A neighbor mi^t be distuibedby 
the sound of a carborundum wheel but tiiis alone will not 
be sufficient to make him or her caU the ^lice. After all 
many repairmen use this tool. An explosion, however, is 
quite a different mattEt 

Another way of cracldng older, inferior types of safes is 
to drill a hole in the comer of the front plate of the door. 
This plate can then be tom away with the help of a long 
c ro wbar in order to exp ose the lock medtanism. The lod: 
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mechanism can then be manipulated open easily. This 
method is completely ineffective against modern safes, 
however, as their doors ace massive. 

In feet, most of the older methods are obsolete, as the 
safe doors are laminated with hard steel and beryllium- 
copper plates. Drilling, for instance, becomes almost 
impossible. One method that still works is generally 
krxwn as a "torch job," in which an oxyacetylene torch is 
used to cut throu^ the safe. This requires bulky equip¬ 
ment and special training. It is not reaDy common nowa¬ 
days, as a carborundum wheel will do the same job in an 
easier and safe r way. 

Most older types of safes relied on fairly thin metal walls, 
padded by an insulating material. However, after several 
years have passed, the insulating material will have com¬ 
pressed, eventually leaving the upper parts of the walls com- 
(Aetely «npty and therefore very easy to break through. 

Another curiosity should be mentioned here. Some 
companies now marlret what they call a bionic safe. This is 
a safe with an integral alarm system, as vrell as a few other 
pr^«ecti(m devices. The sensor is usually an inertia sensor 
that wifi activate a siren and at the same time, through an 
automatic dialer coruiected to the nearest telephone, dial a 
programmed telephone number. If the safe is broken 
despite these precautions, a self-contained explosion will 
destroy all materials inside. (It is designed to cause no 
hann to any people or property in the vicinity, hovrever.) 
IHirthcrmore, if the safe is opened without authorization, a 
sudden burst of high-powered light will be emitted- This is 
to disable the intruder by stunning and blinding him tem- 
potaefly. This type of safe is not yet in widespread use. 

As a final note, it should be remembered that many 
safes are deagned with an outer construction titat imitates 
hi^-quaiity wood paneling. This is both to hide the safe 
and to make it fit inconspicuously into a home or office. 
The best protection has always been to hide the safe well- 
Iherefbre, when searrfung a home or an office, be careful to 
check all possible hiding places, however small, for a safe. 
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CHAPTER 6 


Alarm Systems, 
Sensors, and How 
to Avoid Them 

A ccording to data from the British police, as 
many as 98.6 percent of ail alarm calls are 
false. Similar data can be found in most other 
countries. Clearly, a single-alarm call may rvot 
be such a great threat to an er^try operation. 
However, alarm calls must be avoided at aD coats—espe¬ 
cially multiple calls from the same system, 

Thebasic intrusion alarm system consists of: 

• a control unit generally installed within easy reach of 
the main means of exit and entry, usually the front door. 
This is the brain of the alarm system 

• one or more warning devices, such as sounder boxes 
containing warning bells oi sirens, and/or strobe lights, 
often fixed to the wall on the out^e of the house 
• ove or more detection devices, or sensors 

Other major components include devices for arming 
and disaiming the alarm system, aiitomated dialing equip¬ 
ment, power supply such as batteries, and wbii^ between 
the various compcmeiUs. 

The control unit is housed in a protective box, generally 
made of metal, and is situated in a central location in the 
area to be protected. An indoor closet might be used for 
this purpose. 


m 


Warning dev^es of these types are sometimes referred 
to as alarms or annuEvriators, aUhough the word alarm is 
most often used for audible warning devices. Additional 
devices may be fixed inside the house, mainly as a psycho¬ 
logical disturbance to the intruder, and so-called sil^t 
alarms are also a possibility. In the latter case, a remote 
nali ng system will be used. 

The ^nsor is the device that relays information to the 
control unit. If the control unit is the equivalent of the 
human brain, then the sensors are similar to the senses of 
the human body. A sensor, or detector, is a scanning and 
screening device. Its effective rar>ge is called the detection 
zone- The sensors are of different kinds and are commonly 
divided into three lines of defense. The sensors are cwmect- 
ed to the control unit, which, after receiving a warning 
from a sensor, trar\smits the alarm to the warning device, 
which will sound the alarm. The various types of sensors 
will be detailed in Chapter 7. 

There are three lines of defense, but in fact four different 
kinds of alarm protection; 

• external alarms 

• perimeter alanns 

• trap alarms 

• de libera tely operated alarms 

External alarms aim to detect an intruder as early as possi¬ 
ble before he actually reaches the main buildir^ It relies on 
sensors located in the grounds or on the boundary wall or 
fence. As these sensors are often susc^tible tofelse alarms, 
they will generally be monitwed by a private securify staff 
and are therefore only to be expected in extremdy riA neigh¬ 
borhoods or corpora te or government instaHatiocs. 

Photoelectric cells are frequently used for this purpose. 
They can be positioned to protect the entire perimeter 
Other common sensors are the microwave fence and the 
field effect detectors. Special barrier or fervre detectors arc 
also used in certain high-risk installatic^s. Another device 
used for external alarms is the ge<^hc«e. 
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Perimeter alarms are deigned to protect the shell of the 
building (Le., the walls, doors, and wirvdows). The perime¬ 
ter sensors will ifetect the mtruder as soon as he breaks into 
the building. Perimeter alanns are very co mm on and are 
often ised in cor^nction w~iti) trap alarms. 

There are numerous tjpes of perimeter alarm sensors. 
Magnetic reed contacts, photoelectric ceUs, glass breakage 
detectors, video detectors, vibration detectors, mertia sen¬ 
sors, infrasound sensors, field effect sensors, plunger 
switdifis, ar*d pressure mats are commonly used sensors in 
the perimeter alarm. VS^dow foil or prefabricated window* 
foil and wre contacts are also used in some older systems- 

Trap alarms are detection devices installed at strategic 
locations witWn the house to detect an intruder after he has 
already entered foe building. They are also commonly used 
to prefect individual Items of great value or importance. 

Detectors used as trap alarms commonly iiKlude pas¬ 
sive infrared detectors, microwave movement detectors, 
ultrasonic movement detectors, photoelectric cells, mag¬ 
netic reed switches, pressure mats, light detectors, and 
video detectors. Other sensors, such as field effect sensors, 
sound detectors, and heat detectors (not to be confused 
with the infrared detectors) also fall withm this category. 
Icmization detectors, when they come into general use, 
also bekmg to this group. 

Ijrap alatzm also include special alarms used for guard- 
ir^ specific objects, such as valuable paintings, computers, 
and so on. These alarms can be of many types, but it is com¬ 
mon to run normally dosed circuits (this will be explained 
below) incorporated into the main cable to the electronic 
device, or affix them somehow to the object of concern. 
When the wiring is cut or pulled from the wall socket, 
whefoer or not the povrer is cm, the alarm will sound. 

Hnally, deliberately operated alarms are also known as 
panic buttons. They are found In banks, for instance, but 
also in many private homes. Such buttons can frequendy be 
found in the bedroom and just inside the front door. 
Deliberately operated alarm systems will be described in 
Chapters. 
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Basically, there are two main types of alarm system 
installations. Most systems consist of separate parts, but 
nowadays an increasing number of systems are self-con¬ 
tained. A self-ccmtained alarm system contains the control 
imit, the sertsoc; and the warning device in the same, easily 
installed unit. Connections on the back of the unh allow the 
attachment of separate sensors and external warning 
devices- The self<ontained systems have advanla^ and 
disadvantages. This is also true of the separate<ompanents 
systems, however so it is prudent to plan well ahead when 
installing an alarm system. 

The separate-components systems are highly adaptable 
and expandable and can therefore be used in any size or type 
of building. Additional components can also be installed at a 
later time. The self-contained systems are more easily 
installed, however- Generally, they are of the tabletop variety 
and need only be positioned in a room and plugged in to be 
ready to use- Self-contained s)’Stems ate also easy to move, 
both from different rooms in the same building and from one 
building to another. For these reasons, self-contained sys¬ 
tems ace more commonly used by people who rent their 
homes or offices, while homeowners and large companies 
generally use separate-components systems. 

However, there is another, more significant difference 
between these two types of systems. The sensors used with 
most separate-components systems are usually designed as 
perimeter defense (Le., to detect intruders and sound the 
alarm before they marage to enter the premises). CKder sys¬ 
tems thus require an externally mourtted key switch, whkh 
serves as a remote arming and disarmir^ device. The seif- 
conlairwd alarm systems, on the other hand, are generally 
designed to detect an intruder after he has already entered 
the buil ding. Instead of an extemaDy mounted switd>, ll» 
system incorporates a time delay, which allows a certain 
time, often fifteen to thirty seconds, to enter the building 
and turn off the alarm- The alarm will be sounded wily if 
the system is not turned off in time. It must be remembered, 
however, that self-contair^ alarm systems can also be con- 
nected to perimeter alarm components- If this option is 
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used, the self-contained alarm furKtions as a hybrid control 
unit, relying on both its own sensor and one or more exter¬ 
nal ernes. 

bi fact, many self-contained alarm systems can also be 
used in conjunction with separate-components alarm sys¬ 
tems wlhoiit Imking them into the same circuits. The self- 
contained systems are then used in those areas where It is 
difficult Of imp ossible to place sensors linked by wire to the 
control unit in the main svstem. 

Otherwise, sdf-a»tairid systems are used most common¬ 
ly in apartmente, especially fliose in which the owner prohibits 
ff>e from mstelling p^manent alarm systems. 

Self-contained alarm systems include: 

• passive infrared motiem detector units 

■ ultrasonic motion detector system s 

• mioowave motion detector systems 

• self-contained window' or door alarms 

• infiasound detectors 

Sdf-contained fire alarms are very common in many dif¬ 
ferent types of buildings. All other t)'pes of sensors can 
generally be found cmly in separate-comp OT^rrts alarm sys¬ 
tems. 

Most lar^ alarm systems consisting of more than one 
sensor are dea^^ed to be split up into zones, whereby dif¬ 
ferent ar^s of d\e building are controll ed by di fferenl cir¬ 
cuits. The main advantage of this is that the occupants of 
the Iniiidir^ can choose to activate ail, some, or none of the 
di^erent parts of the system at any given fime. Fo r instance, 
a bedroom can be excluded so that the occupant can move 
around there wHhout setting the alarm already activated in 
the hall near the front d DOT. 

Eachdrcult is made up of a series of contacts, aU located 
wi^in ff)e same zone. The alarm vdll be triggered when any 
of these contacts is broken. It is common for several different 
types of sosers tobe installed on eadi of these dreuils. 

However, all types of sensors, when they are designed 
to be connected to a control urut, operate as simple switdt- 
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es. Ttvi sensor switch will be either noimaDy open or nor¬ 
mally closed (fig. 69). A nonnaUy closed (NC) swhdt is a 
switch, magnetic oi mechardcal, in which contacts are 
closed (electrically conducth'e) when no external forces act 
upon the switch. A normally open (NO) switch, on the 

other hand, is one in which the contacts are open ot sepa¬ 
rated (electrically nonconductive) when no external forces 
act upon it- The control uiul will sense when the status of 
one of its sensors is chan^ng and dien sound the alarm- 
Therefore, a dosed-drcuit system is one in which ihe 
switches and sensors are connected in series. The alarm is 
sounded when an activated switch or sensor brea^ ^ 

circuit or the connecting wire is cut Ar\ operKiicuil sys¬ 
tem, on the other hand, is <me in which the switdies are 
connected in parallel. The alarm is sounded when an acti¬ 
vated switch closes the circuit permitting current to flow 
through it Open-cLrcuxt systems are not as secure as 
dosed-drcuit systems. 
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The alarm system must also contain some means for 
arming and disarming the system. Arming is the means by 
which an alarm system is switched on. It may be either 
manual, passive, or remote control Disarming (Lc., switch- 
ofl the system) is generally done in the same way. 

Some self-contained systems are armed and disarmed 
by a J»y switch, white a smaller number are armed and dis¬ 
armed through a code entered from a keyboard. 

A passively armed system tyiU arm and disarm itself 
when, for instance, the correct key is used for locking and 
unlockir^ the front door. This will be further described 
later in this diapter. 

Many alarm systems, however, feature a delayed 
exit/entnu«» circuit that permits the user to leave and 
enter the premises without setting off the alarm. The time 
lapse is fixed, generally between twenty seconds and two 
minutes, and can usually be adjusted by the user 

Another common op- 
tior\, especially in simpler 
alarm systems, is to arm 
and disarm the system 
with the help of a key 
switch (fig. 70). This seems 
to be especially true of 
alarm systems in ordinary 
American houses. The 
switch is mounted outside 
the house, and the alarm 
system will then not have 
a built-in delay. The lock 
used in such a system is 
difficult, but not impossi¬ 
ble, to pick. It is ger^raliy a 
tubular cylinder lock. 
Furthermore, the interior 
of the lock panel has a tam¬ 
per switch to prevent 
somebody from defeating tttt alarm. If the switch is dam¬ 
aged, the alarm will sound. 
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The tamper swftchtennirials can also beus^ asapank 
button. A panic button is any switch connected to an 
instantaneously triggered loop. Faroe buttons can generally 
be used whether the alarm is armed or not. 

The tamper switch inside the cxmtrol parxcl cover is not 
the alarm system's only protecticffi against sabot^. A self- 
actuating warning device has an internal battery inside the 
sounder box. This will take over as power for the siren if an 
intruder cuts the wire. Tamper prcrtection similar to that 
mentioned above will often be employed within the 
sounder box as ^veH. 

Other common feahues used to prevent a skilled intrud¬ 
er from disarming the alarm include contacts which are rwt 
easily visible on the surface of door or wir>dow frames, hid¬ 
den compements of the alarm system, and the use of four- 
core cable in the wiring. This c^le will allow both closed- 
circuit devices, suchas magnetic contacts, and operHarcutt 
devices, such as pressure mats, to be connected within the 
same cable. With the former, the alarm will sound if the 
cable is cut but rxrt if tl^ cable is bridged. Wfri open-dreuil 
devices, cutting the connecting wires will not trigger the 
alarm, but bridging the circuit will. One pair of wires is 
used to form the dosed dreuit, while the other pair is used 
fortbe c^endrcuit.Thealarm viTilibesetoffby oneorlhe 
other of the alarms if the cable is interfered wrdu 

Even if one of these two types of sensors is not cwmect- 
ed, many systems allow the oti>eT circuit to run into the sen¬ 
sor and then back to the control unit. This will protect *e 
sys tem in exactly the same way. It will be effectively impos¬ 
sible to sabotage the sensor. 

Four-core cable, for die same reason, is also often used 
together with mwe advanced warrung devices. U the warn¬ 
ing device has an integral battery backup, it will then oper¬ 
ate even if tampered vdth or if the wires connecting it to the 
control unit are cut. 

Another option is known as line supervisiorL This is 
electronic protection of an alarm line accomplished by 
sending a continuous or coded signal through a dreuiL A 
change in the circuit characteristics, such as a change in 


116 


EspedimtB&E 


impedar^ due to the dicuit having been tampered with, 
will be detected arwl initiate an alann if the change exceeds 
a certain feveL A rwrmally dosed loop is, in effect, a super¬ 
vised hne. 

CoNTaoL Units 

The control unit is the brain of the alarm system and hal- 
fills several purposes. It is used to turn the alarm on and 
off, and it d^ks the circuits for faults. The control unit 
mttutors the corwlition of all sensors and sounds the alarm 
by transmitting a agnal to the warning dev'ices whenever it 
detects a problem. The warning device will also be activat¬ 
ed hy the control unit if a sensor signals the unit. Of course, 
the control unit will only fulfill these duties when it is 
turned on. 

The control unit, and in its extension the entire alarm 
system, functions in the following way. The control unit is 
connected lo the alann switches, which are connected in a 
loop circuit The cor\trol unit indudes circuits for checking 
the d)ange of status in these switches, thus detecting ivhen 
a switch opens or closes (depending on the type). This 
change will activate the alarm circuit. When the control 
unit has been activated by a switch, the alarm system is 
said to be tr^>ed. This activates and sounds the alann. 

Loops of alarm switches are connected to the input ter¬ 
minals of the control unit. There are generally separate ter¬ 
minals for connecting a number of switches, or loops, to the 
control unit. Eadr terminal will identify a different loop of 
swtiches in (he system. Remember that there will be a sepa¬ 
rate loop for every easily defined area in the building pro¬ 
tected by the systoi. One loop mi^ protect the front door, 
for m^ance, while another protecte all windows, and so on. 
fri tins case, the front door loop will probably have a built- 
in delay, as this U the enttance to the house, and the oivner 
must have s<Mne time to disarm tl^ alann system. The other 
loops of the peiimeter defense will trigger instantaneously, 
as these areas are only used for entering and exiting the 
house by an intruder. 

Akm Systerm, Sensors, and fe Avoid Thm 117 



There might also be what generally Icnown as a day 
loop. This will also trigger instaniaiieously, but it wiD usually 
only activate a small buzzer instead of the main warning 
devices. The day loop is sometimes used by families with 
young children and wanis if the children leave tfirough the 
front or back door or open the gate leading to a swimming 
pool. This is not really a part of the intruder alarm systenv 
although it uses the same circuits to a certain extent 

The alarm system is said to be armed, or set whertever 
the control unit is in operaticm. Otherwise the alann sys¬ 
tem is disarmed. Although control units with more com¬ 
plex drcuitry also exist, this is the bask ccftfiguration of a 
control unit Oflier features do not much affect basic 
functioning of the alarm system. For instence, a system 
might turn off the warning device when the alarm has 
sounded for a certain period of time, often five minuteS/ 
and then reset the system. Other control units will as^gn 
priorities when sign ate are received from more than one 

loop in die sensor system. The lo<^ used £ot fire or smoke 

detectors will generally override all other loops, for 
instance. Incidentally, this can be turned to the advantage 
of the intruder if the protected area is large enough. If a 
fire is started in onep^of the con^fex during a bteaMn, 
the alarm might be effectively hindered from soimdingin 
other parts of the building- 

As this description demonstrates, a con^fex ^lem 
will inchxde several sensoi loops. So toe really critical con¬ 
nection is not between the control unit and rive sensor 
loops, but between the control unit and the warning 
devices. If that line is cut, no warning will be sounded. 
The intruder should therefore attempt to break tois con¬ 
nection rather than futilely trying to avoid the sensors, 
which is often almost impossible to do if the alarm systent 
is designed properly. 

The typical control unit will have both instant and 
delayed loops. An instant loop will sound the alarm imme¬ 
diately when a switch is tripped, while a delayed loop will 
wait for a certain period. The entire system %vill usually 
have a delay function, at least in modem systems. This 
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allows sufficient time to arm tt^ system on the way out and 
disarm it on the way in, and it obliterates the need for an 
external switdi. 

Most control units allow the different loops to be turned 
on or off separately. This is useful for guarding the entrance 
at night, even if the owner is sleepirvg in his bedroom, and 
for allowing toe toe alarm to function at all times. 

The number of sensors connected to one loop is not lim¬ 
ited, even though there is only one set of terminals per 
loop. The switches are meiely wired in series or in parallel 
(fig. 71). Normally closed switches are wired in series. 
When the switeh opens, signifying that a window or a door 
is open, this breaks the KC actuating circuit in the control 
unit and toe alann sounds. 



Figfm 7L Mfirmg gmitekes m $friei (icp)aiui parallel (kottom)^ 

Kormally open switches, on the other hand, are wired in 
paralld. When any of tiw switches closes, signifying that an 
intruder has been detected, this completes the NO actuat¬ 
ing ciiuiU in toe ccmtroliinit and the alarm sounds A nor¬ 
mally closed switch can be bypassed by bridging the cir¬ 
cuit. A normally open switch can be bypassed by cuttirig 
toe circuit 

A loop of NC swltcto^ is gervetally more efficient, as it is 
beir^ monitored contimiously by the control unit. Any 
inlerruption of the NC loop will cause the control unit to 
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sound the alarm. Tlusisu»Mifthewirii^«ttneaingtl^ 

switches is broken by an intruder, for instance. The NO 
loop can be cut easily, and then the control unit will not 
notice the difference. Remember though* frat a loop o/NC 
witches is often run together with the NOVoc^ in order to 
serve as a sabotage alarm. 

In addition to this sabotage alarm* most profes^cmal eon- 
hrol units include a plunger switch, known as a tamper 
switch. This will detect ^^«n the docc of the control unit has 
been opened. As the tamper switch is on an instant lot^, the 
alarm will so\ind as soon as an intru der bi es to disaWe the 
system by damaging or turning off tfie control unit. 

Often the control unit has an additional tamper switdi 
installed in the back. This switch will sound the alarm if the 
corlrol unit is removed from the wall. These two types of 
plainer switches are of the NC type. 

As the control unit is often located in a cupboard, this 
door might also be fitted with an additional sensor that 
helps to guaid the control unit, sounding the alarm when 
the door to the cupboard is opened. 

The control unit canmost often be found in an acces^xle 
but not easily seen place, such as a closet at the living room 
or hall, a bedroom closet, or in the kitchen pantry. It will 
most often be located in an accessible place, however, as it 
m ust be reache d frequently to be a rmed or disarmed. An 
accessible location is not required if an exterior switch is 
used, of course. Instead of an exterior switch, an interior 
switch can be used, but this switch will [post often be locat¬ 
ed in one of these accessible places, too, or else near the 
main entrance. 

The control unit must always be installed in an insu¬ 
lated place, so there is generally no need to look in the 
attic, in a garage, or in the basement. A ccmtiol unit must 
always be kept at room temperature. It is often firmly 
attached to the wall and cannot be removed easily with¬ 
out damaging both the wall and the ccmtrol unit and also 
triggering the alarm. Sometimes the actual contit^ urut is 
completely hidden, while the status of the system is 
shown on a separate control panel instead. This panel, 
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even if tampered with, cannot control the system. It will 
only InftMtn of the current status. 

Modem alarm systems are often connected to the mor¬ 
tise lock in the fiont door- The system will be disarmed 
whenev*er tie door lock is opened by the key. Picking the 
lockvrill produce the same result. CM interesting way to 
disable certain control units is to remove the jumper wires 
between the unused NC connection tetminak. This will, in 
effect, open the switch, and as the control unit senses an 
open circuit, it will produce an alarm. Such a minor tam¬ 
pering win leave the impression that the alarm system is 
faulty, and this might well cause it to be turned off until a 
maintenance man arrives. Of course, he will notice the real 
problem. This method requires that the operative disabling 
the system first gain entry to the control unit and then 
know bow to distingui^ between the various switches. 

Warniw; Devices 

Most alarms encountered will be local alarms (i.e., 
alarms that* when activated, will either make a loud noise 
at or near tire protected area, flood the site with light, or 
both). There are also so-called remote alarms that transmit 
the alarm signal to a remote paging unit or monitoring 
staticoL These could be silent and not give any obvious 
local indication than an alarm has been transmitted. 
Soowtimes a combination of local and remote alarins will 
be^voun^ed. 

Warning devices come in three basic shapes and in 
numerous types. All of them are suitable for installation in 
an aiaim ^stem, and any number or combination of warn¬ 
ing devkes on be used together. Most common are low* 
voltage sirens or bells, but regular Klaxons are also used 
fairly frequently. 

TTte sirens are designed to emit a distinctive warbling 
high/low lone that can be heard over a long distance. In 
some alarm systems, a siren is used to indicate a burglary, 
while another siren or a mechanical bell, emitting a steady 
tone, is used to indicate a fire. An ordinary bell is, nowa- 
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days, seldom used as an intruder warning device, bestead 

of a bell, a truzzer can be used, but ihis, too, is a dated warn¬ 
ing device, now generally used only mdoors or in factories. 

Today, the electric siren is absolutely the most com¬ 
mon warning device used. A number of different types 
are used, but the piezoelectric siren is characterized by 
the lowest power requirements and is therefore often rec¬ 
ommended. The warning device must usually be con¬ 
nected to a battery in case of power failure, so a low level 
of power is advantageous- 

The siren in an intruder alarm system will invariably be 
of the rise-fall type, as is used inmost European countries 
as a police siren- The design of the siren will not always be 
the same, however- Scane of them are designed for outdoor 
use, while others are designed for indoor use only. The dif¬ 
ference is not only in the level of protection against the 
weather that its cover will afford the interior circuits,but 
also in the ryMse these sirens will emit. 

The aim of the outdoor ^n is to be heard for as long a 
distance as possible, while that of the indoor siren is to 
cause discomfort to the intruder by emitting a reaUy ear- 
splitting noise, thus scaring him away For this reason, 
sirens emitting low-freqirency sound are used outdoore, as 
they have the longest range, while hi^-frequency-sound 
sirens are used indoors. Their loud noise will serve as a 
very effective psychological deterrent to an intruder. 
Therefore, if the operative must perform a quick break-in 
without bothering to disarm the alarm system, it is worth¬ 
while to use car protection. 

Yet another warning device, similar to a siren, is fte 
pneumatic warning device. It relies on compressed air and 
therefore does not need much power. The compressed aii;. 
controlled by an electrical air regulator; win prod« a ve^ 
p oweiful sound when re lea sed. Most types of arena will 
produce a sound of at least 100 dedbels or more, and sound 
levels of up to 136 dedbels are not uncommon. 

Another type of warning device is the so-called silent 
alarm. Th^ is an automatic telephone dialer that wifl place 
an emergency call to the owner, the local auflioritics, or 
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someone else, and then play a taped message indicating the 
problem, whether it is a fire or a break-^. Telephor^e auto¬ 
matic dialers and other remote signaling systems will be 
detail^ in the next section of this ^pter- 

Some alarm systems, especially those ^vithout a remote 
switch, will also use a small prealarm buzzer or piezo 
soundei, which will sound during the entry delay time to 
remind the owner to disarm his alarm system before the 
real alarm is sounded. 

Finally, there are strobe lights- This type of warning 
device is especially useful in a crowded neighborhood, 
where it m^t be difficult to pinpoint the origin of a siren. 
The strobe 1 i ght, if insta Ued. is often the weak link in a n 
alarm system. Such a light will be connected in parallel 
with the siren or bell used as a warning device, as it is gen¬ 
erally only an auxiliary system designed to scare away the 
intruder and help pinpoint the source of the warning 
soutkI from the siren. As this connects the strobe light elec¬ 
trically to die same contacts on the control unit as the siren, 
the entire alarm will be rendered liseless if an intruder first 
inconspicuously ^ort-ciruiits the strobe light. This can be 
done with water if the strobe light is not sufficiently weath¬ 
erproof or equipped with a tamper switch. 

CH course, tttt vrire can also be cut. For this reason, the 
wiringwill usually be hidden or at least out of reach. 
Despite this, it is remarkable that so many alarm systems 
can be disabled by simply cutting the wires to the siren or 
to anodier wami;^ device. 

The warning devia, whether a siren or a strobe light, will 
often be mounted near die eaves or the roof line of the build¬ 
ing, at a position at least 2.7 meters high. It migh t ind ude a 
ta mper switch and will generally be wired throu^ the attic. 
Needless to say a faverite tactic of professlcmal burglars is to 
first of ail break into the unprotected attic to locate and cut 
the wirmg to the siren and then break into the house. 
Sometiines the warning deiice is instead mounted cn a lum¬ 
ber or a metal pole, sudi as a television antenna. It Is not 
uncommon to mount it directly on the existing mast of the 
lidevision antenna. This is especially true of strobe lights. 
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Manv, but not ail, waJitif^ devices will come with a lam- 
per switch, allowing the alarm to souiid even if the siren is 
tampered with. Of course, tfiisis wwtHessifnootbenvam- 
ing de\'ice is present. Always look out foe an extra hidden 
warning device befwe you disable fte main one. 

Inmost countries, the sounder box vritl turn off auto¬ 
matically within a preset lime, usually no longer than 
twenty minutes, so as not to disturb the neighbors. The sys¬ 
tem will then reset itself automatically. This mighf *w>l 
always be the case with the alarm system in a government 
installaticm, however. Even if the rtoise is turned off, there is 
often an affixed strobe light that will keep flashing until 
some one Tnarrually resets the alarm. 

Remote Signaling Sy?tims and AuroMAnc Duifits 

Nowadays, many alarm systems are linked to a tele¬ 
phone. By using a s^>arate, exditectory telephone line used 
c^dy for outgoing calls, they are designed to raise the aiann 
in a remote location in case of intrusion. These devices, 
known alternatively as automated dialing equipment 
(ADE), automatic dialers, autodialers, or telephcw dialers, 
are available in three sli^ly different varieties. 

The reason for using an exdirectory line is that die alann 
cannot then be neutralized by calling the automatic dialer. 
Placing such a call will effectively block dw outgmng call 
In some countries, d\e telephone system allows all incom¬ 
ing calls to be routed toadifferentnumber, thus ireang die 
autconatic dialer's line. 

The simplest type of automatic dialer is programmed to 
dial the local police and then play a standard prerecorded 
message stating that there is an intruder in the house. Of 
course, the message vrill also include relevant details, such 
as the owner's name, the address, aiul die telephone num¬ 
ber- This system, although reliable in theory, is frequendy 
useless, as many police forces no longer have the manpow¬ 
er to monitor the lines. Another drawback is that the auto¬ 
matic dialer will not work if flie intrude cuts or temjxMari- 
]y disconnects the telephone lines- Furthermore, ^ auto- 
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malic dialer will generally only dial its call once. If nobody 
answers, then it is bad hai for die owner of the system. 

Another version of this system works in the same way, 
but instead of calling the police it will alert a neighbor or a 
relative who will then call the police- This system is even 
worse, as the friend mighl not be at home, and, even if he is 
home, die call will take still longer to reach the police- Here, 
again, a cut line will effectively prevent the system from 
sounding the alarm. 

For these reasons, the digital communicator is more 
popular. This is a more sophisticated system that is able to 
diala oenfral mcmitOTir^ station, usually the security com¬ 
pary' SCCTdral control station or the main security station in 
a corporate complex. Here, personnel wDl be on constant 
duty to ebserve anrtunciators reporting on the condition of 
the alarm system. The alarm call will consist of a series of 
coded si^ials that comes up as text on a computer screen 
whidt is monitored twenty-four hours a day by the staff. 
Upon observing these signals <x\ the screen, a staff member 
will aieri the police immediately and often dispatch a cor¬ 
porate security team to the location as well 

The d^tal communicator will continue to call until the 
message gets through- This is deteimined by the receiving 
statkmgiving a correct code, which means that the message 
has been uittfeistood. fri this case, the digital communicator 
might be programmed to call several numbers until it 
receives a confirmation from one of them. Some systems 
are designed instead to confirm by calling back within a 
specified time. Generally, this type of system is also 
designed to master any faults on the telephone line, thus 
announcing the danger of a cut line. This system, too, relies 
enuring an exdrrectory line. 

Locations guarded by such systems are generally easy 
to recognize, as the company that installed them will 
advertise their presence with posted signs. Systems of this 
kind are almost always rented as parts of professionally 
installed alann systems and are subject to regular mainte¬ 
nance in^iectionsby the security company. 

An even men advanced system, marketed in Britain and 
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in <»rtam other ccnintries, also responds to a fire alarm. It will 

hirlhermwe indicate exactly which zone or loop the aiam 

has been triggered in and what type it is. Any faults on attier 
die line ocin the alann svstern win also be reported 

The most exclusive alarm systems use direct private 
lines rather than the ordinary tdephone lines, hi this case, 
the alarm signal will be transmitted on a continuously 
monitored private line to the security company's central 
monitoring station. Any fault or mterference with the i™ 
will h e nolle e d. Such a syste m is in use only in high-ri^ 
installations or on the premises of the extremely wealthy 

If an ex-directory or a private hne has not been used, the 
automatic dialer must always be connected as the primary 
telephone in the house- This means that all incoming calls 
mustpass through the automatic dialer and then proceed 
to the regular telephone. If this is not the case, the sjretem. 
even If it is hidden, can be easily disabled by removing the 
regular telephone’s handset from die hook. 

Some automate diakrs have their own built-in backup 
batteries, which allow them to work for several hours even 
if dw power is cut. The power will ordinarily come either 
from the control unit or fixan a separate AC power adapter. 

The recorded message will either be on a magnetic tape, 
in wWdi case the owner can record his own message, or it 
will be a prerecorded computerized voice. Most automatic 
dialers can be programmed with up to three telephone 
numbers, all of which will be called in order. 

An interesting point about some of these systems, espe¬ 
cially the British ones, is that some police forces in^ that 
the siren, if one is used in cw^unctian with the remote sig¬ 
naling device, have a built-in delay so that it will sound the 
alarm three to five minutes after the message has been 
relayed to the police. This is to give the police a greater 
charx» of the cubing the intruder in the act. 

It should also be noted that even if the automatic dialer is 

connected to a security company, if is by no means certM 
that they will care to respond to a single indication of a trig¬ 
gered alarm. False alarms are now so common dial most 

companies of this type vriB wait unta they first have received 
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an alarm from an external detector, then from a perimeter 
detector, and finally kora an interior detector, indicating diaf 
this is a serious intrusion attempt- Only then will they dis¬ 
patch a patrd or call die pobce. This rriuctance to r^pemd to 
false alarms will give the operative a few valuable minutes in 
which to execute his misskm and get away. 

A radio tra nsmitter can also be used as an aut om ated 
dialir^ system. In this case, it is most common to use a 
tmnsmitter in the frequency-range aroimd 27 MHz, as this 
is most commonly used in personal paging systems. A 
radio system utilized in this way is most common in 
advanced alarm systems in vehicles, boats, and other 
places in which there is no regular telephone cortneclion, 

The suitehility of die antenna is the most important factor, 
as this wiD determine the range of the system. If the antenna 
is removed, or covaed by a meta 1 box, the transmission will 
suffer a severely decreased range or even disappear com- 
ptetdy. Nahirafly, iw> remote alarm will then be sounded. 

Access and Exrr CorcTROL Systems 

Acce^ control is the means by which only authorized 
peisons are allowed to enter a build ing or flat while unau¬ 
thorized persons are kept out. Such a system is commonly 
designed around an exit-entry control system and/or a sys¬ 
tem to arm and disarm the alarm system. For these purpos¬ 
es, there will be an authorized access switch that makes all 
or parts of an alarm system inoperative in order to permit 
authorized access. 

In most doors the mechanical kxkis the only access cix\- 
trol system. There are, however, a large number of other 
possibiljties, mechanical and electrical, soinetimes used 
only as keyless locking devices, but sometimes also used 
together with alarm systems. In the latter case, the system 
win definitely rely on electrical control switches. Most of 
these control sy^ems require the use of combinarion codes. 
See Chapter 2 for more information cm this. 

Eietfrially operated lodes are becoming more and more 
pxipulac espedaDy in industrial installations and offices. So 
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how?rer^ eJecbicaily actuated release catdies are mote 
common than pure electronic locks. These units cm 

low voltagey often 24 V. For this reason, they ne^ trans* 
formers. Locks that are normally locked will be unlocked 
when the system is energized. On the other hand, those 
that are normally unlocked will lock when the unit is ener¬ 
gized. The first optio n is of course most common^ encoun¬ 
tered by an operative desiring to enter 

It is sometimes possible to enter by connecting a high 
power source to the lock, thus overloading the circuit. 
However, there is also another factor that must be taken 
into account. Seme locks of this ti.'pe are so called fail-safe. 
This meai^ that they will auhwiatically unlod: if the power 
fails, sudt as might happen in an emecgency such as a fire. 
This is to provide a safe escape route, of couise^but it can 
serve equally weD for purposes of gaining entry to the 
premises. In short, tampering with the power supply mi^t 
well open a lock of this type, as long as you ^ow what 
type of locking device you are dealing with. 

Also note that there might be a considerable distance 
between the actual lock and the remote control unit Most 
commonly, the control unit is next to the door, and it is 
always built around a control switch. There are many types 
of control switches. Among them are digital access ctwrtrol 
systems, electronic or mechanical card ^cess control sys¬ 
tems. lock switches, remote control switches, delayed 
alarms, and ordinary key switches. The various systems 
may rely on number code combinations, coded cards, or 
plastic keys instead of metal keys. This isc(»anon in hotds 
and in many hospitals, for instance. As these systems are 
quite often electronic, they are also frequently conreefed to 
a registration unit, able to record when a certain code or 
key is used and where, if the system Includes more than 
one lock. 


The digital access control system is perhaps the most 
common of these systems. Ik usually consists of two parts: 
an access control keyboard and a pro^am unit Sudiasys- 
tern can possibly use ten thousand different code combt^- 
tioris. Every legitimate user m ight have an iruirvidual code. 
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or everyone might use the same one. The code might be 
used for opening the lock or for disarming or arming the 
alarm system. 

Less commonly, a dial of the type used in combination 
locks can also be used in this device. Both types are very pop> 
ular widi Urge companies, as rt m^ht be necessary to ch^ge 
the code from time to time, such as when staff is replaced. 

There are digital systems that only close the circuit 
momentarily, thus turning off the alarm system and/or 
opening the door for up to ten seconds or so. Others remain 
closed until the code is reentered. Some systems allow the 
use of differerd codes for different individuals. Most of 
these switches will ordy disarm one loop, consisting of the 
sensors that guard the nearest way to the control unit, so 
that the owner can proceed there immediately to disarm 
the entire system. 

Usually the code will consist of either four or six digits. 
Occasion^y the four-digit code will serve as a code lock, 
whDe the six digits will arm or disarm the alarm system. 
Swnetimes the lock w'ilJ not unlock until the aJacm system 
has been disarm ed. It is a Iso common for the code 1 ock to 
temporarily block another attempt if the code entered is the 
WTOTtg <me. This is to disco\irage attempts to enter by using 
random eliminations. Some systems go even further, trig¬ 
gering an alaim when a preset number of incorrect combi- 
nations has been entered. 

Most systems of this type will also have a preset timer 
that is activated when the first digit of the code combina* 
tion is entered. If the remainder of the code is not entered 
before the time expires, the entry is canceled. 

Yet another interesting feature of some of these systems 
is what is known as a duress abrm. This is connected to an 
alarm system and a warning device, such as a siren. A 
silatt alarm is also a real possibility here. The duress alarm 
is activated by d^ressing the co rr ect combination code but 
replacing the last digit with a predetermined other digit, 
known as the duress digit This will or will not open the 
lodiy depending on the programming, but it will definitely 
trigger the alarm. This is to warn against entry made under 
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duress, for instance, by an employee who is held al gun¬ 
point by an intruder. TechnicaUy, this system is a momen¬ 
tary switch with NO switdi contacts. 

Another imit, very often used incorgunctionwith this 
device, is the card reader. A card-based access control sys¬ 
tem is easy to use and iberefoie popular in large cwpota- 
tior« and government mstalUtions. The card reader is situ¬ 
ated next to the door, requiring frie person wishing to enter 
to both insert his coded access card in the reader and punch 
his personal code on the keyboard. 

The plastic cards for these locks are of two different 
types. Il^y can either rely on a magnetic code, in die same 
way as a credit card, or can have various optkaliy read 
numbers or figures. In eidier case, the card must be entered 
into a slot or passed through a card reader situated at the 
door. There are also systems in which the card reader is 
invisible, hid den in the wall next to the door; and dte card ^ 
simply displayed roughly 30 centimeters from the reader in 
the wall. 

Wba tev e r type is u sed, the card w ill have a code that 
allows entry through only <me or several doors, depending 
on the design and programming. All cards can have the 
same code, or individual codes might be used instead. The 
system is extremely flexible- A plastic key with a code in it 
can also be used. This works exactly like the card keys but 
is designed to be carried like an ordir^aiy key oo a k^ rir^ 

In certain of these locks, however, di system is not efec- 
tnmiebut mechanical, even though the key is stiH r^Iaced 
by a plastic card. When a plastic card with holes in it is 
used, the lock is definitely mechanical. The holes in the 
card will fit exactly to a number of balls within the lock. The 
lock can be Individually coded, and the code can be 
changed easily. The card mi^ have a code allowing access 
through several doors or only one. Note that this is not a 
real code, but only a niear\$ of ensuring that the card fits 

into its slot in order to open the door. Omsequently, it ia the 

same as the cuts on a regular key. 

A door protected by a code lock or card lock will often 
have an alarm sensor as well, which will sound the alarm if 
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the door remains open too long. Sometimes this will only 
be a buzzer to indicate that the door must be closed, but 
occa^cauJiy a real warning device vrill be used. 

Hectronic locks may also take advantage of time coding. 
This is a system that is programmed to allow or deny access, 
depending cm the time of the day or nigh t. Every legitimate 
us^ might be allowed to enter during ordinary office hours, 
but only key personnd will be permitted to enter after office 
hours. When a system of this complexity is used, an automat¬ 
ic regislralion unit will almost certainly exist. A system of 
this type can be made very flexible indeed. 

If a card is lost, the code (if one is being used) vrtll be 
changed as soon as the owner becomes aware of the loss. 
The person who lost the card will simply be bsued a new 
card and a new code. Oxanging the code is a qirick p rocess. 
The number of possible combmadons is very high 

It is difficult to bypass access control systems of this 
type. The keyboards and card readers might be vulnerable 
to weather but this will not allow access; it will only pte- 
verrt it further There are, however, a few ways of cheating 
such a system. 

If the same code has been used for a very long time, it is 
sometimes possible to see which numbers are being used, 
as wear and tear together with dirt will show vs'hich keys 
are used most commonly. The combination is then not 
obvious, of course, but the number of possible combina¬ 
tions will decrease significantly. This has often helped the 
enteipriang (^«ratiye to gain entrance. 

Another ccmm(X^ way of learning the code, at least in 
those locations where rto card is required, is to simply 
observe somebody entering from a distance. However, 
many keyboards have been fitted with protective covers to 

Electric digital code switches can sometintes be shorted 
by connecting a high-power cable to them instead of the 
ordinary low-power cable nonnally used. This might open 
the Lock, but only if it is of the correct type, the one that will 
unlock when energized. 

In private homes, the access control is usually simpler. 
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One common access control system is the lock switch. TWs 
device fuMlU two purposes. The first is to disann the aiann 
system, while the second is to unlock the door. The system 
is usually installed in the mortise lock in the front door (see 
the section of this chapter on lock switches built into stan¬ 
dard, mechanical mortise locks). This is ccxnmon in private 
homes, where the number of keys is limited. When this sys¬ 
tem is used, the door ar>d its frame will often be protected 
by an inertia sensor, for instance (see the section on vibra¬ 
tion detectors and inertia sensors in Chapter 7). 

Remote control switches are another possibility- They 
come in two major types. The most emnmon is the radio 
transmitter operated switch, but tnhared operated switdi- 
Bs are also used commonly. This system Is often used in 
garage doors. The remote control will open the door and 
disarm the alarm system at the same time. Remote control 
switches, especially of the radio frequency (RF) type, are 
also commor\ in perimeter alarm systems around outlying 
sheds and stores. The alarm is then built around the sensors 
mounted on the surrounding fence, but the remote conttol 
device can arm and disarm the control unit, located inside 
the shed or store. The range will then be around 7D meters, 
which is usually enough. 

The radio transmitter will transmit a digitally coded 
signal. This signal, when recognized by the receiver 
switch, will arm or disarm the alarm w^ern, or parts of it; 
if so desired. 

Delayed alarm systems are also common. The alarm will 
simply be delayed so that the operator has enough time to 
reach the control unit and turn off the system before the 
alarm is sounded- The delayed alarm was described in 
more detail in the first section of this chapter. 

It should be pointed out that some corporate alarm sys¬ 
tems are r>ot armed and disarmed manually at all. Instead 
they rely on a timer switch that will turn the alarm system 
on and off before and after office hours. Note that the time 
will not necessarily be the same every day of the week. 

A key switch, finally, is exactly the same as a standard 
lode, but it is connected to the alann system. It is usualfy in 
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a small box, protected against sab otage by a tamper switch, 
and located outside the building. As the switch can some¬ 
times be tampered with by exposing tlw wires going to the 
key switch, it is often at least set into hard material and is 
usually also proteded by an inertia sensor. 

Electric locks were described previously, but another 
problon rrrigf^be efectromagnetic locks. Th^ are used in 
hospilals,banks, prisons, airports, and numerous other 
higjvndc installatirms. The interesting thing about the elec¬ 
tromagnetic lock is that H can exert a very strong holding 
force. In fact, the lode consists of two components, the lock 
itself and its armature (Bg. 72). The lock is mounted to the 
door frame, while the armature is mounted to the door. 
Both mountings are designed to be sturdy and resistant to 
physical abuse. The lock and the armature will make con- 



^gitnTZSbctTtmMgmtkladc. 

Akm Sifstarte, Sertsars, and Horn io A^d Them 13$ 






tad when the door is dosed. Locking or adivatu^ Ov kxik 
will cause the two units to be magnetkally attracted to each 
other and hold together. The wiring wiU be factcffy-made 
and includes tamper-resistant circuits. The easiest way to 
disable the electromagnetic lock is to deprive it oi energy. 
However^ this is not always so easy. 

Lock S>\ttcues Built ioto Standard Mechanical 
M oFmsE Locks 


A lock switch can also be built into a standard mechani¬ 
cal mortise lock (fig. 73). The lock switch fulfills two pur¬ 
poses. The first is to disarm the alarm system, while the 
second is to unlock the door. The standard key to the lock 
is used, and while the key will unlock the lo^ ttw switch 

wiU disarm the alarm 
system. The system is 
usuaUy installed in the 
mortise lock in the front 
door, although other 
secure locks, such as 
tubular locks, might 
also be used for this 
purpose. 

This device is coni' 
mon in private homes, 
where the number of 
keys is limited. When 
th^ system is used, the 
door and its frame will 
often be protected by an 
inertia sensor. It is pos¬ 
sible to pick this lock. 
An even greater danger 
is the key to the lock, as 
this will not only aUow 

figate 73. Lack smtch 
tH mortist focL 
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entry to the building but disarm the entire alarm system 
as well 

The lock switch is a standard contact switch, which is 
mourned inside the lock next to the latch bolt. The switch 
will react when the latch bolt is moved to the locked or 
uniodced p(»itioTL Such a switch is, in itself, relatively easy 
to mardpulato, so other means of protecting the switch are 
usually installed. 



Fignte 74. The funper caiU fermine} and if^ position on (Jrr door 
fme. 


One efficient protective system is to use a mortise lock 
along with an inertia sensor built into one of the jumper 
cable ierminab mounted on the door frame (fig. 74). This 
sensor will protect both the lock and the door. There is also 
an LED in the fece of the lock. This LED will not only indi- 
rah» the aJaim is armed by flashing, it will also work as 
a saboi^e protection, as its circuit will trigger the alarm if 
it or lock is damaged- Furthennore, if the power is not 
suffident, the LED will stop flashing and instead remain on 
continuoi^y. This also happer^s if the alann has been hig¬ 
gled. The ^'Siem will reset automatically every time the 
door is locked. 

The smtdi circuit is a NO system, open when the lock is 
locked and dosed when the lockis unlocked. The wire is 
usually of the four-corvdudor type, however, two of them 
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bemg the NO circuit artd the other two the NC sabotage 
defense. The is run either throu^ a diagcstal hole m 

the door or on top of the door. An alarm of this type can 
also be used if several doors are to be used as main 
entrances. The locks and their SA'stemswUl dien be omnect- 
ed in parallel. Then the alarm system will be disarmed 
whenever any of the locks are unliked. However the sys¬ 
tem will be armed only when the last unlocked lock is final- 
ly locked. 


Power Sumar and Batthues 

Most alarm systems are powered through dte cmtrol unit. 
Generally, the power supply is housed in a separate trans¬ 
former box plugged directly into a wall outlet The trans- 
fOTner converts the AC current to 12 vc^ts DC, whidi is used 
for the entire alarm system. The transformer is attadted to 
the control unit by an ordinary two<tMiductor wire. 

If the intruder can legitimatdy gain entrance to the build¬ 
ing to be searched, for instance during office hours, it is 
s ometimes pos sibfe to 1 ocate the transformer and simply 
remove it from the wall outlet As most alarm ^sfems will 
have a battery backup power source, the alarm system will 
swi tdi to battery poNver at once, usually widiout alerting the 
inhatxtants of ti« house. This is g^wrally enough tolast for 
several hours, but ii wiD run out soon after the occupants 
have left the buildir^ in the e\'ening or g<me to bed at night 
Such a method is often helped by the foct that most wall out¬ 
lets are in low and inconspicuous locatioRS, such as behind 
furniture. Even though the control box might be dtecked in 
the evening, the trartsformer wiD most oft^ notbechedced. 

Backup batteries are commordy used because burglars 
have Learned to shut off the electrkity in die house they are 
going to enter. The backup batteries are rechargeable and 
are usually installed in the control unit. The rate of dis¬ 
charge depends mainly on w'hether a siren has been acti¬ 
vated or not, as this consumes a large amount of power, but 
the backup protection vnll generally Last lot around three 
hours—or leas if the siren is used. 
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It should be noted, however, that in many European 
countries the backup batteries are more often designed to 
last for at least twenty-four hours or even seventy-two 
hours (a rwrmal weekeivi). If the alarm system has n o back¬ 
up batteries, the systen will always cwne back on armed if 
the AC power has been cut off temporarily. 

Some control units will check ^ status of the batteries 
each time the system is armed or disarmed. This is to 
infoim the Mser of the fact that power is low. 

As a curio^y, it might be menticmed that certain exter¬ 
nal control panels, installed to monitor the current status of 
the alarm system, also monitor the fact that the current 
required to recharge the backup batteries is insufficient. 
This is lo advise the owner that he must check and possibly 
repair this function. Opportunist burglars are thankful for 
this irxfoimation, as 0^ then know that it is safe to break 
into the house as kmg as they cut the power first. 

WiRWG 

Mc6t wiringconnecrir^ the various sensors to the con¬ 
trol unit will be concealed, or at least located very unobtru¬ 
sively. The wiring is frequently run inside the interior 
walls. A small hole will be drilled near the sensor. The 
wi ring will go thro ugh this hoi e Lnt o a large r hole in the 
sole or top plate in the basement or the attic. The wiring 
will be run there, following the attic or basement until it 
once again penetrates into and surfaces through a small 
hole next to the control unft. 

Wiring can also be hidden under carpeting, beneath 
floorboards and masonry trim, or behind furniture. It is 
generally not pla^^ where it might gel damaged bv water, 
excessive moisture, or local pests (rats and other rodents 
tend to bite through electrical wiring). 

It was mentioned above that a loop of NC switches is 
often run together with the NO loop in a four-strand cable 
to serve as a sabotage alarm. This is not the only way of 
protecting the alarm system against sabotage. The most 
maxispiaxous defense is the balanced alarm system, this 
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13 impossible to detect from the outside or even from the 
Inside of the building, as long as the control unit is not 
found and opened. 

A balanced system c<msists ctf a number of sensors, just 
as an ordinary system, but every sensor will be fitted with 
a unique resistor. The control unit will then be adjusted to 
recogruze the total resistance of the system. If one sensor 
is shorted or bypassed, the coritroi unit will detect a 
decrease in the system's total resistance. This will trigger 
the alarm immediately 

It shoiiJd also be remembered that some contemporary 
alarm systems utilize built-in computers to control the sys¬ 
tem. This means, among other things, that any changes in 
the system's status will be recorded, even if the alarm has 
not been sounded, 

More advanced alarm systems will employ computer¬ 
ized communication on two or four wires to furfiwr proi e d 
the system against sabotage. 'The computer will regularly 
query the various detectors about their status. The entire 
net of wiring will be monitored in the same way. As this 
system is almost always connected to a central alarm, the 
entire system, including any detected irregularities as well 
as triggered alarms, can be presented cm a computer moni¬ 
tor. One example of this system is the US. NTmdicator sys¬ 
tem, installed to protect air bases and impccUnt defense 
industries but now commercially available to m^or com¬ 
panies as well. 

In this case, every detector is connected to a tran^wn- 
der, which will report through time-multiplexing every 
change in wiring or any indication givenby the detector. 
These reports will be preser\ted in real time to an alarm 
operator in the security central. The system is therefore 
extremeLy difficult to bypass, and here it is definitely easier 
to try to subvert the human computer cf^erator in the sys¬ 
tem, as he is the weakest link in the chain. 

Wireless Systems 

Wireless alarm systems are also used fairly frequerrtiy. 
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They are more exper»ivc, but they are also easier to install 
than the wired systems. Such an alarm system coreists of a 
central processor unit and one or more detection devices. 
AD these components communicate by using radio weaves. 
The radio frequerxles used are supposedly free of interfer¬ 
ence horn any other radio-conitoUed equipment such as 
the communication radios in pas^g taxis and police cars. 

The entire alarm system is controlled by a small radio 
touch-pad, about the size of a pocket calculator. This 
remote control can be used to activate the alarm from any¬ 
where in the house. It can also be used as a personal attack 
alarm, or panic button, W'herex'er the user is, whether in file 
house or outside in an adjacent garden or garage. 

b the United States, some wireless alarm systems are 
available that not only scnind the alarm but also regulate 
the turning on and off of lights and other electric appli¬ 
ances, sixh as television sets. These devices are supposed 
to scare away intruders by pretending that somebody is in 
the house, even when it is in fact empty. This device is 
eitherbattery-pow'ered, or it takes its power directly from 
the AC power ripply. In the Utter case, the entire system 
will fail if It^ power is cut. If batteries are being used 
instead, the battery-powered transmitters wUl be super¬ 
vised every ninety minutes or so to determine battery and 
functional a>ndition. This will safeguard against loss of 
power, but tmly as long as the control unit itself remains 
powered, of course. 

VAieless alarm systems must not be mixed up with self- 
contained alarm systens. The latter also sometimes rely cm 
radio, but work in a different way. A real wireless alarm 
system is in effect a separate-comp>cments system, but using 
radm wa%’es instead of wiring. 
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CHAPTER 7 


Alarm Sensors 


T here aie m&ny different types of serisors, and 
they aie often categorized broadly as active and 
passive. Active sensors create a field and detect a 
disturbance tn that field, while passive sensors 
detect natural radiation or radiation distur¬ 
bances without themselves emitting the radiatiort on which 
the sensor's operation depends. 

Sensors are also divided into categories based on the 
area or particular point they protect Perimeter protec¬ 
tion prevents access to the outer limits of a protected area 
by means of physicat barriers, sensors on barriers, or 

external sensors not associated with any physical barrier. 
Interior protection is a line of protection along the interior 
boundary of a protected area, usually a building, including 
all points through whudi entry can be made. Area protec¬ 
tion, finally, covers an Inner space or volume of a secured 
area by means of a volumetric sensor, or a sensor vrith a 
detect!on zone that extends over a volume, such as an 
entire roc«n. 

Magnehc Reed Switches and Wire Cowtact Systems 

A magrvetic reed switch is an alarm system detection 
device in whidi a disn^Hi^ of the ma^^c field between 
two points causes a break in the ele^ical current. This 
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br^ak signals (he contcol unit to activate the alarm. 
Magnetic reed switches (fig. 75) are among the most com¬ 
mon ala cm sensors in use today. 

Magnetic reed switches are a type of magnetic switch 
d^at consists of electrical ctmtacts formed by two thirv mag¬ 
netically actuated, reediike metal vanes, held in portion 
(nonnally open or nonnaliy closed) within a sealed glass 
tube. The tube is enclosed in a metal or pbstlc case. The 
device works on d\e principle of magnetic attraction. The 
sealed metal contacts are positioned in such a way that 
when a sufficiently strong magnetic field is present, they 
are either pulled together w pushed apart (tig. 76). When 
the magnetic field is removed, the metal contacts will nahi- 
rally move in opposite directions. 

The reed switch is fi^erefore crxnposed of two separate 
units: the magnetically actuated switch and a largemagn^, 
which is enclosed in a ^mllar plastic housing. 

The contacts within an NO reed switch do not touch 
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Tiptrt 76. NOadNC magneticne4 gwitcMei. 


when the magnetic field is strong enough. Tlie loop will 
be normally op^. But when the magnet is removed, the 
contacts will be pulled together; closing the contacts. Of 
course, the opposite is true of the NC reed switch, in 
which the contacts are dosed when the magnetic field is 
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affecting them. If the magnet is removed, the contacts 
will open. 

The magnetic reed switches are set into the doors and 
windows in each zone, eith er su r face mounted or recessed. 
Recessed switches {fig. 77) are invisible when the door or 
window is dosed, being set into recesses in the frame. For 
this reason, they are not as easily tampered with as the sur¬ 
face-mounted reed switches. The drcuit will bebrohert 
whenever the door is c^>ened, and dus will trigger the alarm. 



Ffgvre 77. RfCessed wiMgueHe reti swHck. 

The switch is usually mounted in a fixed positiorv sudi 
as a window frame or a doorjamb, opposite the magnet, 
while toe magnet is ^tened to the window or door. When 
the window or door is i^tened, the removal of the magnet 
will force the switch contacts to change status. This will 
open or close them, depending on the type of switch. In 
either case, the alarm wiH sound. 

NC reed switches are the most common, as they are 
most secure. Of cou rse, NO reed switches can also be used, 
but, once again, they can be cifcumverrted by simply cut¬ 
ting the wiring. 

Magnetic reed switches will be found as far away as 
possible from the hinges, as toey toen will trigger toe alarm 
even if the door or window is only partially opened. The 
switch wiH generally only be locat^ near tlU lunges If the 
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owner wants to <^n the window at night for ventilation. 
An ordinary reed switch generally triggers when the mag¬ 
net is moved away more than about 2 or 3 centimeters, 
although some switches, so-called wide gap switches, 
allow toe window to be opened 5 centimeters or so. The lat¬ 
ter switehes a re used when the construction of tlw window 
or door does not allow the two pieces to be mounted close¬ 
ly togetoer. They are also used if the owner of the system 
wishes to ke^ a window slightly open for ventilation. 

Reed switches come in different shapes and brands, but 
^y are typkally about 31 / 2 to 4 centimeters long and a 
Uttk more than a centimeter thick and wide. They are, for 
obvious reasons, always mounted in pairs, one of the 
piens (always the one on the moving part of the door or 
window) housing the magnet and the other hcoising the 
stationary switch part mounted on the door jamb or win¬ 
dow sill. When the window or door is closed, the two parts 
will be very close to each other. Look out for the wiring, 
which is sometimes hidden in the wood. The terminal 
screws for toe wiring will generally be visible, however. 

Some al a rm systems also include miniature reed switch¬ 
es. They work in exactly the same way as ordinary reed 
switches but must be aligned properly and placed very 
close to each other, as the magnet is smaller and the mag¬ 
netic field consequently not as strong. 

Sometimes reed switches can found in other loca¬ 
tions, protector for instance, cabinet and cupboard doors, 
tniCTnaJ doora, or even garden gates. 

It sbo uid be mentioned tha t s om e self-contained win¬ 
dow/door alarm systems also rely or^ magnetic reed 
switches. Ihe only di^rerce is that the switch section is 
fully integrated with the control unit Some of these devices 
can even double as door dames when disarmed. 

Magnetic reed switches are generally located in a sepa¬ 
rate loop, as they will only sound the alarm once if the 
intruder leaves the door or window open after entering, tf 
th^ are positioned in a loop together with other sensors, 
this loc^ ran ea^y be nullified by leaving the reed switch 
and iJa magnet well apart from each other. No other sensor 
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Figun 7S. Wire coeiMcts. 

can then sound the alarm after it has 
been sourtded ooce by the reed switch 
Wire contact systems are now very 
old-fashioned, but they can still be found 
occasionally. The wire contact switch 
relies upon a wire or thread that is con¬ 
nected both to the switdi and to another, 
fixed point The switdt will sound the alarm if the thread is 
either put under tension or slaclcened. As the thread is gert' 
eially an electrically conductive wire, the wire will also 
function as a sabotage alarm. Therefore, the alarm will 
sound if the wire is cut or broken. Wire systems of this kind 
are genera ily used to protect windows and walls (fig. 78) or 
serve as external alarm in gardens, for instance. 

Window Foil 



Adhesive window foil, although nowadays clearly 
dated as an alarm sensor, is still in cocnmon use, especially 
in shops. It is not cominonly used in residential akinn sys^ 
terns. V^^mdow foil looks like silvery lead foil and can be 
found around the edges of the window (fig. 79). The foU 
consists of thin mebdlic stripe made 
M. ‘‘ffy/r.-m | of a lead*a)uminum alloy, which aie 

11 / / 1 cemented to the protected surface, 

usually glass in a door or window. 

The metallk: strips are connected to a 
dosed electrical ciccuit. If the protect¬ 
ed material is broken, and the foil as 
well, the circuit opens. 'Hub will iniH' 
ate the alarm. Sometimes foil is sim- 



Fifftn 79. Window foil. 


ply called tape. 

VAndow foil has many disadvantages. The main one b 
that a foil alar m 1$ a one-time alarm only. When the win¬ 
dow has been broken and the alarm has sounded once, 
anybody is free to enter until the vdndow and the circuit 
have beWi repaired. Another disadvantage is ihat the foil 
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deteriorates with age and often becomes too brittle to 
function after a few years. Yet another disadvantages 
that the foil wil I rKrt sound the alarm if the intruder simply 
cuts the window t^>en with a diamond, without breaking 
the foil. Then r^air or Teplacemcnt is necessary. Finally, 
windows protected by foil generally cannot be opened. 
For these reasons, other alarm sensors, such as glass 
breakage detectors, are better investments and are there¬ 
fore used mwe commonly 

If the foil is installed on a window that needs to be 
opened occasionally, it will be connected to a contact strip, 
which is used lo disconnect the wires from the window foD 
block. The spring section is mounted on the window itself, 
while the contact plate b on the window sill. Tl^ metal tabs 
on both sides of the switdi must make good contact 

The connection between the vrindow foil and the control 
unit is, under normal circumstances, active only when the 
window is closed Window foil b used with the NC circuits 
of the system. It must therefore be disconnected if the win¬ 
dow is lo be opened. If so, the switch must be prepared for 
a coiled jumper svire d^at will temporarily bridge the gap 
between dw two parts of the contact strip. 

There have been attempts to make more reliable ver¬ 
sions of window foil Certain manufacturers of insulated 
windows tndude a very narrow and thin metal strip in the 
glass, usually hidden by the rubber strip used for insulat¬ 
ing the window. They reason that the strip will break if the 
witkIow is broken. Iliis alarm system is more safe, as the 
metal sttip b effectively invisible and securely located, pro¬ 
tected by the glass. However, this is also a one-time-only 
alarm ar^ suffers most of die same disadvantages as ordi¬ 
nary wMow foil. 

WiNDOWANE-MoUNmi GLASS BREAKAGE DFTECTORS 

Qass breakage detectms (fig. 80) come in several different 
types, but they all are designed to detect when a window is 
brc^n or otherwise rCTioved from i ts frame. In either ca se, 
the sensor is a ttached to tiie glass on the insid e of the win- 
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Ff^rrdl. Vibration detector. 

dow. The sensor is fastened with 
double-sided adhesive tape/ but it 
can be removed easily ii required. 
There are versions availabtfi both as 
NC and NO switdies. One detector 
per window is generallj sufficient/ 
unless the windows are verj large/ 
such as in major offices or shops. 

So fat/ the three most conunon 
types of glass breakage detectors 
indude the mercury switch type/ the 
wdglued arm type, and the dectron- 
ic or tuning idk" type. 

The mercurj' switch type, obvi¬ 
ously, relies on mercury. At room temperature/ mercury is a 
liquid metal that corxducts electricity. The detector is 
designed to have a small pool of mercury near an NO 
switch. If glass in the wi^ow on which the detector is 
mounted is broken or severely ^laken/ the switdt will be 
tilted or moved and the mercury will come into contact 
with the switch terminals. This will dose the switch and 
trigger the alarm. 

The weighted arm type uses a movable intemai omtact 
that is weighted so it remains in one position. However, 
most vibrations will make the arm move. This will either 
complete or break an internal switch contact depending on 
how it is desigrvd. The contact will trigger the aJaim. 

The electronic glass breakage detector uses an internal 
tuning fork which vibrates when the window is broken or 
jimmied. The vibrating turung fork triggers the alarm. 

Glass breakage detectors of these types, in the same way 
as window foil, can use a cocitact strip ii dte window needs 
to be opened sometimes. AD of them share the sameprob* 
lem, however. They are susc^tible to any vibmtions in the 
window, including those caused by the wind. This mi^t 
produce numerous false alarms, espedaliy if the window is 
not in^alledin Us frame tighUy. For this reason, odner types 


of glass breakage detectors ha v e been i niro duced that work 
by detecting the sound frequencies emitted by breaking 
float glass and/or shattered window frames. 

This type of detector can detect and identify the special 
noise that is heard w'h^ glass is smashed, when a diamond 
is used for cutting glass, or when metal hits glass. For this 
purpose, the detector incorporates a piezoelectric micro¬ 
phone with a resonating frequency within the range emit¬ 
ted when ^ass is broken. Another option is a microphone 
ser^sitive to frequencies above 60 kHz, so that the glass 
breakage detector is not sensitive to ncpise in lower frequen¬ 
cies, such as that which results from heavy traffic. The 
detector is generally fixed to the glass it is protecting, 
although sane canalk) be pat on a<^*acent walls. The latter 
type will be dialled in the next section of this chapter. 

The kind of glass is important, as the majority of these 
glass breakage detectors svDl only react to that of breakmg 
float glass, but not to the so unds of b re akin g 1 aminate d, 
tempered, or wired glass- Some of these detect ors are also 
susceptible to false alarms, being set off by the sound fre¬ 
quencies of rattling keys or bottles, for instiice. 

Vibration Dctectors and Inertia Sinsors 

A vibrati<m detector is one which is placed on waUs or 
window frames to register vibration caused by blows, 
drilling/^ breaking glass (fig. 81). Self-contained unite, to be 

fixed to doors, are also 
available. The sensor will 
signal an alarm whenever it 
registers the kind of vibra¬ 
tions that it is j»ogrammed 
to identify as signifying an 
attack. Vibration detectors, 
or shock sensors, come in 
different types, some of 
them raying on mechanical 
means and «hers working 
F^mre SR Gloss breakage doteetor. on electrtXUC principles. 
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The most common vibiatiort detector is still theper»du- 
lum alarm- This is a mechanical detector that relies on a 
pendulum ssvitcK used to sense vibration or motion. It is 
designed with a set of NO contacts that come irtfo contact 
with each other when the switch is moved or shaken. The 
switch can also be of the NC type, with the pendulum 
breaking the drcuil whenever it is moved or shaken. 

Althou gh the sensithity of these cUder sensors can be man¬ 
ual! Y adjusted by tu rning a screw, they have a tendcTBy to pro¬ 
duce fal se alarms. The reason is that fow-fnequency ncise, such 
as that frem heavy traffic and many other sources, will create 
enough vibratiem to set off the alarm. For this reason, a new 
ty pe of vibrat i on detector, the piezo^ectric sensor, has been 
introduced. In appearance, it is similar to the older types. 

This is a sensor that ts sensitive cmly to high-frequency 
vibrations, such as those emitted by breaking objects. The 
sensor contains piezoelectric crystals, a crystaJlir>e material 
that will develop a voltage when subjected to mechanical 
stress or severe vibration. The voltage will trigger the 
alarm. This sensor is often used on wails, windows, and 
doors. The sensitivity can be adjusted, and the dtosen sen¬ 
sitivity will be remembered by a memory dreuit As semi¬ 
conductors are lised, the piezoelectric sensor has no mov¬ 
ing parts. The piezoelectric sensor is, in tact a kind of glass 
breakage detector but of a type that is not limited to being 
affixed to the window pane. 

Similar devices work according to a different principie. 
Th^ are acoxistical detectors mounted near windows, gen¬ 
erally in the ceflrng. The detector is then aHe to guard a num¬ 
ber ^ wiixlowpanes withii^ its range. This detector is sensi¬ 
tive to the nedse of breaking glass, shattering wood, and oflicr 
types of noi se signifying a break-in. Its range is (^en arourtd 
15 meters. The detector contains an advanced digital filler, 
which will ensure that lower frequency background noise 
win not tr^ger the alarm. The filter wtTI usually set the lower 
limit at5 kHz, but this is often adjustable to betwewt 2 to 10 
kHz. Likewise, nedse thatbuikis up gradually, sudi as from 
cars, aircraft, and vehicle brakes, will not tr^ger Ihe alarm. 
This prevents false alarms to a large degree. 
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The system works or\ the prindpie of audio discrimina¬ 
tion. This is the process of electronically separating normal 
everyday sounds, such as voices, telephones, etc., from 
break-in type noises such as are caused by breaking glass, 
prying mela I, or forcing a door open. 

Highly sophisticated sound detectors can easily respond 
to the sound of a window being smashed. The detector will 
then respond to the brief time lapse between the sound of 
the window being smashed and the tinkle of falling shat¬ 
tered glass. Some of these detectors are so sophisticated 
that they can even distinguish between the sounds of a 
breaking window and a breaking bottle. There might also 
be a iist«ung-m furwtion that allo^vs a central security sta¬ 
tion to listen in on what is hap»pening in the room through 
the use of an automatic d i ale r or some sim i1 a r equ ipment. 
This is made jwssible by the electrel microphone built into 
Ihe sensor. These alarm sensors generally—but not 
always—work with NC switdws. 

The most recent tvpe of vibration detector is the inertia 
serisot. This device looks virtually identical to the other 
types of vibration detectors. It is an intelligent vibration 
detector and. consequently, requires a special control unit 
to analyze the complex sig^tals from the sensor. The prirtci- 
ple of this sensor is a comparatively heavy contact eluent, 
which rests on a contact surface that is mechanically con¬ 
nected to the cover of the detector, Ihe ccmlact elemeru will 
not vibrate with the frequencies that are emitted when 
glass is broken or when metal strikes glass. The rest of the 
sensor will, howevet 

Higher frequencies therefore give rise to a burst of 
shorl-duration breaks, which are analyzed in the control 
unit When toe number of short-duration breaks reach and 
exceed a thrediold value, the alarm will be triggered. This 
will only happen when the vibrations are strong enough tc> 
indicate a real bteak-in attempt. Clearly, detenuining the 
likelihood a realmtrusion is a very complicated process, 
and only a comparatively complex control unit can do so. 
Therefore, these sensors have other control units in addi¬ 
tion to t}« central control unit of the alarm system. 
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Inertia senseis are also otten found in cars, caravans, 
and on containers. One such sensor, uithils special control 
unit, is sufficient to guard the entile perimeter (i.e., the shell 
of the construction). When properly installed, the inertia 
sensor is a very rel i able alarm sereot 

iNfUASOUND Detectors 

This is a fairly new type of detector, sometimes used for 
perimeter alaims in houses and in other relativeiy enclosed 
objects, with a floor space not larger than 400 square 
meters. One detector is suffideiU even in a house with sev¬ 
eral floors, as long as the total area is rw>t too big. It w'orks 
by detecting sound within the frequency range of 1 to 4 Hz. 
This is called infrasound, as it is below the sound level nor¬ 
mally audible to the human eat. Such sound appears 
because of the char^ge in air pressure that tales place when 
a wmdow ora door is bemg opened. Changes in the air 
pressure always tales place when the enclosing material 
changes its nature. 

It is perfectly possible to move around in the building 
when the al arm system is armed, as long as no door or win¬ 
dow is opened. As only one sensor is rwcessary, this alarm 
is very quick and easy to install. 

The disadvantage of this system is that it is a one-tiine 
alarm only. If an intruder leaves the door or window open, 
the alarm will only sound once—when ttw door cff window 
is first opened. Ir^sound detectors are therefore usually 
used wi^ other types of trap alaims. 

The infrasound detector can be hidden almost any¬ 
where—under a staircase or behind a cupboard or a cur¬ 
tain, for instance. A good sensor of this type will automati¬ 
cally compensate for natural infrasounds, such as those 
emanating from strong svinds. 

Field Effect Sd4sors 

The field effect sensor celies cmtheprindple of capacity 
changes between the guarded direct and earth or between 
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extended mnductws cx foils, fit effect, it works like a radio 
tiananitter and receiveL 

If somebody is moving in the field between the trans¬ 
mitter and the receiver, there will be interferences in the 
received signal. This will trigger the alarm. For this rea¬ 
son, these sensors are sometimes known as field distur¬ 
bance sensors. 

Ca^cily danges can be indicated in different ways. If a 
metal safe is to be protected, it can be connected to a fre¬ 
quency-determining resonar«:B circuit. This r^onance cir¬ 
cuit will control an oscillator, whose output frequency will 
be compared to a fixed frequency within the range of 100 
kHz to 10 MHz. The variations in frequency will be detect¬ 
ed and analyzed. If a predetermined threshold value is 
exceeded, the alarm will sound. 

Likewise, a building can be fitted with two encircling 
coiuhictofs, approximately 1 meter apart. Oie will be the 
transmitting antenna, in effect the antenna to a long wave 
radio transmitter, while the other wDl be the receiving 
aT^nr\a (fig. S2). The system will detect and analyze the 
difrerences in the received signal caused by an intruder 
approaching the protected area. 




f^mSLFkid offset sensors. 

Field effect sensors generally consist of two or more 
wires running parallel along the protected area. The wires 
will be connected to the wall or fence by Insulators. 
Particular care will have been taken to position the wires 
fm away from othermetal objects, as such objects may limit 
the rai>ge of the detector. Walls, internal walls, corridors. 
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and od«r locations can be protected in way. In a corri¬ 
dor, for instance, the two wires up to approximately 300 
meters long will run one on each side. Alacm systems of 
this type will definitely be more cccnmon in the future, and 
they already exist in many places. 

Another variant is the capacitance detector. Such a 
detector often consists of a metal plate on which the pro¬ 
tected object is positioned. If an intruder approaches the 
object and the metal plate too closely, the electrical capad- 
tance in the plate will change and trigger the alarm . 

SooKo DnicroKs and Heat DEtecrcws 

Freestanding, portable sound detectors can be placed 
almost anywhere and are extremely easy to activate. Some 
suspidous indhnduals put one on a table before they gp to 
bed. The sensor will listen for intruders in the room where 
it is located, and possibly adjacent romns, too, as kotg as the 
internal doors are Left open 

Sound detectors ate very prone to false alarmsy howev¬ 
er. The problem is baskahy ti^t they are too good. They can 
be triggered by perfectly ordinary noise outside the pro¬ 
tected area, for 
instance, in the 
street. The most 
common type of 
sound detector is 
the previously 
described glass 
breakage detector 
Sound detec¬ 
tors are often 
mounted on safes. 
They sound the 
alarm if some- 

Tigtift $3. Souiti 
detecto rs momted 
m absnkwiatL 



body is working on the safe in an attempt to crack it. This 
detector consists of ooe or more microphones connected to 
an amplifier, programmed to only respond to the t\pe of 
noise expected to signify a break-in. This will ensure that 
the occasitmalnoise of a broom or vacuum cleaner hitting 
the safe during cleaning will not trigger the alarm. The 
microphones are attached to the object with a strong mag¬ 
net and a plui^r swthh or magnetk reed svs'itcb sabotage 
alarm is included, so the alarm will sound only if some¬ 
body attempts to remove the detector from the object. 
Sound detectors are commonly used in bank vaults and are 
mourded on every wall, as well as in the floor and ceiling 
(fig. 83). 

A sound detector is often mounted on a safe along with 
a heat detector. This device should not be confused with the 
inftared detector. The beat detector will only register the 
of a welding torch or a fusing bu mer. 

?RESSU9£ Mat^, Plunger Switches, and Coivtact Strips 

Prepare mats (fig. 84) look like rubber floor mats and 
are commonly hidden under wall-to-wall carpet and 



Figm S4, Pns$we Mfft. 


154 Expaiknt B E 


Alarm Sensors 


155 


linoleum floors at strategic places in the building {e.g.^ in 
front of certain d dots and windows, at the foot of the ^irs, 
or directly in froru of a safe or important It ^ also 

common to use a series of pressure mats in a staircase, so 
that it is virtually impossible for an intruder to avoid 
ping on at least one of them if be wants to proceed to the 
next dooc As staircases are often of different sizes, the pres¬ 
sure mat also comes in severe 1 different sizes. 

The pressure mat is in fact a large NO switcK The mat 
contains two grids of switch contacts separated by a xx)n- 
corvductive material that has been perforated several times. 
The contacts can be brought together through the holes. 
The contacts are only pressed together when a person of 
sufficient weight (i.e., a person; children will trigger the 
contacts, but not pets sud\ as cats or »nall dogs) steps on it. 
Then the NO switch is dosed and tt^ alann trigger^. 

If the pressure mat is hidden in an unsatlsfoctory way, 
the outline of it might start to show throu^ the carpet afl^ 
a long period of use. The 
intruder can then avoid it 
easily. Certain inferior 
brands of pressure mats 
will also be triggered by 
pets such as cats or dogs, 
so the presence of these 
animals might indicate 
the absence of pressure 
mats, at least in older or 
less secure buildings. 

A plunger switch is a 
mechWiical device locat* 
ed on doors and win¬ 
dows to detect entry or 
tampering {fig. B5). It is 
an ordinary spring-load¬ 
ed momentary switch 
that is designed for use in 

Figure 6S, Pfmtgfr euritck. 
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alarm systems and has a depcessible plunger or button. The 
plunger in itself is oversized, while tire body of the switch 
is designed for mounting on doors, windows, or control 
units. The plunger switch is easy to bypass, as long as It is 
krujwn to exist. Simply keep the plunger under pressure 
with a piece of celluloid, for instance, so that the device 
does no t indicate an al a rm while you are removing the 
switdi from die protected area. 

The phinger switch is often use d in control un its to pre¬ 
vent the system from being tampered Mth. In this applka- 
tioa swrtdtts will be mounted on the front and/or back of 
the coxitroJ unit The alarm tv31 sound if the door is opened 
or ti)e mntrol unit is lenoved from the wall Here it is more 
difficult to remove the switch because of its lootion, 

Inihe iame way, j^unger switches can be used to detect 
whena door or window b opened. In this case, the switch b 
mounted so that the plunger will be depressed when the 
door or window b dosed. The switch b then mounted cm the 
hii^ side in the door jamb and b virtually impossible to see, 
as itis neither exposed from the inside or the outside when 
the door b closed. Of course, thi s type of s wi tch is an N C 
switch. Whenever the door b opened, the alarm will sound. 

A contact strip mechanism b, in effect, an open switch 
and is sometimes used on windows and doors, usually 
together with window foQ and glass breakage Sectors. 



FigunS^ Coutmct strip bribed with fumperccrd. 
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The contact strip is similar in shape to ^ reed switdt and 
is also composed of two parts. Here, too> cmepart is mounts 
ed on the window or dooi^ while the other is mounted on 
the frame (fig. 86). 

The advantage of the contact strip is that the two pieces 
canl>e bridged together w'ith a jumper cord. This is Wghly 
useful when a window or door (e .g., a garage door) must be 
left open but the alarm system is still acmed. 

IONi2ATit»< DmcroKs 

Thfiionization detector is not used anywhere yet as far asil 
is knowrt. but this might wdl be the alarm sensor c4 the future. 

The ionization detector works according to the popcip\& 
of the Kirlian effect, whkh stales d^at lirag matter is sur¬ 
rounded by a "force field" that ionizes the surrounding 
atm osphere. This will prod ucB an aura, or halo, around a 
living being photographed in fields of electrical current. 
(The Kirlian effect is not universally accepted, as the reason 
for this phenomenon is so far unknowa The phenomenon 
has also been abused frequently by sensaricn-seeldng para¬ 
psychologists. However, this has not prevented reseat in 
iordzation detectors.) 

The ionization detector will work in the foUowii^ w^^. 
It is well known that if the atmosphere is ionized this wll 
change the electrical conductivity. An ionization detector 
will therefore register the abnospherk conductivity. Any 
changes resulting from the ionization of the surrounding 
atmosphere that is caused by the "force field" around a 
human being will be detected. 

No known alarm systems idy on this prindple today, Iwt 
in what was fonnerly die Soviet Union, the Kirlian effeb has 
been accepted for several years. It is probably only a matter 
of time b^ore sensors of this type are in productiorL 

RtOToeiEcnuc Cells and Invkble Beam Dftectors 

Photoelectric cells have been in common use for years, 
especially in shc^s, to detect a person walking into a room 
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or through a door. Old-fashioned systems of this type use 
visible light, and the person entering has no trouble at all 
noticing and evading the photoelectric cells should he 
choose to do so. Nowadays, what is basically the same sys¬ 
tem is still widely used, but instead of visible light, invisi¬ 
ble infrared tight is used 



Fifftn S7. Pfe«ro sengar with ietgctor (Uft) nd the reflevtor 
(tigfit). 


The modem invisible beam detector, or photo relay sen¬ 
sor (fig. 87), is desi^>ed to project a r^airow infrared beam 
across the area to be protected. For this reason, sensors of 
this type are also sometimes called active IK-detectors. The 
beam is aimed oiUo a small reflector, which will reflect the 
infrared beam back to the invisible beam detector, which 
has a built-in photoelectronic eye that is sensitive to 
infrared light. This photoelectronic eye will constantly 
morritot the area, and as soon as somebody interrupts the 
beam between its pn^ecfor and receiver, either completely 
or almost completdy, alarm sounds. 

Most invisible beam detectors of this kind are able to 
protect an open area up to about 10 meters wide. Larger 
unHsr however; are conceivably capable of a range of sever¬ 
al hundred meters. These units are commonly used outade 
a building, in a private garden or park, for instance (fi g. 8SX 
Sometimes they are used to protect rooftops as With 
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the exception ot really sensitive installations, these detec¬ 
tors will generally trigger security lights rather than sirens, 
as the chance of false alarm is very high. 

The most common method of installation is with two 
invisible parallel beams. Then a small animal such as a bird 
will not trigger the alamv but a humanrsized intruder wfll 
break both beams and trigger it. likewise, mist or falKing 
snow, rain, or leaves will not trigger the alarm. The range is 
generaUy up to 150 meters, but it is shorter in countries 
with cold cli^tes. Many detectors of this type can functian 
even if covered by snow or froa, however. 

The emitted infrared light is modulated so that the 
receiver can identify it without being disturbed by other 



Figure 89. tnfmred r^ieetofs need to pw t m:t » corriior. 
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sources of inri^red light, such as sunlight. The infrared 
beam mi^ also be reflected by infrared reflectors (fig. 89), 
which will increase the range even more. As the invisible 
light used in the beam consists of infrared light, these 


Passivb Infraxid Detectors 

A passive infrared detector, or PIR as it is commorjly 
known in Britain and some other coun tries. is a device that 
receives and measures infrared energy from other ct^ects. It 
is, in efiectr a heal detector, although it is of a ver\' different 
type than the heat detectors mentioned earlier in uis chapter. 

The passive infrared detector is usually fixed high on 
the wall, either in a hall or in a large room which must be 
traversed to leadt the sensitive areas. It works by picking 
up an inhnidei's body heat, triggerii^ the alarm whenever 
it detects body heat within its range. The detector is 
extremely s««itive and will pick up even the smallest vari¬ 
ation in temperature, both above and below normal. 

The pasave infrared detector works by utilizing a built- 
in pyroelectric ser^r. Simply speaking, this sensor is able 
to indicate heat by producing an electric d^rge. The pyio- 
clfictric sensing materia I is polarized by infrared radiation 
produclr^ a voltage proportional to the rate of change of 
incident ««rgy. The pyroelectric sensor vrill electronically 
monitor the room protected by tiie alarm It is surrounded 
by a reflective surface that collects infrared erteigy. As the 
sensor is ser^itive to heat (Le., infrared energy), it will ser«e 
any change in the level of infrared energjv including the 
presence of any intruder radiating heat. Such an abrupt 
change, sudt as is caused by the appearance of an intruder, 
will be readily detected and will trigger the alarm. 

A restii^human will radiate approximately 100 W, so 
we are all major sources of infrared radiation. However, 
mere radiation is not enough to trigger a passive infrared 
d^ector. The heat source must also be moving through the 
zone mordfored by the detector. 


drtectms can be found and evaded easily by using infrared 
goggles du ring the entry operation. 
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F^re 9Q. The de- 
t4^UM zetua vj a 
fMseivt infrared 
drtedar. 

The passive In- 
dete<lorwill 
divide the area to 
be monitored into 
zones and seg¬ 
ments (fig. 90), typ¬ 
ically up to 7 
meters across (actu¬ 
ally 76 degrees 
wide, usually, but 
this can vary), 12 
meters deep, and 
around 70 centime- 
ter 5 high. Only these zones and segments will be moni¬ 
tored, and intruders above or below them will not be 
detected. The detector must therefore be adjusted very 
carefully during iratallalion to ensure maximum prolectioct 
as weil^ to prevent false alarms triggered by pets or small 
children. For these reasons, it will generally be positioned 
at the level of a man-sized intruder's head or higher—at 
least 11/2 meters above the floor. The detector is most 
often positioned along a wall or In a comer so that it can 
have a free line of sight to as much of (he room as possible, 
including the hoM door, if at aH fea^k. 

A passive infrared detector typically loolcs at a zone of 
six or more separate segments with unwatched '*aisles" 
between tiienu A separate-zone design gives dw unit wide- 
angle coverage of a room. As the background radiation of 
eadi zone is slightly different, i! is virtually impossible for 
an intruder to match them all. 

Self-contained infrared sensors generally cover a wider 
area and have more zones but typically protect an area up 
to only 8 meters deep. There is also a lower zorte in each 
segment. This will usually ensure that an intruder cannot 
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slip under the monitored zorw. Sometimes, especially if 
pels aie on the premises, the lower zore will be turned off. 

There are also infrared detectors on the market that can 
monitor areas up to 50 meters in length. The range of some 
of these can be varied if the own er changes the lenses. 

The IR-detector is prone to false alarms, howevei^ as it 
will be triggered not only by obvious problem sources such 
as cats and dogs, but also by ^all pests or bright sunlight 
through a nearby vrindow. Even being too near any quick- 
chaf\ging source of heat or cold, such as a central heating 
radiator produdng radiated heat and warm draughts or an 
air-conditioning duct, might produce a false alarm. 

Whenaninriared detector is switched on, it first bal¬ 
ances itMlf based on the amount of background infrared 
radiation coining fram various sources in a room, such 
walls, furniture, and floors. If an intruder later enters the 
detection zor>e, he alters the amount of infrared radiation 
detected. This results in an alarm. 

This need to first balance the sensor means that if the 
power has been switd>ed off for som e time, the sensor w ill 
require approximately ninet)' seconds to be operational. 
Howevei^ this is not ne«ssary when the system has merely 
been disarmed but has retained its power. 

In addition, the detector will not respond to slow varia¬ 
tions in background radiation because amplifying circuits 
limit the detectable variations to a predetermined range of 
pcasible speeds. 

In advanced units of this type, a threshold circuit will 
also ensure that a signal is large enough to represent an 
introdef, In this case, a pet willnc^ trigger the alaim, as long 
as it is not very close to the detector. Of course, sensor's 
sensitivity to false alarms is also determined by the position¬ 
ing of the detector and its segments of protectic«i. 

Every mfrared sensor will be most effective in delecting 
movement across the segments, rather than movement 
tt>ward or away fixsn than {fig. 91). There have been lab tests 
to determine the possibility of making a very slow direct 
approach to tiie sensor so that it will not feel a sharp increase 
in temperature and, consequently, refrain from sounding the 
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FigitTt 91. TJu passive 
ieUftor is most 
stnsilioe to mooement 
aerossHs segments. 

aiarm. frt someof these 
tests, the 'intruder'' 
svas hiding behind a 
thick gkdss pane/ as 
^ain glass will absorb 

a considerable portion 
of the radiated heat. 
However, no such 
experiments have 
been deemed successful enough to warrant the use of the 
techniques involved in the fi^d. 

An in^ared detector can also be mounted tn the ceiling. 
If mounted as high as 6 meters, the protected area mil be as 
large as 6 x 20 meters, and all movement will naturally 
occur across the segments. This fadlitales detection. 

Passive infrared detectors, although gei^eratly used to 
monitor movement in rooms or along corridors, can be 
used vertically to create an alarm curtain, in front of a wall 
of paintings, for instance. They can naturally also be used 
to create a horizontal curtain to detect a break-in through 
the roof, ceiBng, or floor. 

Most passive infrared detectors have built-in tamper 
switches to prevent somebody from removing the unit 
from the wall or attempting to disarm it. Infrared sertsor 
systems, whether self<ontained or part of a separate-com¬ 
ponents system, are easy to locate. The sensor is generally 
positioned so that its zones of detection indude the expect¬ 
ed entry, such as doors and windows. The intrude should 
be forced by the layout of the building to walk into these 
zones. Furthermore, the sensor will be placed at least 11/2 
meters above the floor. This is necessary if the lower por¬ 
tions of the zone are to be used. 

The sensor unit will be positimied s o that its field of view 
does not include solar-heated walls, direct sunlight, heaters, 
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aircrmditiofiers, or other objects that m^t change its tem¬ 
perature quickly. The older infrared sensors might produce 
false alarms under these circumstances. Contemporary 
models will not do so as readily, but their detection ahili^ 
will be impaired somewhat In the contemporary models, 
every segment is divided into two channels. The detector 
willonly sound the alarm if fl\e change in temperature is dif¬ 
ferent in both d>an n els. This will p re vent th e al a rm from 
sounding when a radiator heats up, for Instance. An intrud¬ 
er. however, will first disturb one channel and then flie next, 
thus trigg&ing the alarm. 

Self-contained inftared sensor systems incorporate 
entry and exit delays, typically fifteen to twenty seconds in 
I ength. Otherw ise, a rem ote ke y s w itch migh t b e use d. 
Backup batteries can also generally be connected, as can 
external warning devices. 

There are also smaller^ self-contair^d infiared detectors. 
They generally work with only orw coverage zone and are 
supposed to guard only small areas near doors, windows, 
trailers, etc. ifa heat source is detected, the built-in siren 
will sound for aboi^ one minute, after which the unit will 
reset. An entrance and exit delay of a few seconds is gener¬ 
ally built into these units. Power is generally provided by a 
standard 9-voUbattery located inside the detector unit. 

h^cRowAVE MonoN Detectors 

A microwave motion detector is a trap alarm with a sin¬ 
gle-unit transmitter/receiver that reacts to distortions in 
the timir^ of its retum signal The device works, in effect, 
like a small radar s ystem. using an electrom a gnetic Geld 
comprised of high-fiequency radio waves gerterated over 
the protected area. Most detectors of this type have a range 
of 30 meters or leas. 

The microwave motion detector relies upon microstfaves, 
very high-frequency radio signals in the range of arcrund 9 
GHz. These radio vraves will fonn a pear-shaped lobe (fig. 
92) toat will detect any intruder. As these microwaves are 
reflected off solid ol^ects, they will reveal the presence of an 
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figure 92. Mtcrowuce motiom drt^vtor and fU detacHm sent. 

intruder ^tering the protected area^ as his nioveinents will 
cause a disturbance in Hie reflected radio waves (Le./ the 
radiated RF teld sensed by die device). 

This disturbance is a modulation of the field referred to 
as the Doppler e^ect The Doppler effect is the di f ference in 
frequency of one (ori^nal) wave to another (reflected) wave 
that is superimposed upon il. The reason for this is dial a 
feequency shift occurs when a signal source and a receiver 
are moved relative to each other. Acceding to die Doppler 
effect/ the reflected signal will be of a lower frequency than 
the emitted signal if a refkctir^ object or a human is moving 
away from the detector, likewise, the reflected signal will 
be of a h^her frequency than the emitted signal if a human 
is approaching the detector. The reason for this phe- 
nomenon is that since the »gnal moves at a constant rate, 
the return trip of the reflected signal should take die same 
length of time as the outward trip. However, an intruder 
who moves into the path of the signal distorts the timing of 
the return signal. This frequency shift is sensed by the 
microwave detector unit's receiver. Whenever it detects 
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Figure 93. The microwave 
motion Aetectvr ia most 
sensitive to movement 
toward or away from it. 
'Note thft ir eho ««»• 
sitive to movement in 
anotiter room. 

such a change in the 
reflected signal, the unit 
will trigger the alarm. 

As the frequency of 
the microwaves is very 
high/ the wavelength is 
very shoirt This means that even a very small movement 
will result in a large frequercy ^tift. However, the detector 
is less seisitive to objects moving across Its field of detec¬ 
tion than it is to Injects moving toward or away from it 

(fig. 93). 

Most microwave detectors require that an intruder 
move at a certain spee d i n o rde r to be idenl i f ie d as a n 
Intruder These detectors are able to reject fastec-than-walk- 
ing speed. This will prevent numerous false ala rms, as 
many microwave motion detectors, especially the older 
models, work all too well As their signals can penetrate 
beyond the walls of a bouse, they might identify a passing 
tr\id» as an irdruder, for instance. 

External radio sources can also trip these units, as the RF 
ene^ radiated by many electrical de\ices will disturb their 
hmctionijig. Sudi electr^al de\'ices include radios, especially 
ritiam hand radios, but also cable tdevisicn systems, mo tors, 
transformers, and even neon signs and fluorescent lamps. 
The gas in sudilamps, when suntdied on, icxiizes to become 
a Ouctuatrng reflector which can easily cause an alarm. A 
false alarm might also be caused by cooling fans and some- 
times even the roof in a warehouse, if the roof rises and falls 
in the wind. The movement of water in pipes might even 
trigger a false alarm, as the sensor has the ability to see 
throu^ ^ass and thin walls of faster cv plastic 

As the mkrowave motion detector is an extremely small 
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radar, the microwaves are completely harmless, unlike the 
ra dia ted en e r^' from a large radar sudi as is used foe air 
traffic controi or military purposes. There are also 
microwave/passive infrared detectors. They are very reli¬ 
able, as the two sensor types complement each odicr well 
The microwave detector determines that the moves 

within a certain range of speed, whQe the infrared detector 
checks whether the object emits heat or not. These combi¬ 
nation detectors come in different types, with ranges up to 
65 meters. 

Ultrasonic Motion Dftxctors 

An ultrasonic motion detectoris a angle-unit transmit¬ 
ter/receiver that signals an alamt when its steady pattern 
of inaudible soimd waves is disturbed. It works in a similar 
fashion to the microwave sensor, but it uses ultrasonic 
sound waves instead of mictoivaves. The principle is still 
the same as that of radar. 

The ultrasonic detector works by continuously trans¬ 
mitting ultrasonic sound waves of such a high frequency, 
around 40 kHz, that a human carmot hear them. The typical 
upper limit of human hearing is twenty thousand cycles 
per second, or 20 kHz. The ultrasonic soundwaves ate 
flierefore well beyond the human range of hearing. 

The sound waves will bounce off the hard surface s in the 
room, in effect producing an echo whidi, thus refie^d, will 
be picked up again by the same unit. An intruder entering 
the room will interfere with dw frequency of the reflected 
sound. Because of the Doppler effect, the reflected sound 
waves will e>perience a frequency shift if they are reflected 
from an intruder entering the protected area. When the 
intruder moves within the field, the urdt'a recover detects a 
<hange in ftie reOected signal and triggers the alarm. 

B^ause of the nature of sound, the ultrasonic detector 
will produce a teaidrc^-shaped "cone*' of ultrasmuc ener¬ 
gy, similai to what is illustrated in Hgure 91. This cone will 
expand horizontally and vertically away from the unit 
across a relatively broad area, typically up to 9 or lOmetecs 
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in a forward direction and u p to 7 meters wide. However, 
the sh^ and size of the cone will vary with the acoustical 
characteristics ar\d ^hape of the room in which the sereor is 
located. Walls and glass windows will not be penetrated, 
except to a minor extent. There are also ultrasonic detectors 
that work with separate transmitters and receivers. They 
often have a longer range. 

The uftrasonic detector is most sensitive to movements 

directly toward or away from 
the sensor (fig. 94). This Is 
unlike the passive infrared 
detector, which is most sensi¬ 
tive to movements across its 
protected area, but similar to 
the microwave motion detec¬ 
tor. The reason, of course, is 
that both of these types of 
detector rely on the Doppler 
effect. Ultrasonic detectors are 
dwrefoTC used more commort- 
ly for protecting doors and 
hallways than are passive 
infrared detectors. 

Ultrasonic detectors are 
usually located in the comer of 
the room to be protected, fixed 
to the wall, or else aimed 
down a hallway or at an CTitrance, such as the front door. 

These dctectorsare fairly prone to false alarms, which 
mi^f be produced by loud noises, such as ringing tele¬ 
phones, as well as moving objects, such as draperies near 
vents or fans. Even air currents, draughts of moving air 
from heating or cooling vents, and other types of air turbu¬ 
lence can produce false alarms. For these reasons, most 
tihrastfuc detectors inchide a control for adjusting the sen¬ 
sitivity of the device. The ultrasonic detector cannot be 
used if pets are presait, though, as there are no unprotected 
areas within the coverage zeme. 

Many ultrasonic detectors have a delayed alarm, which 



Figure 94. The altresonic 
motiom detector it eUo most 
eeHsUhte to uuioemeut dirtcHtf 
toteurd or aioay from the 
se»»r. 
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makes the intruder's first steps into the protected area 
appeau to go undetected urrtil it is already too late. 

Because of their tendercy to produce h\se alarms, ultra¬ 
sonic detectors seem to be decreasing in popularity. 

Visible Light Detectors 

Visible light detectors are not common, and they can 
only be used in certain locations. They are mainly used in 
conjunction with other detectors in bank vaults. The detec- 
tor will simply sense if the level of visible light in the loca¬ 
tion is rising, if so, it will sound the alaaru (The bank vault 
is, of course, supposed to stay dark when dosed.) A detec¬ 
tor of this kind is of a very simple design. The visible light 
detector can only be used in dosed locatkms where no nat¬ 
ural bght can errler. 

Video Detectors 

A video detector constantly monitors the object it is 
guarding by m«ely "wdtchmg" it The detectoc a modified 
video camera, checks the level of black (the number of 
black do ts, opposed to the number of white dots, in a pic¬ 
ture) in certain interesting areas of the video input If this 
level is changing slowly, the detector will not trigger the 
alamv as this might indicate sunset for instance. However 
a drastic and immediate change will trigger the alarm, as 

this means tha t a person or an object has entered the field 

vision and is now near toe protected object. 

Video detectors are reliable but fairly escpen^ve. For this 
reason, they are not widely used as yet. They will probably 
be more common in the future, particularly since it Is also 
possible to transmit the video ^nal across the telephone 
network by means of a modem. Then a remote ccmttol sta¬ 
tion can view and interpret the video. 

The latest detectors of this type are evenmore advanced 
than the standard video detector. A number of cameras can 
be used to constantly monitor the zone to be protected. The 
vide 0 output fro m each camera will then be processed by 
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an intelligent image processor based on neural network 
tedmology This will automaticaliy identify any intruder. 

The system works by first lear^g the characteristics of 
the natural state of the environment under observation, 
including moving items such as shadows, branches of 
trees, or level crossing barriers- This initial Jeaming state 
does not need to last for more than a minute. The system 
can even be (aught to ignore certain dyrtamic events, such 
as guard patrols or vehicular mo vemei^. 

When the system enters operational mode, it identifies 
intrudezB within its field of sriew bv recognizing abnormal 
patteti\s of movement. It immediately sounds the alarm 
and automatically trains a high-resoJution camera onto the 
target for identification and video recording purposes. 

This advanced system is r>ot yet In widespread use, but 
it can be found in certain British defense research installa¬ 
tions. It can also be configured to be portable. Expect it to 
be common m roost high-risk installations in the future. 

Barrier Sensors and Analyzers 

A perimeter barrier is a wall, fence, or gate marking the 
perimeter of the property Guarding such a perimeter, espe¬ 
cially if large di^ances are involved, rei^ires special sen¬ 
sors and sometimes also special control units or analyzers. 

Today, the mc^t popular barrier sensor is the inertia sen¬ 
sor even though there are various otoer types on the mar¬ 
ket The inertia sensor, used inconjuncrion with a special 
barrier analyzer, can be adapted easily for use on any fence. 

The inertia barrier sensor system is an electro mechani¬ 
cal system thatreHes on special wires (fig. 95). Every wire is 
connected to a special self-adjusting sensor installed in a 
sensor post, or pole. The sensor is posit! oned between two 
horizontal wires thatmn between the sensor posts. The 
sensor will notice imniedlately any attempt to spread the 
wires (to enter between them), climb on them, cut them, or 
otherwise remove them. 

The sensor-connected wires are fitted with vertical 
^ings and self-adjusting connection points so that they 
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will detect any kind of intrusion. Six wires and sensors will 
generally be fixed parallel to each other on the posts so that 
it is impossible for an intruder to avoid ait of them if he is 
attempting to enter. This also albws the systM to deter¬ 
mine the exact height of an intrusion. Another advantage is 
that a wire group can be disconnected, duringmainte- 
nance, for instance, without the rest of the sensor post 
being affected or impaired. 

The sensor posts are generally positioned up to 50 
meters apart, although a shorter distance, say 10 meters or 
so, will make the system able to really pirtpoint an attempt¬ 
ed intrusion. The sensor posts are made of alumimun or 
stamless steel, unlike the ordinary posts that are made of 
stainless or galvanized steel. Every sensor post has individ¬ 
ual tamper protection and is also monitored individually 
by the CMiputer in the central security statknL 

A multiplex computer communications system will 
keep in touch with every single sensor post and wire 
through a special information cable that runs along the 
fer<e. Every detected intrusion will then be reported by a 
spedalreportingunitineach sensor post and be moiu- 
tored and registered by a computer in the central security 
station. The system wii also self-test continuously, scnmd- 
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ii\% an internal alarm if any part of it breaks dowi\ or is sub¬ 
jected to attempted sabotage. Naturally, tius self-test also 
includes the information cable. In addition, every incident 
will generally be logged in the central security statical com¬ 
puter if the need arises kiter to veri fy what happened. 

The computer communication will go in both direc¬ 
tions, which means that individual security measure can 
be adopted in case of an alarm. These might include 
video cameras and searchlights or armed mines pro¬ 
grammed to be activated automatically, without the need 
for a manual <^>etatar. 

As can be r^dily imagined, this type of system is very 
complex and only used in high-risk locations. The most 
famous system of this type is the Israeli Magal system. 
Magal Security Systems now guard the entire length of 
Israeli border fences and harriers. An identical system, also 
produced by Magal, is used in numerous other countries, 
in military installations and around nuclear power plants, 
for instance. The best w'ay to circumvent this alarm system 
is to avoid touching the fence. Try to enter in another loca¬ 
tion or icocti dw air. 

Another common sensor u sed to protec t a perimete r is 



the microwave iesxe (fig- 96). This is, in effect, a radar barri¬ 
er and works by a transmitter sending a pattern of invisible 
micrcFwaves to a separate receivec located up to 300 meters 
away. Any intruders crosang dte path between transmitter 
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and receiver will distort this pattern and the alarm will 
then be s^T^aled. 

Transmitters and receivers can be positioned alor>g the 
perimeter of a garden, for instance, or any other open area. Hie 
microwaves wiU create a signal 6dd, svhkh might be between 
2 and 8 meters hi gh and up to 20 meters wide CO* more. 

This sensor is very prone to ^Ise alarms, as there is no 
way of distinguishing between an intruder and an ordinary 
bird or animal. Even moving vegetation might tr^gei it. It 
will, however, detect even small changes, so an intruder 
c rawling slowly into the held will he detected. The sensitiv¬ 
ity is adjustable, however, and some systems of this type 
only ind icate an intruder that is at least walkir^ slowly 
The speed of movement that the sensor can detect can usu¬ 
ally be adjusted to between .01 and 10 meters pec second. 

As the transmitter and receiver will be connected hy a 
synchronizer cable in order to force the receiver to notice 
only its dedicated transmitter, the s}*stem can be sabota^d 
by cutting this cable. However, this generally also trigger 
the sabi^^ alarm. The system carmot be sabotaged ty sim¬ 
ply trarusmitting microwaves of the correct frequency into the 
receiver; as the s^Tchronizer will res*eal diis as an error. 

Microwave barriers are generally fenced in, as the pres¬ 
ence of wild animals would odvrwise give rise to frequent 
false aianns. 

Yet another device used for external alarms is the geo¬ 
phone (fig. 97). This is a device that monitors vibrations. It 
can be installed to detect activity across the ground or the 
vibration caused by the scaling or attacking of walls and 
fences. The sensor is, in eifect, a vibration sensor 

An older and cheaper barrier alarm system relies on 
mercury switches as fence alarms. The switches ate mount* 
ed on the fence and will sound the alarm whenever the 
fence is moved by sootebody climbing U or leaning a ladder 
against it. The mercury switch Is also a vibration sensor, 
although of an older type. A mercury switch fence can also 
be drcumvented by not touching the fence. 

Field effect sensors can also be used as barrier alarm 
sensors. The system will then use wires connected to the 
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lop of the fence. Otherwise, it is the same as the field effect 
sensor detailed earlier in this chapter. 

Yet another system is the cable detector. Cable detectors 
conMst of special cable that is capable of changing resis¬ 
tance or capacitance when bent or hit. The cable will run 
thrm^h the important parts of the fence. It will trigger the 
alarm if it is bent, climbed on. or cut by an intruder in order 
to fecilitate an entry. Any such movement of the fence will 
cause a capadth'e diange in cable that will in turn trig¬ 
ger the alarm. 

Anotiter fairly reliable system uses a thin tube or hose 
connected to a miao^Kirte. The signals from the microp^ne 
will be analyzed by an advanced electronic circuit. Any 
attempt to dimb c# destroy the fen» will be recognized and 
trigger an alarm. The miaophone can be a>nnected to a loud¬ 
speaker and monitored in an alaitn control station. 

All sensors of tins type frequently prod uce false alarms. 
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Both animals and strong winds that cause the fence to 
move might be causes. These are therefore usually oinnect- 
ed to the control unit separately from other types of sen* 
sots, so that the entire alarm system is not tripped just 
because of an indkaticai from the barrier sensor. 


CHAPTER 8 

Other Types of 
Alarm Systems 


I^uBEBAmY Activated Alarm Systems and Personal 
Attack Alarms 

A deliberately activated alarm, ora panic but¬ 
ton, as it is often called, is a device designed 
to set off the alarm when the individual in 
charge of the alarm feels threatened or is 
under imminent attack. Panic buttons are 
always (ixed inplacs, in a bedroom, for instance, or at the 
teller's position in a bank. 

A personal attack alarm is used for a similar purpose, but 
tius device is not fixed to a certain locatkm. Rather, it is car¬ 
ried on ^person to be protected by it and is activated by 
him or her wherever he might be on the premises. Personal 
ati^dc alarms are, for in^nce, often carried by medical per¬ 
sonnel who regularly have to deal with potentially danger¬ 
ous ^tients. They are also sccnetimes carried by el derly peo- 
[de who fear that they will be attacked by burgles. 

Most professional alarm systems, whether for use by 
private individuals or by corporate or government offices, 
include one or more panic buttons or personal attack 
alarms. Alarm systems in private homes might have tw^o 
panic buttons, one by the front door and another by the 
bed. C^Bce alarm systems might have any number of these 
protedive devices. 
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Regardless of the variety of these alarms available, tfwy 
all work in the same way. The pank buttons are wired to a 
circuit on the alarm system that is always live, whether or 
not the alarm has been sivitched on at the cmitrol unit. The 
user need only press the button al the first indication that 
an intruder is trying to enter the premises. The button is 
designed to be easy to find and depress, even in the dark. 

The panic buttons used in banks and »milar locations arc 
more complicated. The reason is that most police depart¬ 
ments will take several actions as soon as th^ receive the 
alarm, such as closing down ail public transportation sys* 
terns in the vicinity. Such precautions are very costly and 
unpopular, of course, and police departments do not, for 
obvious reasons, want to resort to them unnecessarily. The 
panic buttons are dierefore designed to be ahnost impossible 
to trigger accidentally. They may be either hand* or foot- 
operated. Usually they must either be activated by using 
two fingers or by pressing the foot upwards, to minimbse die 
risk of setting them off by accident 

There will also be a discreet indicator installed near the 
panic button, informing the person activating the alarm 
that It has Indeed been activated. This is usually an LED or 
a similar light that will remain lit until the alarm is dis* 
armed manually. There must be no question of whether die 
alarm ha s been actlva ted or not. There w ill also generally 
be a corresponding indicatoi coupled with a buser socne- 
wheie in the rear of the office, weU out of aght and hearing 
of (he front office where the alarm was set o^. This indica¬ 
tor will inform a security officer of the fiict that the alarm 
ha s b e en a c tivate d. At t he same time tha t (he buzzer 
sounds, the alarm will go to the local police department 
through an automated dialing system. In addition to diis, it 
is also common for the security officer to verify the alarm 
by personally telephoning the police. 

A per sonat atta ck alarm is essentially a wireless panic 
button. It is designed to be carried on one^s person^ and, 
when activated, will trigger the e xistin g alarm system and 
warning device in the building. Personal attack alarms 
nther rely upon ultrasonic sounds or radio trart^nissons. 
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The radio transmitter used as a portable panic button is 
a feirly obvious design, in effect simply a transmitter capa¬ 
ble of activating the alarm system. The transmitter will 
send a digital code that activates the control unit. The code 
will tell who activated the aiann but not fi>e location of the 
trouble. This is a disadvantage, of course. However, the 
advantage of a radio system of this type is that the range is 
^lerally feirly wide. This personal attack alarm can there¬ 
fore som^imesbe relied upon even outside the hcruse. 

An ultrasonic personal attack alarm works in a slightly 
different way. The ultrasonic signal will be received bv one 
of a number of special ultra sonic receivers, one of which is 
mounted in every room from which an al a cm might need to 
be sent The ultrasonic signal will activate the receiver, 
wHdi will in turn trigger the alarm. An LED on the control 
unit will indicate which receiver triggered the alarm and, 
ccmsequently, in which room the person who activated it 
currently is. The identity of the user will not be known, 
however, if sex'eral of th^ personal attack alarms are in 
use. Furthermore, the range of this system is much more 
limited than that of a radio transmkteii 

Both diese alarm systems can be connected to a personal 
paging system. The alarm can then be silent, but, for obvi¬ 
ous reascfis, diis is seldom, if e\'er, the case. If a silent alarm 
really is desired, then anybody equipped with a personal 
pagir^ system can be chosen to receive the alarm. 

Personal attack alarms should not be confused with the 
so-caiied personal alarms sold In many stores. These are 
small devices designed to emit a painfully loud, high- 
pitdied screeching noise that will surprise an attacker as 
well as call for help. These alarms are not connected to any 
alarm system but are sometimes used by people who fear 
attacks, especially when going out. The efficiency of such 
an alarm on a deserted street is not very high, however, 
alUu)ugh it might be sufficient to sea re off a mugger. 

There are various kinds of personal alarms. Some of 
them, generally the smallest ones, are activated by com¬ 
pressed air and look like aerosob. Others are powered by 
batteries or rechargeable power units. Some of them are 
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activated by a button or a trigger, bui they onJy sound as 
long as die button is pressed or the trigger is squeezed. 

This is especially true of the gas-powered types. More 
reliable personal alarms work on the principle of a hand 
grenade. The alarm will continue to sound until it is 
switched off or the power runs out, even if the alarm is 
dropped to the grouixl. this is especially he^ful if the situ¬ 
ation develops into a fistfight. 

Some individuals, especially women afraid of rapists, 
occa tonally wear a whistle instead of any of these types of 
personal alarms. The idea is the same. 

Car Aiarm Systems 


There is a large number of different car alarm systems 
available on the market today. Some will sound if some- 
body tries to jimmy open a door or the trunk. Others will be 
triggered by an attempt to mo\*e the car, by towing it away, 
for instance. Certain alarm systems will even include a 
remote pager that will signal the o^vner if his car is being 
tampered with. 

As in ordinar}' alarm sy^ems, the car alarm irKhides a 
control ur\it, one or more sensors, and a warning device. In 
a car alarm, however, some of these devices, notably the 
control unit, will be simpler in design than in the units 
available for protection of homes and office bulldir^. 

In many cases, the car alarm is at least partially s^f-con- 
tained. Ko self •contained alarm system is able to protect 
the entire car, however, indudir^ its trunk and hood. 

The control unit is often mounted near or on the dash¬ 
board, either by using a mounting bracket similar to those 
used for radios or stereo systems or by mounting it direcHy 
to the surface. As the owner generally does not want to give 
a potential intruder the opportunity to see the contixil unH, >t 
is often bidden xmder the dashboard instead, or under a seat, 
along the firewall, or in the glove compartment. A backup 
battery is often provided, too, to increase the reliability of dte 
system. Most types of car alarms are c^teratedby either a 
concealed switdi or a key. The 5ens<xs used in car alarm sys- 
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Figure 98. pin- 
fwitck and 
its tocatiow 


terns can 
be roughly Ifc J 
divided into LB 
two types: pin- 
switches that guard r I 
the entry points of the veb icle and moti on detec- 
tora des^ned to detect movement of the vehicle. 

The most common type of car alarm sensor is the pin- 
switch (fig. 98), also known as the earth-seeking sensor. 
This is a door contact svs^ch that is activated when the elec- 
triral current is broken. A pin-switch is wired directly to the 
door and installed in the framing around the do ors and / or 
the trunk and the engii>e compartment. Pin-switches can 
also be used to gtiard the trunk, Imod, sunroof, tailgate, or 
any other point of entry. 

Hn-switches are spring-loaded, momentary contact 
switches similar to the plunger switches described in the 
prasdous chapter. The pin is released from the switch when 
file door is opened, which electrically grounds the system, 
thus triggering the alarm. This device is linked either to the 
car horn or to an independent siren. An independent siren 
is a better option, of course, as it is more difficult to find 
anddisccmnect 

As pin-switches have only a single wire connected to 
them car's metal chassis being used as the ground por¬ 
tion of the drouU}, they are always installed on a metal sur¬ 
face. When used to protect a door, the pin-switch will be 
installed near the switch for the interior light on the lower 
part of dv door post. 
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Some car alarm systems use the switches already 
installed in the door frames of te car ir&tead of pin-ewitch- 
es. These already installed switches are used to him cat the 
interior lights whenever the door is opened. Electrically; 
these switches are identical toptn-switches. in thi$case,d« 
door frame switches are added to the alarm system by 
attaching wires to them frcsn the coatrol unit. 

Th e other type of car alarm, very com moniy used but 
not really very reliable, is the motion detector. This isa fe¬ 
cial vibration stvitdt desigr^d to sound alarm when the 
car is shaken or moved. This sensor has a tendency In pro- 
duce false alarms. Nevertheless, it is very popular. S^e 
control units even incorporate such a sensor in their ho\i5' 
ing in order to protect the control unit itself as well as to 
car. Such a self-contained car alarm is difficult to remove 
w'ithout triggering to warning device. 

If a motion detector is integrated into to controt unit, 
to unit must ahs’ays be as level as possible, preferably near 
the center of to car If positicmed in some CFther location, it 
will not he as sensitive to motion at the front or bade of the 
vehicle. The most common location is, once again, under 
the dashboard. 

There are many types of motion detectors. One such 
type is the pendulum ala rm. Such an a larm cemsists of a 
pendulum switch and is set off when the car is rodeed, 
jolted, or otherwise moved. 

A pendulum switch is used to sense vibrdtkm<»motiaR. 
The switch is designed with a set of contacts that touch 
each other when it is moved or shaken. 

The pendulum itself is a small weight on to end of a 
light spring with a contact underneath the weight. 
Whenever something causes the spring to vibrate, the 
weight virill touch to contact and the alarm wiD sound. The 
sensitivity of the spring can of, course, be adjusted, but 
most car owners do not do this. The result is that to pen¬ 
dulum alarm is lisually triggered by almost anytong, such 
as to vibration of a passing truck or somebody who hap¬ 
pens to bump into to car accidentally. Evena very tight jdt 
is sufficient to trigger this alarm. Tl^ pre^ensity fw faW 
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alarms has made to pendul um alarm aim ost to tall y use • 
less. In neighborhoods where this type of alarm is in 
widespread use, nobody ever thinks twice about hearing it 
and tore will detirdtely beno response to it. 

A slightly more advanced version of the pendulum 
alarm is the trembler switch alarm. This device is similar to 
the pendulum aiann but instead has a ball bearing sitting 
between two contacts. Any definite movement of to car, 
su<h as somebody trying to open a door, will cause the ball 
bearing to touch to contacts and trigger the alaim. 

Both the pendulum and to trembler switch alarms are 
generally mounted under the hood on the firewall in the 


engine compartment and can he adjusted for sensitivity. 
Another common place to find these motion detectors is 
under to da^board. 

The vibrator contact circui t, or adjustable intact d evice, 
is another motion detector. It has a relatively tight weight 
on the end of a piece of spring steel, with a contact under 
the weight. When the spring steel vibrates, the weight 
touches the contact, thus activating the alarm. In this 
device, sensitivity can be controlled by adjusting the dis¬ 
tance between to weight and to contact 

Yet another type of motion detec¬ 
tor is the micro transducer (fig. 99). 
A transducer is a device that pro¬ 
duces an electric current in response 
to vibration, shock, or motion. This 
is a very small sensor, generally 
round, fiat, and like a small coin. 
This sensor has a small interior 
piezoelectric crj'stal that is affected 
by vtoration, very loird noises, or the 
car being hit by something 

A piezoelectric crystal consists of 
a crystalline materia] that vrill develop a voltage when sub¬ 
jected to mediankal stress or severe vibration and, conse¬ 
quently, produce an electric current that triggers the alarm. 

Micro transducers are often located inside the door 
frame near the switch for the interior light, in the same 



figure 99. Mitro 
trmni4uctT. 


Other Types (fAkm Systems 183 


positicpTi where you would expecl to find a pin-switch. 
Mkro transducers^ hovi'evet can be found mounted on 
the center door posts of four-door vehicles. In either case, 
they a re glued in place with epoxy. 

Self-contained vibration sensors are also sometimes 
used. Such a sensor simply consists of a keypad fitted to the 
dashboard. The alarm, activated by entering a personal 
code, works like any other moKondriecfor. 

Another type of car alarm sensor is the voltage drop 
sensor, also known as the current-drain sensor. In this 
device, a sensor is w'ired into the electrical dccuit of the cat 
Whenever the sensor delects a drop in the voltage, for 
instance when the dome light comes on as the door is 
opened or when the key is put in the ignition and the dash¬ 
board lights up, the device w'ilt trigger the alarm 

This type of alarm can be disconnected, accidentally or 
not, by the dome light malfunctioning for some raseon. It is 
therefore not very reliable. 

More ad V an ce d ty p e s of a larms are also used as ca r 
alarms. Among these are ultrasonic dete^ors (see Chapter 
7). The most common location for such a sensor is usually 
on the behind the back seat 

A siren is the best choice for a warning device and is in 
common use nowadays Various types are available, but 
they are often mounted under tt4 hood, although well 
away from sources of extreme heat- The siren is generally 
mounted slightly downward, as this will premtt excessive 
accumulation of dirt and moisture. The siren will almost 
always be connected only to the control unit Once again, 
this connection is the vulnerable link in the alarm system. 
Often the siren will be supplemented by other features, 
such as a l^t-flashing fadlity. Sudr a device can easily be 
vrired into any of the numerous types of alarm systems. 

Finally, remote sensor alarms can be fitted to roof racks 
and trailers. The teafiy securify-ccmsdous can combine all 
of these options in the same alarm ^'stem. 

Other specialized features of car alarms include the so- 
called "passive" alarm system, which automaticaliy arms 
itself once the owner has locked the car. This alarm is usual¬ 
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ly armed and disarmed by means of a concealed switch 
tn^e the car. Therefore, a certain delay is imposed before 
the alarm is sounded so that the owner will have enough 
time to open the vehicle and discormect the system. Other 
alann systems are manually armed and disarmed with an 
external security key switch, usually located at the rear of 
diev^^ude. 

A variant of this system relies instead on an infrared 
transmitter kept on the owner's key ring or on any other 
hand-held device. After stepping out of the car, the owner 
simply aims the device toward the receiver mounted inside 
the car and presses a button. The infrared beam will acti¬ 
vate the system. This will lock all d oors an d set the al arm. 
In some versions of this alarm system, the car will even 
flash its headlights to indicate that the message was 
received and understood. The alann can be switched off 
and the doors unlocked in the same way. Another variant 
of the same idea is the key ring containing a small radio 
transmitter that emits a radio signa L I. ocks of this type are 
generally called remote control locks. 

Another interesting option on many controlunits is a 
builf-m radio transceiver (a Teceiver with transmitter). This 
device will allow the alarm sj^tem to be armed and dis- 
anifced, or even tripped, by a miniature radio transmitter 
built into a small pager unit- This circuit will alert the 
owner to the fact that his car is being tampered with. 

Remote paging car alann systems of this type are espe¬ 
cially popuUr in areas where there is little likelihood of 
somebody else noticing the alarm if it is sounded. The 
owner, who carries a remote paging receiver to alert him 
whenever the alarm is sounded, is then free to investigate 
himself, call the police, cpt both. 

These systems are sometimes used as silent alarms, 
withcut an ordinary siren, especially if the owner hopes to 
cab^fiv intruder in the act. Some alarms of this type allow 
the user to choose between siren and silent alarm opera¬ 
tion- Those remote pagii^ systems that can arm or disarm 
the alann system fiom a distance almost invariably include 
a panic button as well with which the owner can activate 
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the car^s siien if threatened oi surprised by intruders. This 
option is popular among people who fear walking alone 
through empty parking lots ^i\d professional truck drivers 
who might have to stay around their v^ucles for Long peri¬ 
ods and even sleep in then itequently. 

The remote paging system consists of two parts. The 
combined transmitter and control unit is mounted in the 
car; powered by the vehicle's electrical system, while the 
batt^-poweied remote paging receiver is anall enou^ to 
keep in one's pod^et. Aldiough these two devices work on 
a radio charmeL that is on a frequency seldom used by most 
radios, they will be safeguarded by a security co^ that 
is always sent whe n the transmitter is triggered. This will 
prevent accidental triggering and is also supposed to pre^ 
vent an intruder from using his own transmitter to disann 
the alarm system. The Latter is not valid, of course, as an 
intruder can easily determirte and imitate this code if he has 
access to specialized equipment. (Sudt equipmera is costly; 
however.) 

When the transmitter is triggered. It will send out a sig^ 
nal containing the security code. The paging unit, when 
detecting a signal on its preset frequency ivith the proper 
code, will start beeping. It gerteraily also flashes an LHD. 
The secu rity code is selected in advance by setting a group 
of internal dip switches. These svritches can naturally be 
found in both devices. 

The transmitter will use the vehicle's standard anten¬ 
na, including the type that automatically rises when the 
radio is switched cpn. The intruder can tbeieidre prevent 
the antenna from rising, which will decrease ^ range of 
die transmission severely. The vehicle might of course 
also have a wire-type antenna built into the windshield, 
but then the effective range of the transmitter will be sig¬ 
nificantly reduced in any case. Some vehicle owners 
attempt to extend the range of the transmitter by 
installing a separate antenna. Remember, though, that 
the transmission in this alarm system is the same as the 
wiririg in ordinary alarm systems and should therefore 
be cut by an intruder. If die alarm call transmission can 
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be prevented, the owner will not be alerted. 

GeneralJy, though, the transmission will be sent, The 
Tart%t is then completely dependent on the terrain and the 
characteristics of the surroimding area. The range might be 
several lalometers in open country or be reduced to a few* 
hundred meters or in a dty or an underground parkir^ 
lot The strength of radio tiansm issi o ns wil 1 als o often b e 
reduced considerably by the metal used in most high-rise 
buildings. Most alarm systems manufacturers claim an 
‘'average* rar^e of 3 kilometers, but this is quite an exag¬ 
geration, Between 200 and 500 meters is a more typical 
range within a city. In fact, the transmission can be elimi¬ 
nated by eiKlosing the transmitter in a metal box. Were it 
not for the antenna and, to a Lesser degree, the windows, 
the car is, in eftect, sudt a box. 

Many car alarms are modified for use in other vehicles 
and locations, such as boats, trailers, campers, etc. The 
renu^ pagir^ systans are especially popular, as they have a 
^eat range (more so if connected to a dtizen's band base sta¬ 
tion antenna) and are therefore sometimes used to guard 
scattered buildz]^ or Stores on farms and a>n5tructIon sites. 

The car a Uim is o therwise armed and d Isarmed using 
several different methods, depending on whether a delay is 
built into the system or not. If so. the delay might be as 
^tort as twelve seccnds or as l<»ig as forty seconds or more. 
Arming can, for instance, be done by turning the Ignition 
key switch to the ON or ACC (accessory) position for a few 
seconds and (hen switching it to OFF. This will arm the 
alarm system after an exit delay period. It is then disarmed 
by rimply entering the car and switching the ignition key 
switch to CT'I before the entry delay period is up. 

Another method of arming and disarming is by a svritch 
on toe control unit. The easiest, of course, is when the process 
is performed automatioUy whenever the ignition is switched 
on or off. In many cases, the conbc^uiut will inform the u$er 
of toe fact that it is anned or disarmed by either producing a 
beeper lighting an LED. Sometimes a COTibination of the two 
is used and sometimes neither is used. 

A valet switch might also be present. This is a switch 
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that allows the owner to bypass the alarm system when he 
expects to be away from hk car but Icnows it will be attend¬ 
ed or guarded by valet parking or servicing, for instance. 
The valet switch can only be activated while the engine is 
running and is therefore of little use to an intruder. 

Many car alarms are powered by tf\e car's own battery; 
but it is also quite possible to add a seccsid power unit as a 
backup. This is mainly done in commercial vehicles, as on 
many of these it is easy to gain access to the battery tennin^ 
and then disconnect the ordirtary alarm. Remember that it 
might be possiUe to disconnect the wiring from underneath, 
e\'en if ^ battery is locked away urvder the hood. Having a 
backup power facility is therefore always jmident 

Almost all car alarm systems are designed to be pow* 
ered by 12-volt DC current. Furthermore, the wiring is 
often easy to identify, as a color-coding scheme is common 
In many countries. For instance, red wiring is used to con¬ 
nect the system to the power source, the car battery. Other 
colors might be used to Identify the components of other 
systems. Remember, though, th^ this ofl^ varies in differ¬ 
ent countries—and even in alarm systems manufactured 
by different companies in the same country. 

A professional car alarm system will also have dosed dr- 
cuit wiring. This means that thealann wHl sound even if fhe 
wires to the sensors are art. However; the system stiH will not 
work if the wire to the waromg device is cut instead. 

Sometimes the purpose of the entry operation is not 
only to break into a v^ticle but also to move the vehide in 
question. This Leads to several other coreiderations, apart 
from the lock and alarm system. 

If the car must be moved, remember that the vehicle 
might have been immabilized in some way. There are sev¬ 
eral ways of immobilizing a car. Both elecIrical and 
mechanical methods of immobilization can be used, and 
tt>ey should be prepared for. 

The electrical means of immobilization include fitting 
one or more devices, such as anignllicm cutout device, to 
the car. This can be a part of the vehicular alarm system artd 
is then either linked to the car's horn or to any olher siren. 
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The device will sound a warning at the same timeasitis 
blockmg Ihe ignition circuit, automatically immobilizing 
the^ 

A manual ignition ortout device is also useful An igni¬ 
tion disabler switch can be hidden under the dashboard, 
for inslar^, arid will interrupt the ignition feed wire. Note 
that the car can still be hot-wired and started easily if the 
intenuption is made between the battery and the coil. If the 
interruption is made between the coil and the distnbutor, 
however, this is not generally possible. The swild\ might 
require the use of a key to open. 

A passively armed cutout device will render the ignition 
dead as soon as it is switched off. When the driver wants to 
start the ^ again he must deactivate the cutout by depress¬ 
ing a button or switch while he starts the engine. 

Yet another method is to use a removable circuit card. 
UsuaDy fills card is put into a socket mounted on the dash¬ 
board- When file card is removed, hovs'ever, vital electrical 
circuits will be broken, pret'enting the car from starting. 
Another methed of ^dikal immobilization is to fita swit^ 
fiiat interrupts the feed wire to the electric fuel pump. 

A multiple cutout device can alcfi be incorporated into the 
central control unit. The unit is bolted to the bulkhead under 
the hood and disrupts several electrical dreuib at the same 
time. Fina 1 ly, the vehi cle can be im m obil ized b y sim pi y 
swapping or ronoving a couple of the spark plug leads. 

Mechanical immcbilization methods iiKlude the use of 
an ermine immobilizer switch, the previously mentioned 
hidden switch in the ignition circuit, or an internal locking 
devi« that is, ibr instance, fitted o\’er the handbrake and 
locked around the gear lever. Locks that are simpler, but 
also fairly reliable, include combination locks attached to 
fitt handbrake, engaged or disengaged by means of a three- 
digit cornbination. Such locks slide over the top of the 
handbrake lever, locking it in the "on* position- Electronic 
locks that prevent the engine from starting until the driver 
has entered the corret^ code on a keypad fixed to the dash- 
bccud can also be procured. 

Additittial steeriT^ w*heel locks are also commercially 
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avdiJable/ although often 
<ae ol the book type, hookir^ 
on or over the steering wheel 
and brake, accderator, clutch 
pedal (fig. 100), or floor- 
mounted gear stick. If the 
device is hooked over the 
clutch pedal, an intruder can 
easily get rid of this device in 
an emergency by simply 
stamping down hard on the 
clutch. As dte steering wheel 
bends quite easily, the lock 
will come off. if the brake 
pedal is used instead of the 
clutch pedal, however, this 
p rocedure is sometimes more 
difficult to perform. Of 
course, the quality of the 
lockir^ des'ice will a£fi^ 
theoutccsoe. 

Additional locks can be 
fitted around the steering col¬ 
umn like an armored collar. The lock key vrili then replace 
the vehicle ignition key and control the electrical opera¬ 
tions. Although good in principle, this can easily be demol¬ 
ished with the use of heavy-duty tools. 

Some su^idous irtdividuals remove the lotor ann from 
the di^ibutor in order to protect their cars from theft The 
distributor cap is easy and quick to snap off in order to 
remove tbe T-^iaped rotor arm sitting in the middle of die 
distributor. It is small enough to put in a handbag ocpodc- 
et. Others xetnove it and then lock it in the trunk. 

A final, and very definite, method of mechanical 
ijruncMliiation is to use a wheel clamp, also known as a 
Denver boot. This will effectively prevent the car horn 
being moved. Most wheel clamps also prevent the tire 
and wheel from being removed. These can be found on 
cars that ace left unattended for considerable periods of 
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Figure lOO Steering vhtel hook 
lock. 


time or have been secured by the police. 

Vans, trailers, and motorcycles present still other prob¬ 
lems, espedaJly if they must be mo\^d from the location in 
which th^ are found. 

Vans and trailers are sometimes safeguarded from tow- 
ir^ by locking a hUch lock, or tow ball, into the ball socket 
of the vehicle-towing hitch. Such a device can only be 
removed by using the correct key bar. The lock must be 
picked or broken. 

Motorcycles and bicycles are generally secured with 
chain Iccks. These are genMully easy to cut through with 
bolt-cutters, espedaily if they are not of made of hard¬ 
ened steeL For this reason, spedally designed padlocks 
with hardened, elongated shackles are often used 
instead. The steering lock of a motorcycle is usually of 
simple construction and can often be broken by a fierce 
wrench of the handlebars. Although motorcycles can be 
fitted with electrical immobilization devices and alarm 
systems, this is very uncommon. 

It is more comment© immobilize the motorcycle by 
removii^ the battery ground strap or the line fuse in the 
main lead near the battery terminals. A concealed cutout 
switch that breaks any of the low-tension w'ires to the coil 
can also be fitted. Aslor^ as the correct equipment is avail¬ 
able, neither of these mdhods w'Hl present any problems to 
thec^ierathre. 

Other measures used to protect a motorcycle for long 
periods o( time Include such devious alteraticms as fitting 
unserviceable but visibly cc^nplete spark plugs, draining 
the float diambers and removing or blocking die fuel sup¬ 
ply line, or putting the bike in first gear and thenremosdng 
the gear and clutch levers. Orce again, should it really be 
necessary to move the motorcycle, this is only a matter of 
having the correct ^ares available. 

SHOfTJFTER DurecnON SYSTEMS 

Alarm systems designed to detect and scare away 
shoplifters have been in widespread use for a long time. 
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Several types exist, artd alloi them are stilJ very cenunon. 

These types of detecticcn systems rely upon fastening 
sorm kind of indicator or tag to each object to be protect¬ 
ed. In an electroma^etic system, the tag might be a mag¬ 
netic tape, for instance, whUe in a radio frequency system, 
it will ^ a spedaL coil on a circuit card. In eidier casp, the 
alarm will sound if the tag is passed near a specially 
designed detector. 

The radio £irequer>cy system b easiest to use. as the deC' 
tromagnetic detectors are very dumsy. However, the radio 
tags are always active, which might cause complications. 
The radio frequency system will also sometimes trigger a 
false alarm if exposed to portable radios. Furthermore, the 
tag can be rendered inoperative by being bidden in a metal¬ 
lic cover. This will nullify the sig^ and prwetd the abmn 
from sounding. For these reasons, neither of these systems 
is very popular 

The British company Securitag Intematianal is currently 
the major manufacturer of shoplifter detection systems. Its 
products are very popular, as they rely on a completely dif¬ 
ferent lechnique. 

The Securitag system also consists of tags that are 
affixed to the goods to be protected; however; the actual 
functioning of the tag is di&erent The detector posts con¬ 
tinuously send out a low-frequency signal that will trigger 
any tag that is brought within 
range. The activated tag 
will then respond by 
transmitting another 
signal. This signal 
will trigger the 
alarm. 

Whenever a 
tag is brought out 
through the door; 
it will transmit a 
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signal that is received by the detector posts positioned 
either rrear or on either side of the door (fig. 101). Every 
detector post has a range of about 90 centimeters. 
Aitematively, a detector loop can be installed around the 
door, in wlu^case no posts are required. 

Because of the design of this system, there is no chance of a 
^Ise akcm being caus^ by portable radios or metal objects. 

The tags are naturally extremely difficult to remove 
without the special equipment available from Securitag. 
However, as this equipment is the same in all Securitag 
units, an intruder can generally acquire it easily should it 
ever beccmie necessary. 

As a curiosity, it should be mentioi>ed that this idea was 
originally introduced by the KGB for use in electronic 
surveillance operations. 

Fire Alarm Systems 


Fire alarm sy s tern s a re so met Ime s c omb i n e d w i th 
intnnier alarm systems, but the two are more often sepa¬ 
rate. The warning sound used in fire alarm systems is usu¬ 
ally distinctly different fnwi that of intruder alann systcms- 
is generally true whether the systems are connected or 
not except in die simplest alarm systems. 

Whether the fire alarm is incorporated in another alarm 
system or completely a^-contained, it will more often than 
not rely upon either one or both of two radically different 
types erfsaisors. These are thte smoke detecter and the thermaJ 
detector, both of w'hich are very commem. Yet another type of 
saisot, the diff^ecUial detectrM*, is also used sometimes. 

The smoke detector {fig. 102) is placed on the cetbng or 
high up on a wall, as smoke always rises. 
Sevea) smoke detectors, either self-cwi- 
tained or altenativety cormected in paral¬ 
lel, can often be seen in bedrooms or at 
least in a common hallway. 

There are two different kinds of 



Figiot 192. Smoke detector. 
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smoke detectors, the ionizadon type and Xhs photodiode 
(or photoelectric) type. They differ in the way they detect 
the smoke that will trigger tt^ alarm. The kmizadontype is 
most popular. 

An ionization smoke alarm has a small mtemal chamber 
containing a very small amount of radioactive material. 
The air in the small chamber is ionized and therefore able to 
conduct anelectrical current, ^nce the radioactive material 
is located between two electrically charged electrodes^ the 
ionized air will conduct the electrical current between 
them. If smoke particles (excess carbon particles in the air} 
enter the charober, they wiD increase the resistance of the 
ionized air. This wJI naturally decrease the flow of current 
between the two electrodes. The alarm will sound when the 
resistance has increased to, and the current flow drops 
below, a certain preset point. This happens whenever th^ 
are too many carbon particles in the air. 

The photodiode smoke detector relies upon a beam of 
Hght th^ is prelected across a sensing (^tamber onto a pho* 
toelectric cell. When smoke particles enter this sensing 
area, the light beam is disturbed and the level of light 
readimg the photoelectric cell is reduced. The alarm is trig¬ 
gered when the level of light reaching the photoelectric cell 
dn^s too much. 

The reason ionlstion alarms are the most popular is 
that ibsy will respond slightly faster to a rapidly spreading 
fire. Such a fire always produces many smoke particles. 
Both types are reliable, hwever. They even re^ond to 
the tiny smoke particles produced by a fire before actual 
smoke can be seen 

Sometimes a high level of dust in the air will produce a 
false alarm when it accumulates inside the sensor. Pu^ in 
the sensing chamber might also reduce the sen^tivity of the 
alarm. Other sources of false alarms might include smaU 
ireects or high humidity. 

Self-contained smo^ detectors have integral batteries, 
usually of the caibon-zinc or alkaline types. Alk^ine batter¬ 
ies a re the most reliable, as they last Icmger. Despite this, they 
should be checked a) least once a week for safety reasons. 
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Although a reset button is included in the alarm, the 
continued presence of smoke will simply result in the 
sounding of the alarm again. Therefore, it cannot simply be 
turned ofi as long as the conditions that triggered it remain. 

Smoke detectors can generally be used in any room 
except the kifehen. T^rmal, or heat-sensitive, detectors are 
used there instead. 

Thennal detectors (fig 103) use 
built-in pyroelectric sensors 
able to sense when the tem¬ 
perature in the room rises 
above a dangerous level. 
The exact temperature 
level that is deemed criti¬ 
cal depends on the con¬ 
struction of the sensor. 
Typically, though, 50“C 
is the most common in 
Europe, while 135®F sensors 
are used in the United Slates, 
^ furnace 

areas where a higher tempera¬ 
ture is normaL In these areas, B0®C or 190®F sensors are 
used in^ead. The sensor contains a material that will melt 
at the chosen threshold temperature. This will produce 
electric coed&d and trigger the alarm. 

Thermal sensors can also be wired in parallel. Except in 
Idtdiens, they are used mairJy in areas where fires that pro¬ 
duce more heat than smoke-certain types of electrical and 
chemical fires, for instance—are likely to occur. Yet another 
type is the differential detector. 'Hus is an advanced ther- 
rnal detector for use in environments that are unsuitabLe for 
ordinary detectors, such as certain kitchens and garages. 
This detector works by adapting itself to the temperature in 
the area. It will trigger the alarm when the temperature 
rises more 5 degrees per minute. 

For a professional intruder, the main advantage of a fire 
alarm sy^em that is part of an intruder alarm system is the 
fact that the fire alarm will override the actual intruder 
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a larm. This is very useful a § delibecaie activaticm of the 
fire aiann might provide an easy diversion. It is not realJy 
necessary to start a fire in ortkr to activate this type of sys¬ 
tem. Simply blowing smoke into a smoke detector will tr^- 
ger the alarm. Afterward, there wiW be no e>:pknation as to 
why the fire alarm sounded at that particular time. The 
operative might even go to the trouble of blowing some 
dust hit 0 the detector in order t o make it appear as if the 
alarm malfunctioned. 

The fire alarm is easy to find if pwsent. As smoke will to 
some extent be impeded by doors, most fire departments 
recommend the installation of se%'eTal sensors, optimally 
orte in every room. There will be at least one in eadi hall¬ 
way, however, and probably one in the kitchen or in other 
areas where a fire is more likely to break out, such as near 
heating units and fuse boxes. They are almost invariably 
mounted on the ceiling, generally at the center of the area 
they are prelecting. 
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CHAPTER 9 

Entry Tricks 


T his final chapter wiUbe devoted to several of 
those tricks of the trade that one day might be 
useful to the field operative who is involved in 
entry' operations. These tricks include v^rays of 
finding plans of the target’s aiann system, as well 
as recognizing traps and faked obstacles to the operation. 
Common hiding places of keys and combination codes also 
fafl under this heading. All methods he^ the operative 
avedd capture when cm an entry mission. Every additional 
advarrta^ increases the security of the operation. 

The easiest way to enter the residence of an unsuspecl- 
ingowTwr is to use the real keys. If the owner leaves the 
k^s outside his house when he goes away, this is quite 
^sy. The operative should tharefore check die seven most 
a)mmon hiding places for keys: 

1. under the doormat 
2 under a flowerpot 

3. in a flowerpot 

4. under a stone alongside the path ot near the front 
door 

5. stuck or hanging under the window ledge 
6- hanging inside the door on a piece of string that can 
be pulled through the letter box in tte feont door 
7. ju^ inside an unlocked garage or storage shed 
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l£ Che operdtwe can gain entrance to Oie house for a few 
moments, he might be able to cheek whether the key is left 
in the bck on the inside or in an obvious cupboard or hook 
near the front door. If so, he might get an unsupervised 
moment in which to make a pattern of the Icey in a wax box. 
Then he can make a copy at his leisure. 

Sometimes supposedly locked doors are nevertheless 
found unlocked or even opened. The reason is usually very 
slcnpk —there is work being done on the premises whidiis 
facilitated in this way, for instarKe, or a visitor or delayed 
employee is expected to arrive shortly. Some pec^le regu¬ 
larly leave the door unlocked, especially In offices, so that 
they do not need to use the key when tlwy return. But the 
human factor is not always the reason. The lock may be 
installed incorrectly, so that the door will not lock even 
when closed, or the door checkdoes not work properly 

For this reason, many companies employ a guard or a 
caretaker to regularly check that all doors aie locked and 
remain so. If the guard follows a fixed routine, howevet, 
you can plan the operatior) so that he is safely out of the 
way. Otherwise it is a good precaution to position a coJ* 
league to watch out for the guard so that you know when 
he is making the roxmds. 

The points of entry Include, but are not limited to, doors, 
windows, and any o^er openings that provide access to the 
interior of the target building. As was mentioned m Chapter 
6, it is also sometimes desirable to enter through a roof or 
ce iling. Most houses protected by an ala rm system have a 
sensor on each outside door or window that is accessible 
from the ground and large enough to crawl through. 
Windows on the second floor are generally not protected, 
however, unless they are easily accessible from a flat garage 
roof or a tree. If they are accessible, but not easily so, and at 
the same time cannot be seen from the street or from a neigh¬ 
boring house, they might be protected by alarm sensors. Try 
to pinpoint the sensors before the actual entry attempt. 
There might bean c^tening that has been overlooked. 

As every burglar knows, whether he is a criminal or 
employed tds government, there are certain indicatioiis 
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of whether or not a house is empt>', One of these, maybe the 
most important, is the absence or presence of light 

Many houses today are equipped with outside lights 
that are switched on at dusk every night by a light-sensitive 
photoelectric cell controller. Such a device measures the 
intenrity of rvitural light. It will be triggered by the natural 
light levels and switch on the light, when the light falls 
below a certain, predetermined level The lights will be 
switched off automatically when daylight returns. Other 
buildings rely on programmable automatic timer switches 
that regula rly turn on the light at a p redetermmed time. 

Some of these timer switches are of the twenty-four- 
hour variety that will turn the light on and off at the same 
time every day. Others are the seven-day type that can be 
set to turn the on and off at different times each day of 
the week. The switching pattern will be repeated only after 
a week has passed. Sometimes the users of these devices 
even realize that they must vary the setting of the timer 
with the changing of the seasons. There are devices avail¬ 
able for this very purpose. They can be programmed to 
vary the times the light, or lights, will be turned on each 
day, according to the seasonal changes in the day's length. 
THm devices are ca Ued solar dial timer switches. 

Suchdevitts are often both powered by and transmit 
their signals over the electrical wiring in the building, 
although remotely controlled units utilizing radio waves 
are also available. The lighting may even be connected to 
the output from the alarm system, so that aU or at least 
most lamps in the building will turn on or start to flash 
whenever the alarm sounds. Other appliances, such as 
stereo systems, can also be activated in tius way. Virtually 
nothing is impossible, but the sobering fact remains that 
this will not prevent a professional intruder; 

Finally, passive infrared detectors might be used for 
tumii^ on the light as soon as somebody app roadies. Such 
a detector is easily wired to a light source, and tiie Light will 
remain on as kmg as there is somebody in the vidnity emit- 
tir^ body beat or fora set period of time after the source of 
warmth has gone. Such an infrared floodlight system 
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includes a built-in photoelectric cell that prevents it £rom 
triggering during daytime. Sound-triggered detectors are 
also available for the same purpose. 

Another security device is an electric curtain controller, 
which will open arid close corded curtain sets. This device 
is generally connected to a timer for automatic controL 

A radio, preferably tuned to a ^taik'' statkm, is ohen left 
on or turned on wkh a timer switch as well Finally, a tele¬ 
phone answering machine programmed with the mess^e 
that the owner '^cannot get to the phone fight now*' (not 
'Tm out'*) is also hequently used to leave some doubt as to 
whether anybody is at home or noL 

However, these means of scaring away ordinary bur¬ 
glars are not very effective. It is generally easy to check 
whether anybody is at home or not, by making a person^ 
call pretending to be a salesman for instance. Furthermore, 
some people leave the l^t on aoJy in the halhvays rather 
than in the living rooms. This is a definite indication that 
the house is empty, as nobody actually lives in the haU. 
Leaving the bght cm in a down^cs room with thecuriains 
dosed it is slightly more clever, but not er^ough so to deter a 
professional intruder. Most individuals who use this ruse 
to protect themselves are instead advised to leave the light 
on in an upstairs bedroom, where an intruder cannot peer 
in to check whedier it is occupied or not. 

It should also be mentioned that cutting the electrical 
power and/or the telephone lines will effectively deter¬ 
mine whether anybody is at home or not, as the owner is 
certain to reveal himself if he really is at hcnne. Fuitfier- 
more, it will render useless most of the previously men¬ 
tioned protective Bght systems, etc. 

Therefore, some peo^ instead use a recording of abaik- 
ing dog, which is activated whenever a docvheh is depressed. 
There is even a self-contained alarm system available that 
will imitate the sound of a dog whenever somebody is 
apfvoachir^ the protected area and is detected ^edrordcaQy 
by a passivein^ared detects. These various dog imitation 
systems can always be identified by the fact that you wOl 
cmiy hear the actual barking and no other noise su^ as the 
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dog running arcund or Jumping at the door. 

On the other hand, real dogs are a very serious problem, 
espedaily if ^ey bark at strangers and generaUy appear 
unfriervily; Guard dogs are r>ot always dangerous, as they 
are mainly kept as a psychological deterrent to frighten 
intruders away rather than actually attackmg them. 
Terriers, for instartce, make excellent guard dogs for this 
reason. But whether the dog is really dartgerous or not, its 
bark will call unwanted attention to the scene, so dogs 
should ahvays he avoided, or at least sileru:ed in some way, 
if at all possible. 

Certain large dogs, such as the Great Dane, the mastiff, 
the Alsatian or German shepherd, the Doberman, and the 
rottvveiler, are sometimes trained not only to set off the 
alarm, but also to defend the home against attack. Really 
dangerous patrol dogs are not usuaUy kept as domestic 
watchdogs, however, as they are simply too dangerous 
unkss in the care of a professional dog handler Here, too, it 
is important to avoid the dog by all p ossib! e m eans. 

As a curiosity, it might be noted that in rural areas, geese 
prescnta very real oHtade. Geese are highly territoriat, and 
not only do ^ey honk furiously, they also often chase and 
peck arty intrude who does not retreat quickly enough. 

terns, l^is is a means of access control in which a speaker 
panel is Located outside the premises near the front door. 
The speaker is linked to a lel^hone handset or microphone 
device that permits two-way speech- The device is fre¬ 
quently used in conjunction with a digital code lock entry 
system. Each flat In the building is then equipped with a 
telephone handset as weU as a remote control th^ releases 
the electrically curated door k>ck. 

The audio entry system might also include an audio¬ 
visual component. It will then function as the standard 
audio entry system but with the a ddition of cl o$ed circu it 
television (CCTV). 

It is, however, easy to circumvent an audio entry sys- 
Just call up ans’body in the build lug and either say that 
you have lost the code but a "friend" (who you know is a 
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resident in the building and whose name y<m will mention) 
asked you to go inside and take care of something in his 
apartment Tf this does not work, call up another one and 
say tha t you w ill have to enter to deBvet so m e thi ng (not the 
mail, though^ 3S the postman will have the cetaed code and 
does not need to ask for it). If all else flits, you &n alw^’s 
say you want to come inside to deliver free samples of 
something you believe is desirable to alt of the tenants in 
the complex. Of course, it might also suffice to wait for 
somebody to arrive and then enter with him or her. 

There are also certain pop ular wa^^s to gain entrants to a 
private home, during the preliminary reconnaissance of the 
premises, for instance. Such methods are frequently used 
by con men. The operative dresses up as an o^iaJ, a sales* 
man, or in any other suitable disguise. Then he approadies 
the target. 

He might claim to be from the electricity. gaSr or water 
board, foe instance, 'fhe "electrteky board representative'* 
can ask the owner of the house to stand by ttie fuse box and 
turn the pONver on and off while he goes around the house 
to "check the circuit." The "gas board representative'' 
might ask the owner to watch the meter outside while he 
"checks the appliances." The "water board representative" 
might aak the owmer to turn the taps in dw kitchen while t» 
"checks the flow" in the other parts of the house, such as 
the bathrooms. 

All of these d isguises do carry the risk of the owner of 
the apartment asking for an official identity card, first of all, 
and then locking himself in his <q>artTnent while calling the 
local office to ask them about you. You can sometimes 
avoid this b y having the telephone nu mber of a colleague 
printed on your (Caked) identity card. However; this some¬ 
times backfires, too, as the real government office will be 
listed in the telephone directory. 

In the early 19S0s, a foreign operative who was working 
under embassy cover in the former Scniel Union planned Id 
enter the dadta, or country villa, of a local party official. The 
plan was to enter in order to plant electronic bugs in the 
building. The party official himself was not very impevtant. 
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but his brothft* was a high-ranking member of the KGB. It 
was assumed that one could pidc up interesting gossip on the 
oaasux\s when the KGB brother visited the house. 

In order to have a first look around, the operative 
dressed up as an official. He made a personal call to the 
family in order to make inquiries about the rating of the 
house. Such inspections were fairly common there, 
aHhoi^i less so when it ome to influential party officials. 

The brother of the KGB officer was urboxpectedly coop¬ 
erative, how'evet and dirring their conversation, the opera¬ 
tive realized that the official had actually asked for a rating 
to take place. The reason was that his dacha was not big 
enou^ Now he was overjoyed, as he expected the opera¬ 
tive to help him find a bigger one. 

What was worse, it soon turned out that the real rating 
official was expected to arrive later the same day. At this 
point, the foreign operative hurriedly excu.sed himself and 
left- The operatkm was abandoned, and the official's bouse 
remamed &ee of electrc^ic bugs. 

Despite these and other obvious risks, it is amazing how' 
easily most individuals are taken in by such simple tricks. It 
is always worth a Cry, as long as an escape route is prepared 
in advance. 

The operative might also disguise himself as a sales¬ 
man. Then he might offer a free estimate for carpels, fur¬ 
niture, or anything else that will be so attractive in price 
that it w’ill enable him to enter the premises, A variant of 
this theme, in rural areas ordy, is the itinerant antiques 
buyer who wants to browse around the house looking for 
interesting pieces to buy 

In rural areas, where open solid fuel fires are common, 
the field operative on dioose to disguise himself as a chim¬ 
ney sweep. A comm on t rick u sed lobe left a lo ne in the 
house is to tell the owner to go out into the garden and 
shoot he sees the brush coming out of the chimney. 

It Is a great advantage to know in advance of the exis¬ 
tence and type of any alarm or Locking de\’ice in the build¬ 
ing. In some countries, notably the United States, many 
cities and counties require a permit for i nsta Hi ng an alarm 
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sy s tern. There to re, the r e I e va ni a rchi ve m i ght be a g o o d 
source of information regarding the possible existence of 
any such means of protection. 

The plans for an alann system will often be kept at the 
security company that originally designed it. The installa¬ 
tion codes and operator codes will also be kept there. If you 
can gain entrance to this companjr^s office^ you can take 
advantage of this information. 

Finally, it must be remembered that the local fire preven¬ 
tion unit will have a say w'hen a major alarm and Jock sys¬ 
tem is designed. This might mean that the fire station will 
have a copy of the plans, including master keys in certain 
cases. It might also mean that some exits will be left open, 
or almost open, on purpose, regardless of the risk of an 
intruder entering. The safety of the personnel working on 
the premises is generally a Wgher priority than the ability 
t o keep inlr u de r s ou t. This is e sp eci ally imp or tant in a 
building where buj^rs are not expected to be interested in 
the merchandise or machinery. 

Vehicles are nowadays protected in many different 
ways. In some cars, for instance, the standard locks will 
ha\'e been replaced by new ones. Still, ail too many people 
frequently lose their car keys. For this reason, some cars 
have a magnetic box containing a spare key that fits imder 
the car. If you find sucha box, entry into the car is very easy, 
of course. Jxist open the box and retrieve the key. 
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